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Challenges of Virtual 
Trust

Executive Summary
In recent years, the rise of e-commerce has resulted in significant 

changes to consumer spending habits. Trust between consumers and 

vendors has been shown to be one of the most important variables that 

makes e-commerce successful. Increasingly, fraudulent online actors 

seek to abuse and exploit people’s trust for financial gain or to gather 

personal information, thereby negatively affecting trust-building 

measures.

Trust is understood to include three primary elements through 

which individuals evaluate organisations: competence, integrity, 

and benevolence. Trust enhancing factors, also referred to as “trust 

antecedents,” can be leveraged by organisations to strengthen trust 

relationships with their users. Trust antecedents depend on the 

individual characteristics of consumers (e.g., socio-demographics or 

personality), the design and functioning of a website (e.g., visual design, 

ease of use, or interactivity), and interactions between individuals and 

A  M A T T E R  O F  C O O P E R A T I O N ,  E D U C A T I O N  A N D  C Y B E R S E C U R I T Y



-05

Challenges of Virtual Trust

the organisation (e.g., prior experience of users or perceived reputation 

of an organisation).

Governments and organisations can take measures to ensure the 

perceived trustworthiness of legitimate websites, and leverage public 

awareness campaigns to reduce individuals’ risk of falling victim to 

fraud or other cyber threats. 

Recommendations
	❗ Leverage trust antecedents to establish the three key dimensions 

of trust for individuals accessing websites (i.e., competence, 

integrity, and benevolence).

	❗ Promote the use of Canadian 3rd party security certification seals 

to increase trust in conjunction with educational campaigns 

simultaneously. 

	❗ Create a publicly available register of legitimate organisational 

URLs gathered as part of the business incorporation process, to 

provide a trustworthy reference for consumers.

	❗ Increase collaboration between government and private entities 

and secure coding practices to provide more efficient support and 

information sharing in the cybersecurity domain. 

	❗ Design of awareness and educational campaigns targeting 

vulnerable populations –  particularly Indigenous, youth, and 

elderly populations.



﻿

1	 Introduction

Societies rely on ecosystems of trust to func-
tion, including trust in financial institutions, 
food supply chains, energy systems, and more 
recently cyberspace (Hampson, 2017, pp. xvii). 
Establishing trust is often difficult to estab-
lish, however, it is a valuable tool in reducing 
people’s perception of risk and facilitating 
exchanges (Gregori et al., 2014). Accordingly, 
the more trust individuals place in an entity, 
the more vulnerable they become to exploita-
tion. The Internet’s novel platform and servi-
ces have created more nuanced complexities 
in trust development (Hampson, 2017). Its 
trust-building capabilities, including secur-
ity, privacy, and reliability, have promoted in-
creased user acceptance, while its widespread 
adoption has also provided more opportun-

ities for fraud and abuse. A lack of regulation 
and global Internet governance has com-
pounded these issues and fuelled the exploit-
ation of individuals. 

In recent years, the rise of e-commerce has 
resulted in a significant change in consumer 
spending habits. Globally, e-commerce sales 
have begun to dominate the retail market and 
Canadian e-commerce sales are anticipated 
to continue climbing in years to come. The 
onset of the COVID-19 pandemic in March of 
2020 brought mandatory contactless exchan-
ges and further drove this shift and signifi-
cantly altered Canadians’ purchasing habits. 
Compared to 2019, e-commerce sales more 
than doubled in 2020, and experienced a 
110.8% increase, reading $64.5 billion (Sta-
tistics Canada, 2020). Despite the relaxation 
of health measures and a return to in-store 
shopping options in 2021, e-commerce sales 

“the more trust 
individuals place in 
an entity, the more 
vulnerable they become 
to exploitation”



maintained high levels (Statistics Canada, 
2022). While online purchasing options pro-
vide consumers with increased transactional 
ease and broad product selections, online re-
tail opens the door to more opportunities for 
fraudulent behaviour. 

Trust has been shown to be one of the most 
important variables that makes e-commerce 
successful since it affects people’s choice and 
evaluation of services (Anaya-Sánchez et al., 
2019). The simple act of ordering an item on-
line is underpinned by the trust that the indi-
vidual will get the item they ordered in a safe 
and timely manner. 

The most commonly accepted definition of 
trust in literature conceptualizes trust as 
being composed of three primary elements: 
competence, integrity, and benevolence (May-
er et al., 1995 in Berraies et al., 2015). Com-
petence refers to whether an organisation 
possesses the required expertise or technical 
skills to meet its service commitments. In-
tegrity, or reliability, refers to the “sincerity of 
[organisations] on their intention to honour 
their commitments and the promises made to 
the customer” as well as the accuracy of web-
site information (Berraies et al., 2015, p. 913). 
Benevolence speaks to whether the organisa-
tion acts in the interests of its consumers and 
places their interests above their own (Ber-
raies et al., 2015; Gregori et al., 2014). While dif-
ferent scholars have developed various def-

initions of trust, there is an agreement on the 
importance of trust for “fostering successful 
relationships [and] reducing uncertainty and 
risk” (Chang & Fang, 2013, p. 149), particularly 
in online environments. 

The economy and public sphere share a com-
mon dependency on trust. When individuals 
lose trust in the Internet, they alter their be-
haviours, which in turn cripples the adoption 
of technology and halts innovation (Hamp-
son, 2017). Accordingly, it is important for or-
ganisations, in the public and private sectors 
alike, to better understand how trust operates 
online, how it is established and abused, and 
how to address such issues. 

This report presents an examination of the 
issues surrounding the development and ap-
plication of trust in a digital environment. The 
first section of this report contains a literature 
review of the challenges of establishing trust 
in e-commerce. Then we engage in a critical 
discussion on the abuse of trust, regulation 
of fraudulent websites, previous educational 
campaigns, and strategies for increasing indi-
vidual trust online. The final section contains 
recommendations for how organisations can 
establish strong trust relations with individ-
uals in online environments. 
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2	 Establishing Trust

A large body of literature has examined the ways in 
which consumer trust can be established in various 
online environments such as e-commerce, tourism, 
and e-banking. Online trust differs from offline 
trust because consumers interact with websites 
rather than physical storefronts (Etizioni, 2017). 
Trust inducing factors, also referred to as “trust 
antecedents,” are connected to various elements of 
online organisation-user interactions, with certain 
elements being more easily controlled by organi-
sations to induce trust relationships. Kim (2016) 
identifies three primary categories of antecedents 
including individual difference antecedents, web-
site-related antecedents, and consumer-to-website 
interaction-related antecedents. In the remainder 
of this section, we will engage in a detailed dis-
cussion of these three antecedent types and their 
impact on the development of consumer trust.



2.1	 Individual Difference 

Antecedents

Individual difference antecedents refer to 
trust-inducing factors that are directly de-
pendent on the individual characteristics of 
people such as socio-demographics and per-
sonality. While this category of antecedents 
has a significant impact on the development 
of trust in online environments, organisations 
have a very limited capacity for manipulating 
antecedents in this category.

Research has found that socio-demographics 
such as gender, age, and education influence 
the development of consumer trust. Younger 
and more highly educated people have been 
found to have higher levels of trust in online 
websites, a finding that may be due to their 
increased understanding of privacy and sec-
urity issues when compared to older and less 
educated individuals (Kim, 2016; Riquelme 
& Román, 2014). Studies have found contra-
dictory findings on the effects of gender on 
trust, with one study discovering that males 
have higher trust in online retailers (Riquelme 
& Román, 2014) and another finding females 
to place more trust in online health websites 
(Kim, 2016). This contradictory evidence may 
suggest that gendered effects are context-de-
pendent and will therefore vary depending on 
the type of service offered.

Personality traits such as agreeableness, 
extraversion, and propensity to trust have 
also been found to have an impact on levels 
of user trust. Privacy and security have been 
found to be stronger antecedents of trust for 

individuals low in extraversion (i.e., talkative, 
sociable, etc.) (Riquele & Román, 2014). In a 
review of the literature on trust antecedents, 
Kim (2016) found that individuals with higher 
levels of agreeableness (i.e., “having positive 
beliefs toward other parties and appreciating 
their values and convictions”) are more like-
ly to be trusting and aware of potential risks 
(p.363). Propensity to trust (i.e., “general inclin-
ation to display faith in humanity and to take a 
trusting stance toward others”) was also found 
to have a significant effect on increasing user 
trust (Chang & Fang, 2013). While antecedents 
in this category cannot be directly controlled 
by organisations, companies can consider the 
socio-demographics and personalities of their 
customer base and cater their services to their 
individual needs. 

2.2	 Website Related Ante-

cedents

        	 Website-related antecedents encom-
pass trust-inducing factors flowing from the 
design and functioning of a website. Web-
based factors are crucial for trust develop-
ment, as they are under “direct organisational 
control” (Anaya-Sánchez et al., 2019) and can 
therefore be easily manipulated by organisa-
tions to increase trust levels. Website-related 
antecedents can be further divided into two 
sub-categories which are defined below: func-
tional features and relational features. 

2.2.1	         	 Functional Features 

Functional features can be defined as “the 
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technical dimensions [of a website] such as 
visual design, security and privacy, ease of 
use” and information quality (Kaabachi et al., 
2019, p. 504). 

The visual aesthetics of a website, including 
the use of colours, font styles, and pictures, 
have been found to play an important role in 
the development of online trust and these 
features are widely acknowledged as being 
the online equivalent to the physical appear-
ance of business facilities (Gregori et al., 2014; 
Beldad, de Jong, and Steehouder 2010; Kou-
faris and Hampton-Sousa 2004; Etizioni 2017). 
Research suggests that websites with a “clean, 
non-cluttered design” are more trustworthy 
(Bauman, 2014, p.374; see also Qualati et al., 
2021), create a friendly virtual environment, 
and are believed to be more credible (Gregori 
et al., 2014), competent (López Miguens et al., 
2014), and likely to follow through on commit-
ments to their customers (Berraies et al., 2015; 
Gregori et al., 2014).  

Ease of use has been identified as a key quality 
for establishing consumer trust in a website 
(Etzioni, 2019). Websites that are user-friendly 
(Shah et al., 2022), accessible (Bauman, 2014), 
have a clear structure (Berraies et al., 2015; 
Gregori et al., 2015), an easily located search 
box (Bauman, 2014; Berraies et al., 2015), and 
are overall easy to navigate, are more likely 
to be viewed as competent (López-Miguens et 
al., 2014) and credible (Berraies et al., 2015), 
and are likely to be trusted and continued to 
be used by people (Kim, 2016; see also Yeh & 
Li, 2014). Websites with complicated naviga-
tion were found to raise concerns about legit-
imacy (Gregori et al., 2014).  

Information quality is crucial for the develop-
ment of people’s trust in a website. Previous 
research has found that people trust web-
sites that provide useful, relevant, and com-
plete information that is up to date, accurate, 
and easy to understand (see Amin et al., 2021; 
Anaya-Sánchez et al., 2019; Berraies et al., 
2015; Chang & Fang, 2013; Kaabachi et al., 2019; 
Kim, 2016). The credibility of website sources 
is also an important determinant of informa-
tion quality (Anaya-Sánchez et al., 2019).

Security and privacy are one of the most fre-
quently cited antecedents of online individ-
uals’ trust (Riquelme & Román, 2014). While 
many definitions exist, privacy is generally 
concerned with the protection of personal 
and confidential information, while security 
refers to protective mechanisms employed 
by a website to safeguard people from fraud 
(Berraies et al., 2015; López Miguens et al., 
2014; Riquelme & Román, 2014). Websites that 
employ structural security assurances such 
as encryption, protection, verification (e.g., 
certificates or seals such as TRUSTe), and au-
thentication (e.g., digital signatures or elec-
tronic IDs) mechanisms (see Gregori et al., 
2014; Lopéz Miguens et al., 2014; Riquelme & 
Román, 2014; Sánchez-Torres et al., 2016) are 
more likely to gain individuals trust and con-
fidence due to assumptions of “guaranteed 
security” (Sánchez-Torres et al., 2016). Struc-
tural privacy assurances (e.g., accessible pri-
vacy policies) (Lopéz Miguens et al., 2014) have 
also been shown to reduce perceptions of risk 
(Riquelme & Román, 2014) and increase confi-
dence and institution-based trust (Gregori et 
al., 2014; Sánchez-Torres et al., 2016). However, 
it is important to note that structural assur-
ances do have limitations and may not always 



be successful due to their reliance on individ-
ual knowledge and subjective interpretation 
(Gregori et al., 2014).

2.2.2	 Relational Features 

Relational features can be understood as the 
“interactive and social aspects of website[s] 
such as personalization, quality support, virtu-
al community and social presence” (Kaabachi 
et al., 2019, p. 504). Social presence is defined 
as “a website’s ability to convey a sense of 
human warmth and sociability” (Amin et al., 
2021, p.846) and is often achieved through 
interactive website features. Interactivity and 
social presence have been identified in litera-
ture as crucial trust antecedents for web-only 
organisations (e.g., online banks) that lack the 
direct human interaction available to brick-
and-mortar organisations (Kaabachi et al., 
2019). Interactive tools such as virtual advisors, 
video conferencing, online chat, and customer 
review sections, build individuals’ confidence 
and foster a secure and supportive environ-
ment that increases user trust (Kaabachi et 
al., 2019; see also Bauman, 2014). In addition, 
a strong social media presence increases the 
capacity of banks and other organisations to 
cultivate relationships with people, creates a 
sense of community, and even gathers infor-
mation from individuals to improve customer 
service experiences (Kaabachi et al., 2019; see 
also Ye et al., 2020). This also helps improve 
people’s knowledge-based trust in a business. 
Individuals’ understanding of an organisation’s 
structure, composition, and background know-
ledge of a website can be an important factor 
in establishing trust (Gregori et al., 2014). Some 
literature also points to personalization as an 

important interactive feature. Personalization 
strategies provide people with advice that is 
tailored to their specific needs, such as per-
sonalized financial solutions for banking con-
sumers; such strategies allow banks to demon-
strate their reliability and increase consumer 
trust (Kaabahci et al., 2019).

2.3	 Consumer-to-Website 

Interaction-Related Ante-

cedents

Consumer-to-website interaction-related 
antecedents refer to those that require an 
interaction between individuals’ perceived ex-
periences and the organisation’s website fea-
tures and as such, are not exclusively control-
lable by the organisation (as was the case with 
website-related antecedents). This category of 
antecedents may include prior experience of 
individuals, perceived reputation, perceived 
risk, familiarity with the organisation, per-
ceived reliability, and perceived service quality.

Levels of online expertise have been found to 
influence individuals’ trust in vendor websites. 
Some research has found people with prior In-
ternet experience to have lower perceptions of 
risk and view websites more favourably (Kim, 
2016) and with higher credibility (Chang & Fang, 
2013). However, the level of prior experience is 
also important, with novice and intermediate 
individuals having higher levels of trust and 
highly experienced individuals having low lev-
els of trust due to previous exposure to in-
accurate information (Kim, 2016) and an ability 
to recognize website limitations and informa-
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tion credibility (Chang & Fang, 2013).

People’s trust in an offline organisation posi-
tively influences their perceptions of the same 
organisation’s online transactions (Lee et al., 
2007; Hahn and Kim, 2009; Verhagen and van 
Dolen, 2009). It has been clearly established 
that the positive effects of an organisation’s 
perceived reputation on user trust. Perceived 
reputation can be understood as the perceived 
degree of website popularity and credibility 
that is determined by the website’s “visibil-
ity, distinctiveness, authenticity, transparency, 
and consistency” (Akroush & Al-Debei, 2015, 
p.1357). A strong website or brand reputation 
is indicative of organisational integrity, com-
petence (Gregori et al., 2014), quality (Chang 
& Fang, 2013), low risk (Chang & Fang, 2013; 
Qualati et al., 2021), and trustworthiness (Kim, 
2016; Yeh & Li, 2014). Gregori et al. (2014) found 
search engine results to be an important indi-
cator of reputation, with high-ranking organi-
sations (i.e., top three to five search engine 
results) being viewed as more trustworthy by 
individuals. Trust could also be transferred 
from in-person to online shopping. Fernan-
dez-Sabiote and Roman (2012) showed that 
the offline service channel positively impacts 
peoples’ channel evaluations and positively 
affects online service value. For organisations 
that operate both online and offline, online 
trust can also be established and grown from 
people’s interactions with brick-and-mortar 
stores (Beldad et al., 2010, pp. 866-867).

Previous research has found high perceived 
risks to negatively impact individuals’ trust 
(Kim, 2016; Qualati et al., 2021). This is a critic-
al finding for online-only organisations which 

present higher risks to people due to fewer 
direct individual-organisation interactions 
(Akroush & Al-Debei, 2015). People often ex-
press “uncertainty regarding security, loss of 
money and time, and social concerns” (Qual-
ati et al., 2015), as well as the protection of 
personal information. Such concerns can be 
reduced through security and privacy assur-
ances and strong brand or website reputa-
tions. Trust is also enhanced when the ad-
vantages of using an online organisation (e.g., 
convenience) outweigh the associated dis-
advantages of its use (e.g., risks) (Akroush & 
Al-Debei, 2015).

A smaller body of literature points to the im-
portance of service quality in the develop-
ment of online individual trust. Perceived 
service quality refers to “perceptions about 
responsiveness, empathy, and assurance” 
(Agag and El-Mastry in Qualati et al., 2021, p.3) 
and can be demonstrated by online organi-
sations through interactions with individuals 
after sales, policies for product returns, and 
deliveries (Shah et al., 2022). High service 
quality demonstrates care and develops a 
strong relationship with individuals which 
builds trust (Shah et al., 2022). Research also 
underscores service quality as a crucial factor 
for preventing a loss of trust following ser-
vice failures or restoring people’s trust after 
a negative service experience (Ye et al., 2020).
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Challenges of Establishing 

Trust in E-Commerce

In the previous section, we discussed the various 
factors and dynamics that impact the establish-
ment of trust. We will now turn to a critical discus-
sion of the challenges associated with establishing 
trust in e-commerce. 

2.4	 The Privacy-Trust Balance

One of the paradoxes or areas of tension of the 
digital age, and in extension e-commerce, concerns 
how individuals freely disclose information on the 
web while also worrying about how such informa-
tion is used to market or advertise goods to them 
(Wright et al., 2009). These conflicting actions make 
it challenging for organisations to construct bal-
anced rules and ensure the right trade-off between 
privacy and trust in e-commerce. Responsible 
digital commerce practices should only require the 
disclosure of relevant personal information and 
such information should not be used in an unfair 
or predatory manner. Given that information is 
often disclosed online for commercial transactions, 
robust privacy standards, including data transpar-
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ency and communication with data subjects, 
are key to building trust (Wright et al., 2009; 
Hillman & Neustaedter, 2017, p.18).

2.5	 Identity Verification

Identity verification is one of the key prob-
lems confronting trust-building in e-commerce 
(Etzioni, 2019). When conducting transactions 
online, individuals cannot assess an organisa-
tion’s identity as readily as they can in offline 
transactions (Hillman & Neustaedter, 2017). To 
combat this issue, organisations have begun 
adopting certification seals and deploy review 
systems wherein individuals can offer public 
comments regarding purchases for increased 
transparency (Boulianne & Cho, 2009). Such re-
view systems and trust seals have been linked 
to increased revenue for vendors (Etzioni, 2019). 

2.6	 Increased Financial Risk

Increased financial risk is another factor that 
works against building trust in digital trans-
actions (e.g., see Berraies et al., 2015). In a study 
conducted by Hillman and & Neustaedter (2017, 
p.14), it was established that individuals’ trust 
during mobile transactions was most frequent-
ly negatively impacted by increased prices of 
the goods and services. These higher prices 
could be viewed as increased financial risks 
which raises individuals’ hesitancy to complete 
purchases. This does not mean other factors 
do not come to play or impact trust, but indi-
viduals are more reluctant to trust while trans-
acting digitally if the financial risks are high. In 
contrast to this position is that individuals who 

are high-income earners are generally less 
bothered about trust in the cyber world (Kim & 
Koo, 2016). The takeaway from this research is 
that the prices of commodities or services can 
also hinder the establishment of trust in the 
e-commerce world.
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3	 Vulnerable Populations 
and the Abuse of Trust in 
E-Commerce 

Online fraudsters may look for particular character-
istics to determine who to target - namely, visibil-
ity and accessibility (Van Wilsem, 2019). Virtual en-
vironments have provided attackers with new tools 
and opportunities to commit fraud and identify ap-
propriate targets. Physical barriers to committing 
crimes have been replaced by virtual ones, thereby 
changing how we should assess threats and define 
vulnerabilities.

Individuals’ trust is abused and manipulated by 
cybercriminals looking to make a profit. Trust is a 

A Girl Learning to be Safe in a Digital World
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central element to many of the frauds perpe-
trated online, such as taking advantage of in-
dividuals’ trust in institutions and pretending 
to be the Canada Revenue Agency to get ac-
cess to banking details. 

3.1	 At Risk Demographic 

Groups

Certain groups of consumers are more vul-
nerable to becoming victims of cyber-en-
abled crime. Studies have shown that while 
race, gender, and location (such as urban and 
rural) do not have statistically significant im-
pacts on computer crime victimization overall, 
age does (van Wilselm, 2013). Young individ-
uals (i.e., 35 and under) are more likely to be-
come victims of cybercrime than individuals 
over the age of 55, who have a very low risk of 
being victims of web service consumer fraud 
(van Wilselm, 2013; van de Weijer and Leuk-
feldt, 2019; Akdemir et al., 2020). However, this 
difference can be mainly attributed to online 
behaviours (Choi et al., 2016), since younger 
individuals tend to purchase more online, and 
are on the web more frequently. They may 
also engage in riskier online activities such 
as browsing risky websites, downloading from 
peer-to-peer services, and more. Digital na-
tives, having grown up with technology firmly 
integrated into every aspect of their lives, may 
overlook the inherent risks of sharing person-
al and sensitive information online. Although 
younger computer users are often described 
as knowledgeable in using devices and online 
platforms, their lack of comprehension of the 
importance of developing and maintaining 
proper cyber habits may lead to a dispropor-

tionate increase in threats when visiting web-
sites. 

In addition to age considerations, Plosker and 
Srivastava (2021) have highlighted the stark 
digital divide facing rural populations and In-
digenous populations, who are often under-
equipped and lack the technological skills to 
securely interact in online environments. As 
the transition to online business is growing, 
organisations need to consider the range in 
individuals’ expertise, which can be accounted 
for through cooperation between regulators, 
governments, and industries (Georges et al., 
2015). 

3.2	 Online Behaviours and 

Risk

According to Felson and Clarke (1998, in Van 
Wilsem, 2019, p. 170), the general suitability 
of a crime target is determined by visibility 
and accessibility.  This provides an explan-
ation as to why higher-educated individuals 
and high-income households are more vul-
nerable to fraud victimization (Van Wilselm, 
2013), and why individuals who are online 
more frequently are more likely to become 
targets of other cyber threats. Certain activ-
ities carry different risk factors as well: buying 
goods or services online enhances the risk 
of cybercrime victimization or e-commerce 
fraud while engaging in online activities such 
as peer-to-peer sharing, watching free adult 
content and free streaming is linked with 
higher malware infection and cyber threats 
(Akdemir and Lawless, 2020).



Opportunity is a root cause of victimization 
– greater online exposure to motivated cyber 
criminals corresponds with increased risks for 
online victimization (Reyns, 2015). People may 
expose themselves to cyber criminals sim-
ply by being more present online. However, 
this threat can be mitigated by the practice 
of good cyber hygiene and awareness to pro-
tect one’s security while using the web (Reyns, 
2015), as long as one does not get lulled into a 
false sense of security (Akdemir and Lawless, 
2020). Avoiding risky online behaviours is cru-
cial (Reyns, 2015, p.408; Van Wilsem, 2013).

Those who perceive a higher risk to them-
selves may do more to protect their activities 
online (Reisig et al., 2009). Accordingly, edu-
cation programs are vital to helping people 
establish better cyber hygiene and remain 
aware of existing risks. Implementing efficient 
cybersecurity awareness, training, and educa-
tional programs is critical to increasing indi-
viduals’ sense of risk and critical engagement 
online.
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4	 Difficulties in Address-
ing Fraudulent Websites 
Through Regulation 

The following sections discuss potential solutions 
and best practices for governments and organisa-
tions to consider when seeking to reduce fraud and 
strengthen individuals’ trust online.

Criminal activities can sometimes be managed 
via regulation, however robust strategies includ-
ing civilian engagement and cultural change are 
often required. In this case, addressing the issues 
posed by fraudulent websites through regulations 
will likely prove difficult due to jurisdictional reach, 
technical constraints, and the high cost of using 
various dispute resolution mechanisms. For Can-
adian regulators, lessons in legislative attempts to 
govern domain name disputes can be drawn from 
jurisdictions with similar legal systems and val-
ues, including international bodies and the United 
States.



4.1	 Case Studies from Other 

Jurisdictions

Internationally, the Internet Corporation for 
Assigned Names and Numbers (ICANN) has 
established a Uniform Domain Name Dispute 
Resolution Policy to govern disputes regard-
ing the registration of domain names related 
to top-level domains (e.g. .com, .net, .org, etc.) 
(ICANN, 1999). While this process has resulted 
in successful outcomes for large corporate 
entities, it has its pitfalls. Filing a complaint 
requires a minimum $1,500 USD filing fee, 
plus all of the legal fees incurred during the 
dispute process. Additionally, the tribunal’s 
rulings are non-binding, and the tribunal is 
not required to use a specific set of nation-
al laws, resulting in inconsistent decisions 
(Plotkin, 2015). Finally, due to the proliferation 
of new generic top-level domains (known as 
gTLDs), fraudulent registrants can register any 
of a seemly endless array of other domain 
names (e.g. .biz, .info, .computer, etc. ) which 
often exist beyond the jurisdictional reach 
of ICANN. Currently, the United States (US) is 
the only country to have attempted to regu-
late fraudulent domain names via national 
legislation and introduced its Anticybersquat-
ting Consumer Protection Act (ACPA) (Plotkin, 
2015). While the ACPA has enjoyed some suc-
cess in protecting trademark holders’ rights, 
like ICANN, it cannot protect nor regulate all 
fraudulent domain registrations due to its 
limited reach (Plotkin, 2015).

4.2	 Regulation in the Can-

adian Context

Websites using top-level domain names (such 
as .ca, .com, .org) can be registered from any-
where in the world and accessed by individ-
uals globally. Canadian legislators can take 
steps to formally regulate domains registered 
in Canada, i.e. using the .ca domain name, 
through existing trademark legislation. In-
deed, the Canadian Internet Registration 
Authority’s (CIRA) Dispute Resolution Panel 
(2017) has recently affirmed that cybersquat-
ting or bad faith registrations of .ca domain 
names will not be upheld against legitimate 
trademark owners. Similarly, the British Col-
umbia International Commercial Arbitration 
Centre (2017) ordered the return of whatsapp.
ca to the registered trademark holder from an 
unaffiliated third party who was found to have 
registered the domain in bad faith.  

While opportunities exist to formally codi-
fy these trademark protection standards via 
amendments to the Trademarks Act, enfor-
cing Canadian legal standards upon entities 
that are not registered nor are incorporated 
in Canada comes with additional challenges. 
Firstly, it will be difficult to impose penalties 
on an entity not registered or operating within 
Canada. Moreover, the high costs of commen-
cing arbitration or litigation proceedings will 
pose a barrier for many small and medium 
businesses with limited resources seeking 
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to defend their trademark rights. Finally, the 
process to obtain a .ca domain name is gen-
erally simple, providing ample opportunity 
for fraudulent registrations and disputes. A 
registrant typically has to pay a nominal fee 
and demonstrate that they have a Canadian 
“presence,” primarily by providing proof of 
citizenship, permanent residency, or incor-
poration in Canada. Accordingly, legislative 
solutions alone to regulate fraudulent web-
sites may prove difficult to achieve their de-
sired outcomes.

“legislative solutions 
alone to regulate 
fraudulent websites 
may prove difficult to 
achieve their desired 
outcomes.
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5	 Previous Educational 
Campaigns & Best Prac-
tices

Most organisations maintain an online presence 
by using websites as a point of entry to reach as 
wide of an audience as possible. While people ac-
cess resources on a webpage for information, to 
purchase commodities, or to share experiences, 
browsing safely has become a significant issue for 
both individuals and organisations. In this context, 
governments, businesses, and individuals must 
possess an awareness of cybersecurity principles 
that were previously delegated to specialists and 
IT professionals. Accordingly, countries have begun 
funding and supporting various campaigns target-
ed at educating, informing and raising awareness 

A Classroom Learning to be Safe Online
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with the aim of mitigating cyber attacks and 
online fraud. 

5.1	 Overview of Previous 

Educational Campaigns

Our review of cybersecurity campaigns from 
around the world revealed marked similarities 
in practices between initiatives, particularly 
in terms of targeted audiences, cooperation 
between the public and private sectors, and 
the importance of interacting with individuals 
through online platforms and public events. 

Since the mid-2000s, most governments have 
directed resources towards developing a wide 
range of informational campaigns to raise 
cybersecurity awareness. Examples include 
the United Kingdom’s National Cyber Strategy 
(2022), Canada’s Get Cyber Safe (2021), the Na-
tional Cyber Security Masterplan 2018 (2014) 
from Singapore, and Africa’s Internet Safe-
ty Campaign that recently began deploying 
additional initiatives in parallel. Many govern-
ments, including those of Canada, France and 
the US, have declared October to be cyberse-
curity awareness month, and each year select 
a thematic topic to focus their messaging. In 
the UK, the government runs a program called 
“Get Safe Online” to disseminate easy-to-
understand information on online safety. The 
initiative offers the public multiple free secur-
ity tools such as a website authenticator and 
subscription to a neighbourhood alert for re-
cent fraud.  Moreover, many nations including 
the US and the UK have begun targeting youth 
populations by deploying special cybersecurity 
curricula and activities in schools.

Unfortunately, tracking changes in a popula-
tion’s cyber hygiene after exposure to infor-
mational campaigns remains a challenge since 
it cannot be easily measured by economic or 
financial metrics. Moreover, little research has 
been conducted into quantifying the short or 
long-term effects of cyber awareness cam-
paigns and prevention campaigns worldwide.

We observed several constant trends in 
a few key aspects when delivering education, 
awareness, and prevention campaigns. For 
governments, simultaneously targeting diverse 
segments of society like CISA’s Cybersecurity 
Awareness Program (e.g., students, educators, 
small businesses, etc.), the RCMP’s National 
Cybercrime Coordination Unit (law enforce-
ment bodies and government private partners) 
and educating the public from an early age ap-
pears to be beneficial, in addition to encour-
aging people to actively participate in cyberse-
curity through interactive events (Lemos, 2016). 
These events, including competitions through 
simulations (e.g., the Collegiate Cyber Defense 
Competition in the United States), gamified 
content (Giannakas et al., 2019), and commun-
ity-based forums show promise as methods for 
improving people’s knowledge of online safety.

5.2	 Lessons Learned from 

Previous Campaigns & Prac-

tices

Generally, measurements of the success of a 
cybersecurity campaign have been limited. The 
results obtained demonstrated the number of 
individuals contacted, without an indication 



of the amount of information absorbed (Ber-
trand et al., 2006). Measuring the success of 
awareness campaigns more comprehensively 
will likely continue to be difficult because the 
outcome is difficult to measure and requires 
long periods of observation (Bada et al., 2015). 

 In terms of content, previous campaign strat-
egies have often problematically focused on 
the use of fear of consequences (Arthur & 
Quester, 2004). Leveraging fear requires care-
fully segmenting the population concerned, 
since it may only stimulate people’s inten-
tions to eliminate a perceived threat or emo-
tional discomfort without considering pos-
sible adverse outcomes instead of developing 
and maintaining safer cyber hygiene such as 
performing device updates, encrypting private 
data and using protection softwares.  Other 
campaigns were found to be too information 
dense and lacked the engaging qualities ne-
cessary for knowledge retention (Bada et al., 
2015). Moreover, oftentimes such campaigns 
failed to identify distinct targets with the ef-
fect that people were not able to interpret if 
the information presented related to them 
(van Steen et al., 2020). 

Aspects of how information is presented have 
been shown to decrease people’s awareness 
when interacting online. Security fatigue 
(Stanton et al., 2016) or warning fatigue occurs 
when individuals are overexposed to repeat-
ed visual messages (Akhawe et al., 2013).  This 
fatigue has been shown to limit the effective-
ness of previous cyber awareness campaigns 
(Coutu, 2019). Moreover, when individuals 
undervalue visual cues indicating possible 
security threats such as Secure Sockets Layer 

(SSL) certificates, phishing icons, or malware 
alerts, such behaviour increases opportun-
ities for attackers. These real-time security 
alerts presume prior knowledge of the risk 
associated with selecting a dangerous option 
and often do not prevent people from access-
ing the resource (Coutu, 2019). 

Community-based platforms from private and 
government initiatives (e.g., ScamDoc.com, 
scamwatch.gov.au, fraude-alerte.ca) stimu-
late cybersecurity education, awareness, and 
cybercrime reporting. Through competition, 
challenges, or sharing of experiences, these 
websites attract groups based on similar 
focus, interest, and other relevancies. Addi-
tionally, such collaborative platforms allow 
moderators to monitor information relevance, 
promote participation, assess the efficiency 
of a campaign through metrics, and contrib-
ute to human-like interaction that reinforces 
learning and promotes sharing.

5.3	 Designing Awareness 

Campaigns and Leveraging 

Psychological Tools 

Providing individuals with cybersecurity in-
formation and best practices alone will not 
guarantee secure behaviour (Carpenter, 2019). 
While awareness campaigns can be effect-
ive, and indeed even transformational, policy 
makers must connect security messaging to 
“topics, situations, and outcomes” that the 
audience will find relevant and meaningful, 
often through emotion and story (Carpenter, 
2019). Informational videos, simulation events, 
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games, and learning modules deployed via 
micro-learning (i.e., short content delivered 
on a frequent basis) can be useful tools to de-
liver awareness messaging (Carpenter, 2019). 
Moreover, in partnership with educational 
campaigns, targeted psychological tools can 
be instrumental in promoting best practices 
and safe behaviour in online settings. 

One of the most widely deployed psycho-
logical online instruments is nudges. Nudge 
theory seeks to structure choice architec-
ture so as to influence or alter individual 
choices to induce predictable behaviour 
(Thaler & Sunstein, 2008). In the domain of 
human-centred cybersecurity, digital nudges 
have proven to be effective when deployed 
correctly, however, their use raises issues of 
liberal paternalism and control (Zimmerman 
& Renaud, 2020). Nudges exert influence by 

activating individuals’ automatic cognitive 
processes, to encourage them to act in a par-
ticular way. Responsible nudge implementa-
tion seeks to ensure individuals’ freedom of 
choice so not as to exert undue control and 
influence over the decision makers. Moreover, 
to produce effective results when deploying 
nudges, close attention must be paid to the 
“decision context, the nudge design, and 
their interaction” with their audience (Zim-
merman & Renaud, 2020, p.2). An example 
of a commonly used digital nudge is pass-
word assessments - when a person creates 
a new password often a message appears 
rating the security strength of the password 
with “strong”, “good”, “too short”, or “weak”, to 
prompt the person to consider the complex-
ity of their choice. 

“policy makers must 
connect security 
messaging to “topics, 
situations, and 
outcomes” that the 
audience will find 
relevant and meaningful”
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The previous sections of this report discussed the 
factors affecting trust in virtual relationships and 
previous campaigns and strategies that have been 
deployed to increase online security. The follow-
ing section details various recommendations that 
can be harnessed by organisations to build trust 
between individuals and strategies to increase our 
population’s understanding of security standards.

6.1	 Leveraging Trust Ante-

cedents

	 Trust antecedents can be leveraged by or-
ganisations to establish the three key dimensions 
of trust: competence, integrity, and benevolence 
(López Miguens et al., 2014). Competence can be 
demonstrated by organisations to individuals 
through website experience design, such as by in-
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cluding a clean and professional visual design 
and an easily navigable interface. This can be 
built upon through functional features that 
ensure the provision of accurate, credible, and 
up-to-date information. Relational website fea-
tures, such as interactivity and personalization 
strategies, are also beneficial in demonstrating 
organisational integrity to people. Finally, or-
ganisations must demonstrate benevolence by 
prioritizing people’s interests over their own. 
Organisations can begin to demonstrate this 
by cultivating relationships with individuals 
through interactive website features (e.g., vir-
tual chat), a strong online social presence, and 
high service quality.

Organisational security posture and responses 
to security and privacy breaches are also key 
in establishing virtual trust (López Miguens 
et al., 2014). Organisations can inform people 
of security and privacy protections through 
structural assurances (i.e., functional website 
features) such as browser encryption sym-
bols and verification seals (i.e., CyberSecure 
Canada), as well as publicly accessible privacy 
policies. Riquelme and Román (2014) also rec-
ommend that organisations expand their edu-
cational campaigns and promotional materials 
to explain their privacy and security policies 
in a way that can be easily understood by all 
individuals regardless of their experience or 
education level. Organisations can also con-
sider individual difference antecedents, such 
as socio-demographics and personality traits, 
when creating online content and tailor it to 
individual needs. 

6.2	 Technical Solutions 

From innovative web application technologies 
will appear new and undiscovered security 
implications. Ensuring a harmonious imple-
mentation of technology in online activities 
is now a matter of cooperation between or-
ganisations and governments regardless of 
industry and size. Moreover, people increas-
ingly play an essential role in shaping website 
content and contributions. Since trust is mani-
fested in cooperation between the display of 
information perceived by individuals and their 
previous experiences, the continuum of this 
relation also lies in how a website is created, 
published, and maintained by content creators 
and third-party businesses involved.

6.2.1  3rd Party Security Certifica-

tions

To overcome issues of trust, the concept of 
transference via a 3rd party seal seeks to pro-
mote people’s confidence in an unfamiliar 
website through a known 3rd party. Strategic 
awareness campaigns can increase individ-
uals’ privacy empowerment and inspire trust 
when a third-party seal is displayed (Kim & 
Kim, 2010). In Canada, Innovation, Science and 
Economic Development’s certification body al-
lows accredited businesses to display various 
certification marks easily added to a webpage. 
However, the effectiveness of such a program 
requires increased public awareness of its pur-
pose. 

One of the potential issues that arise with this 
strategy is that electronic verification symbols 



can often be used to promote fraud. In the 
past, such symbols have been easily cop-
ied and used unlawfully (van der Toorn et 
al., 2022).  A possible solution for this issue 
is to publicly allow list verified Uniform Re-
source Locators (URL) for legitimate busi-
nesses via a government website or trusted 
organisation. Accordingly, individuals would 
be able to cross-reference the URL of the 
vendor from whom they are seeking to make 
a purchase, with an updated list provided by 
federal or provincial authorities. Moreover, 
nudging techniques could be deployed by the 
payment processor to invite people to cross 
reference the website with the government’s 
list. The European Union has implemented a 
similar system for due diligence regulations 
and maintains an online central register for 
company registrations.

To implement this solution, companies seek-
ing to incorporate at the federal level in Can-
ada (or in provincial jurisdictions) could be 
required to provide their URLs to the Canadian 
or provincial governments to be included on 
the central list. Legitimate online sellers who 
are not incorporated in Canada could also 
have the option to be included in the web-
site list via an additional verification process. 
Although the implementation and mainten-
ance of this initiative will raise organisations’ 
administrative workload and government ex-
penditure, individuals and organisations will 
likely welcome such transparency resulting in 
improved trust in websites. 

6.2.2  Cyber Threats Monitoring 

and Collaboration

While most organisations in Canada are 
strongly advised to develop and maintain se-
cure websites, increased cooperation between 
government and private entities can bolster 
online security (Oriola et al., 2021). Sharing 
new findings on website vulnerabilities and 
mitigation techniques between organisations 
and governments allows all parties to stay up 
to date with new developments and keep up 
with evolving technologies, similar to the Open 
Web Application Security Project Foundation 
(OWASP) international contribution. Given 
smaller organisations’ limited resources and 
potential lack of cybersecurity expertise, such 
information sharing offers an affordable and 
accessible method for maintaining cyberse-
curity best practices. Cybereco is an example 
of such initiatives that seek to bring together 
security experts to facilitate information shar-
ing across multiple sectors within Canada and 
includes partners such as the National Bank 
of Canada, IBM, Fasken, and Concordia Univer-
sity. Expanding such programs and others not 
mentioned, such as the Canadian Cybersecur-
ity Threat Exchange (CCTX), to include smaller 
to medium-sized businesses can promote the 
increased dissemination and adoption of sec-
urity standards.

In addition to information sharing, collab-
oration between levels of government and 
the private sector can lead to the develop-
ment of resources for individuals, resulting 
in a more robust security ecosystem and en-
hanced trust relationships. For example, the 
Government of Quebec through its Ministère 
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de la Cybersécurité et du Numérique, is cur-
rently developing a digital identity initiative 
to increase citizen online safety when access-
ing government platforms and documents, in 
addition to non-government resources such 
as automobile insurance. Similar partnerships 
could be useful in deploying and maintaining 
the previously mentioned public ledger of veri-
fied URLs for people to use as a certification 
method. 

6.2.3  Promoting Secure Coding 

Practices

Insecure coding of websites leads to many 
cyber security incidents on both the indi-
viduals’ and organisation sides. Historically, 
website development only considered cyber-
security later in the development process. 
The integration of security into all stages of 
the development lifecycle and the training 
of developers on cybersecurity principles is 
considered to be fundamental in embedding 
security in all layers of website architecture. 
Ensuring websites’ security features are turned 
on by default instead of proposing them as an 
alternative will facilitate the creation of trust 
in websites.

6.3	 Educational Initiatives 

Educational initiatives are vital in transmitting 
information about new initiatives and emer-
ging cyber threats. Moreover, governments 
should promote community-based websites 
to disseminate information on cyber hygiene 
and cybercrime. Extra consideration should be 

taken to reach Indigenous, youth, and elderly 
populations. Such forums provide a participa-
tory experience for the individuals (Furnell et 
al., 2007) and can help combat security fatigue. 
Additionally, simulation events can also inspire 
public awareness, as evidenced in the UK and 
US, where governments have hosted contests 
between cybersecurity experts to stimulate in-
creased visibility and innovation in awareness 
training. 

As interactive activities and simulations have 
proven to be effective in educating people, we 
suggest governments and private sector or-
ganisations (such as financial institutions) in-
tegrate short anti-fraud learning modules and 
questionnaires into their services and frame 
these as benevolent and caring. For example, 
to access the Government of Ontario’s student 
loan program or OSAP, individuals must com-
plete a brief survey to demonstrate their under-
standing of financial products. Similarly, prior 
to creating a Canada Revenue Agency account 
or making a first purchase online, individuals 
could be required to engage with education-
al materials designed to test their knowledge 
of fraudulent vendor recognition and iden-
tity verification. As previously discussed, such 
techniques are most effective when deployed 
incrementally and continuously. 

Ultimately, best practices and case 
studies demonstrate that no single approach 
will be entirely effective on its own. Instead, 
deploying multiple strategies in tandem to 
combat online fraud will build user trust be-
tween legitimate organisations, and bolster 
public awareness of security threats. 
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7	 Conclusion

This report addressed the main factors of 
online virtual trust and how to foster and maintain 
it. Organisations must contribute to website trust 
using the three key dimensions leveraged by the 
concept of trust antecedents (competence, integ-
rity, benevolence). Our work illustrates the effect-
iveness of educational initiatives in establishing 
and combating ill-founded trust when deployed 
strategically and in parallel with other strategies. 
When designing awareness and educational cam-
paigns, organisations must prioritize vulnerable 
populations, particularly Indigenous, youth, and 
elderly populations. Moreover, collaboration at all 
levels of governments and organisations improves 
the quality of information sharing, the dissemin-
ation of best practices, such as secure coding, to 
provide more efficient support and information 
sharing in the cybersecurity domain, and the es-
tablishment of robust solutions. Promoting the use 
of Canadian 3rd party security certification seals in-
creases trust in conjunction with educational cam-
paigns. Finally, we strongly suggest the creation of 
a public register of legitimate organisational URLs 
as part of the incorporation process to provide a 
trustworthy reference for consumers. Our report is 
a starting point for improving Canadians’ cyberse-
curity knowledge and inspiring fraud prevention 
practices. Further research is required to compre-
hensively understand how to enhance individuals’ 
skills with the evolution of website technologies. 
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“Governments and 
organisations can 
take measures to 
ensure the perceived 
trustworthiness of 
legitimate websites, 
and leverage public 
awareness campaigns 
to reduce individuals’ 
risk of falling victim 
to fraud or other 
cyber threats.” 


