
E T H I C S   •   R E S P E C T   •   F A I R N E S S   •   R E C I P R O C I T Y   •   C O L L A B O R A T I O N   •   C U L T U R E

Toolbox of research principles

in an Aboriginal context

Digital and Artificial Intelligence 
Ethics:  Reference Directory 



2024 Edition

References compiled by: 
Karine Gentelet, professor, Université du Québec en Outaouais 

Marie Zumstein, student, Université de Montréal 

Samantha Lee Hills, student, University of Ottawa 

Jordan Spears, student, University of Ottawa 

Tara Rose McDonald, student, University of Ottawa 

Suzy Basile, professor, Université du Québec en Abitibi-Témiscamingue

Nancy Gros-Louis McHugh, research sector manager, First Nations  

of Quebec and Labrador Health and Social Services Commission

Marie-Pier Bouchard, research agent, First Nations of Quebec and 

Labrador Health and Social Services Commission

Audrey Lafond, research agent, First Nations of Quebec and 

Labrador Health and Social Services Commission

Marie-Pierre Thibault, research agent, First Nations of Quebec and 

Labrador Health and Social Services Commission

Layout 
Karine Potvin, graphic designer

Reproduction by any means, translation, or distribution, even partial,  

is prohibited without prior authorization from the FNQLHSSC. However, 

reproduction or use for personal, non-commercial purposes is permitted, 

provided the source is cited as follows: 

First Nations of Quebec and Labrador Health and Social Services 

Commission. 2024. Digital and Artificial Intelligence Ethics: Reference 

Directory: working group to develop digital and artificial intelligence 

ethics guidelines for the First Nations in Quebec, 12 pages. 

 

































Réseau de recherche et de connaissances
relatives aux peuples autochtones

Aboriginal Peoples Research and Knowledge Network

https://cssspnql.com/en/produit/toolbox-of-research-principles-in-an-aboriginal-context-peer-reviewed-contributions/


D
ig

ita
l a

n
d

 A
rtific

ia
l In

te
llig

e
n

c
e

 E
th

ic
s: R

e
fe

re
n

c
e

 D
ire

c
to

ry

August 2024 

This reference directory was produced as part of the effort to develop digital and artificial intelligence ethics guidelines for the 
First Nations in Quebec. This directory, both non-exhaustive and evolving, is designed to be enriched over time. The compilation of 
these references was made possible with support from the Scotiabank Fund for AI, the AI + Society Initiative at the University of 
Ottawa, and the valuable collaboration of students under the direction of Professor Karine Gentelet from the Université du Québec 
en Outaouais (UQO & Obvia).
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Digital and Artificial Intelligence 
Ethics:  Reference Directory

General guidelines and key principles of digital technologies  
and artificial intelligence  

International – general population  

International – Indigenous peoples  

Canada – general population  

Canada – Indigenous peoples  

Policies and tools for operationalizing the respect of principles 
 

International – general population  

International – Indigenous peoples  

Canada – general population  

Canada – Indigenous peoples 
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General Guidelines and Key Principles  
of Digital and Artificial Intelligence

International – General Population

Amnesty International and Access Now. 2018. The Toronto Declaration: Protecting the Right to Equality and  
Non-Discrimination in Machine Learning Systems. https://www.torontodeclaration.org/declaration-text/english/

Council of Europe. 2018. Convention 108+: Convention for the protection of individuals with regard to the processing  
of personal data. Strasbourg: Council of Europe. https://edoc.coe.int/en/international-law/7729-convention-108-
convention-for-the-protection-of-individuals-with-regard-to-the-processing-of-personal-data.html

European Commission. 2022. Ethical Guidelines on the Use of Artificial Intelligence (AI) and Data in Teaching and 
Learning for Educators. Luxembourg: Publications Office of the European Union. https://op.europa.eu/en/publication-
detail/-/publication/d81a0d54-5348-11ed-92ed-01aa75ed71a1

National Institutes of Health. 2023. Final NIH for Data Management Sharing. Bethesda: National Institutes of Health. 
https://grants.nih.gov/grants/guide/notice-files/NOT-OD-21-013.html

Organisation for Economic Co-operation and Development. 2022. Landmark agreement adopted on safeguarding privacy 
in law enforcement and national security data access. Paris: Organisation for Economic Co-operation and Development. 
https://www.oecd.org/digital/landmark-agreement-adopted-on-safeguarding-privacy-in-law-enforcement-and-national-
security-data-access.htm

The Learning Trust. 2022. Data Collection Guidelines. https://www.thelearningtrust.org/wp-content/uploads/2022/05/
Data-Collection-Guidelines-22.pdf

The Word Bank. 2023. Data Privacy at the World Bank. Washington: The Wold Bank. https://www.worldbank.org/en/
programs/accountability/data-privacy#overview

UK Research and Innovation. 2022. Data Protection Policy. Swindon: UK Research and Innovation. https://www.ukri.org/
publications/data-protection-policy/

United Nations High Commissioner for Refugees. 2015. Policy on the Protection of Personal Data of Persons of Concern 
to UNHCR. Geneva: United Nations High Commissioner for Refugees. https://help.unhcr.org/turkiye/wp-content/uploads/
sites/11/2018/12/DataProtectionPolicy_ENG.pdf
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United Nations – Office of the Secretary-General’s Envoy on Technology. 2023. Our Common Agenda Policy Brief 5:  
A Global Digital Compact – an Open, Free and Secure Digital Future for All. New-York: United Nations. https://www.
un.org/sites/un2.un.org/files/our-common-agenda-policy-brief-gobal-digi-compact-en.pdf

United Nations Human Rights Office of the High Commissioner. 2018. A Human Rights-Based Approach to Data: Leaving 
no one Behind in the 2030 Agenda for Sustainable Development. Geneva: United Nations Human Rights Office of the High 
Commissioner. https://www.ohchr.org/sites/default/files/Documents/Issues/HRIndicators/GuidanceNoteonApproachtoData.
pdf

Wellcome. 2017. Data, software and materials management and sharing policy. London: Wellcome. https://wellcome.org/
grant-funding/guidance/data-software-materials-management-and-sharing-policy#contact-us-b4dc

World Health Organization. 2021. Ethics and Governance of Artificial Intelligence for Health: WHO Guidance Executive 
Summary. Geneva: World Health Organization. https://www.who.int/publications/i/item/9789240037403

Articles 

Arnstein, Sherry R. 2019. “A Ladder of Citizen Participation.” Journal of the American Planning Association 85, no. 1 
(March): 24-34. https://doi.org/10.1080/01944363.2018.1559388

Hao, Karen. 2021. “Artificial Intelligence. Deleting unethical data sets isn’t good enough.” MIT Technology Review 
(August): n/a-n/a. https://www.technologyreview.com/2021/08/13/1031836/ai-ethics-responsible-data-stewardship/

Books

Castets-Renard, Céline and Eynard, Jessica. 2023. Un droit de l’intelligence artificielle : entre règles sectorielles et régime 
général. Brussels: Larcier. 

International – Indigenous Peoples

Aboriginal Health and Medical Research Council of New South Wales. 2023. Aboriginal Health Ethics Guidelines: Key 
Principles V2.1. Sydney: Aboriginal Health & Medical Research Council of New South Wales. https://www.ahmrc.org.au/
wp-content/uploads/2023/10/AHMRC_Health-Ethics-guidelines-2023_01.pdf

Australian Institute of Aboriginal and Torres Strait Islander Studies. 2020. AIATSIS Code of Ethics for Aboriginal and 
Torres Strait Islander Research. Canberra: Australian Institute of Aboriginal and Torres Strait Islander Studies. https://
aiatsis.gov.au/sites/default/files/2022-02/aiatsis-code-ethics-jan22.pdf

Lewis, Jason Edward & Indigenous Protocol and Artificial Intelligence Working Group. 2020. Indigenous Protocol and 
Intelligence Artificial Intelligence Position Paper. Honolulu: Initiative for Indigenous Futures and the Canadian Institute 
for Advanced Research. https://doi.org/10.11573/spectrum.library.concordia.ca.00986506
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Maiam Nayri Wingara Indigenous Data Sovereignty Collective and the Australian Indigenous Governance Institute. 
2018. Communique – Indigenous Data Sovereignty Summit. Canberra: Maiam Nayri Wingara Indigenous Data 
Sovereignty Collective and the Australian Indigenous Governance Institute. https://static1.squarespace.com/
static/5b3043afb40b9d20411f3512/t/63ed934fe861fa061ebb9202/1676514134724/Communique-Indigenous-Data-
Sovereignty-Summit.pdf

Stats NZ. 2020. Nga Tikanga Paihere: a framework guiding ethical and culturally appropriate data use. Wellington: Stats 
NZ. https://data.govt.nz/assets/data-ethics/Nga-Tikanga/Nga-Tikanga-Paihere-Guidelines-December-2020.pdf

United Nations Human Rights Office of the High Commissioner. 2023. Mécanisme d’experts sur les droits des peuples 
autochtones. Geneva: United Nations Human Rights Office of the High Commissioner. https://www.ohchr.org/en/hrc-
subsidiaries/expert-mechanism-on-indigenous-peoples

Yoorrook Justice Commission. 2022. Indigenous data sovereignty and data governance – Information Sheet. Melbourne: 
Yoorrook Justic Commission. https://yoorrookjusticecommission.org.au/wp-content/uploads/2022/04/041922_Yoorrook_
DataSovereigntyGuidance.pdf

Articles 

Anderson, Jane and Christen, Kimberly. 2013. “‘Chuck a Copyright on it’: Dilemmas of Digital Return and the Possibilities 
for Traditional Knowledge Licenses and Labels.” Museum Anthropology Review 7, no. 1-2 (January): 105-126.
https://rex.libraries.wsu.edu/esploro/outputs/journalArticle/Chuck-a-Copyright-on-it-Dilemmas/99900669106501842

Bowen, Judy and Hinze, Annika. 2022. “Participatory Data Design: Managing Data Sovereignty in IoT Solutions.” 
Interacting with Computers 34, no. 2 (March): 60-71. https://doi.org/10.1093/iwc/iwac031

Briggs, Carolyn, Burfurd, Ingrid, Duckham, Matt, Guntarik, Olivia, Kerr, Di, McMillan, Mark and San Martin Saldias, 
Daisy. 2020. “Bridging the geospatial gap: Data about space and indigenous knowledge of place.” Geography Compass 14, 
no. 11 (August): n/a-n/a. https://doi.org/10.1111/gec3.12542

Brugge, Doug and Missaghian, Mariam. 2006. “Protecting the Navajo people through tribal regulation of research.” 
Science and Engineering Ethics 12 (September): 491-507. https://doi.org/10.1007/s11948-006-0047-2

Carroll, Stephanie Russo, Garba, Ibrahim, Plevel, Rebecca, Small-Rodriguez, Desi, Hiratsuka, Vanessa Y., Hudson, Maui 
and Garrison, Nanibaa’. 2022. “Using Indigenous Standards to Implement the Care Principes: Setting Expectations 
through Tribal Research Codes.” Frontiers in Genetics 13 (March): 1-10. https://doi.org/10.3389/fgene.2022.823309 

Carroll, Stephanie Russo, Herczog, Edit, Hudson, Maui, Russell, Keith and Stall, Shelley. 2021. “Operationalizing the 
CARE and FAIR Principles for Indigenous data futures.” Scientific Data 8, no. 108 (April): 1-6. https://doi.org/10.1038/
s41597-021-00892-0 

Carroll, Stephanie Russo, Rodriguez-Lonebear, Desi and Martinez, Andrew. 2019. “Indigenous Data Governance: 
Strategies from United States Native Nations.” Data Science Journal 18, no. 1 (July): 1-15. https://doi.org/10.5334/dsj-
2019-031 
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Carroll, Stephanie Russo, Schultz, Jennifer Lee, Briggs, Eileen, Riggs, Patricia and Palmanteer-Holder, Nancy Lynn. 
2017. “Data as a Strategic Resource: Self-determination, Governance, and the Data Challenge for Indigenous Nations 
in the United States.” International Indigenous Policy Journal 8, no. 2 (March): n/a-n/a. https://doi.org/10.18584/
iipj.2017.8.2.1 

Christen, Kimberly. 2012. “Does Information Really Want to be Free? Indigenous Knowledge Systems and the Question  
of Openness.” International Journal of Communication 6 (November): 2870-2893. https://apo.org.au/node/265091 

Cordova, Yasodara. 2018. “Indigenous Communities and Cloud-Based Nations.” SSRN (October): n/a-n/a. http://dx.doi.
org/10.2139/ssrn.3247287 

D’Angelo, Carla. S., Hermes, Azure, McMaster, Christopher R., Prichep, Elissa, Richer, Étienne, van der Westhuizen, 
François H., Repetto, Gabriela M., Mengchun, Gong, Malherbe, Helen, Reichardt, Juergen K. V., Arbour, Laura, Hudson, 
Maui, du Plessis, Kelly, Haendel, Melissa, Wilcox, Phillip, Lynch, Sally Ann, Rind, Shamir, Easteal, Simon, Estivill, Xavier, 
Thomas, Yarlalu and Baynam, Gareth. 2020. “Barriers and Considerations for Diagnosing Rare Diseases in Indigenous 
Populations.” Frontiers in Pediatrics 8 (December): n/a-n/a. https://doi.org/10.3389/fped.2020.579924 

Duarte, Marisa Elena, Vigil-Hayes, Morgan, Littletree, Sandra and Belarde-Lewis, Miranda. 2020. “‘Of Course, Data 
Can Never Fully Represent Reality’: Assessing the Relationship between ‘Indigenous Data’ and ‘Indigenous Knowledge’, 
‘Traditional Ecological Knowledge’, and ‘Traditional Knowledge’.” Human Biology 91, no. 3 (summer issue): 163-178. 
https://doi.org/10.13110/humanbiology.91.3.03

Lewis, Jason Edward, Arista, Noelani, Pechawis, Archer and Kite, Suzanne. 2018. “Making Kin with the Machines.” 
Journal of Design and Science (July): n/a-n/a. https://doi.org/10.21428/bfafd97b 

Marley, Tennille L. 2018. “Indigenous Data Sovereignty: University Institutional Review Board Policies and Guidelines and 
Research with American Indian Alaska Native Communities.” American Behavioral Scientist 63, no. 6 (September):  
722-742. https://doi.org/10.1177/0002764218799130 

Oguamanam, Chidi. 2022. “Indigenous Data Sovereignty: Retooling Indigenous Resurgence for Development.” SSRN 
(March): n/a-n/a. https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3997388 

Tsosie, Krystal S., Yracheta, Joseph M., Kolopenuk, Jessica and Geary, Janis. 2021. “We Have ‘Gifted’ Enough: Indigenous 
Genomic Data Sovereignty in Precision Medicine.” The American Journal of Bioethics 21, no. 4 (April): 72-75. https://doi.
org/10.1080/15265161.2021.1891347 

Tsosie, Krystal S., Yracheta, Joseph M., Kolopenuk, Jessica and Smith, Rick W. A. 2020. “Indigenous data sovereignties 
and data sharing in biological anthropology.” American Journal of Physical Anthropology 174, no. 2 (November):  
183-186. https://doi.org/10.1002/ajpa.24184 

Walter, Maggie, Lovett, Raymond, Maher, Bobby, Williamson, Bhiamie, Prehn, Jacob, Bodkin-Andrews, Gawaian and Lee, 
Vanessa. 2020. “Indigenous Data Sovereignty in the Era of Big Data and Open Data.” Australian Journal of Social Issues 
56, no. 2 (October): 143-156. https://doi.org/10.1002/ajs4.141

https://doi.org/10.18584/iipj.2017.8.2.1
https://doi.org/10.18584/iipj.2017.8.2.1
https://doi.org/10.18584/iipj.2017.8.2.1
https://doi.org/10.18584/iipj.2017.8.2.1
https://apo.org.au/node/265091
https://apo.org.au/node/265091
http://dx.doi.org/10.2139/ssrn.3247287
http://dx.doi.org/10.2139/ssrn.3247287
https://doi.org/10.3389/fped.2020.579924
https://doi.org/10.3389/fped.2020.579924
https://doi.org/10.3389/fped.2020.579924
https://doi.org/10.3389/fped.2020.579924
https://doi.org/10.3389/fped.2020.579924
https://doi.org/10.13110/humanbiology.91.3.03
https://doi.org/10.13110/humanbiology.91.3.03
https://doi.org/10.13110/humanbiology.91.3.03
https://doi.org/10.13110/humanbiology.91.3.03
https://doi.org/10.21428/bfafd97b
https://doi.org/10.21428/bfafd97b
https://doi.org/10.1177/0002764218799130
https://doi.org/10.1177/0002764218799130
https://doi.org/10.1177/0002764218799130
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3997388
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3997388
https://doi.org/10.1080/15265161.2021.1891347
https://doi.org/10.1080/15265161.2021.1891347
https://doi.org/10.1080/15265161.2021.1891347
https://doi.org/10.1002/ajpa.24184
https://doi.org/10.1002/ajpa.24184
https://doi.org/10.1002/ajpa.24184
https://doi.org/10.1002/ajs4.141
https://doi.org/10.1002/ajs4.141
https://doi.org/10.1002/ajs4.141


Walter, Maggie and Suina, Michele. 2018. “Indigenous data, indigenous methodologies and indigenous data sovereignty.” 
International Journal of Social Research Methodology 22, no. 3 (October): 233-243. https://doi.org/10.1080/13645579.
2018.1531228 

Wilks, Judith, Kennedy, Gillian, Drew, Neil and Wilson, Katie. 2018. “Indigenous data sovereignty in higher education: 
Toward a decolonised data quality framework.” The Australian Universities’ Review 60, no. 2 (September): 4-14. https://
search.informit.org/doi/abs/10.3316/aeipt.221000 

Book Chapters

Lovett, Raymond, Lee, Vanessa, Kukutai, Tahu, Cormack, Donna, Carroll, Stephanie Russo and Waker, Jennifer. 2019. 
“Good data practices for indigenous data sovereignty and governance.” In Good Data, edited by Angela Daly, Kate Deviit 
and Monique Mann, 26-36. Amsterdam: Institute of Network Culture. https://hdl.handle.net/10289/12919 

Pool, Ian. 2016. “Colonialism’s and postcolonialism’s fellow traveller: the collection, us and misuse of data on indigenous 
people.” In Indigenous Data Sovereignty: Toward an agenda, edited by Tahu Kukutai and John Taylor. (Vol. 28, 57-76). 
Canberra: Australian National University Press. 332p. https://www.jstor.org/stable/j.ctt1q1crgf.11 

Rennie, Ellie. 2018. « Chapter 16 – Policy Experiments and the Digital Divide: Understanding the Context of Internet 
Adoption in Remote Aboriginal Communities. » In Digital Participation through Social Living Labs, edited by Michael 
Dezuanni, Marcus Foth, Kerry Mallan and Hilary Hughes, 299-313. Witney : Chandos Information Professional Series. 
https://doi.org/10.1016/B978-0-08-102059-3.00016-2

Toki, Valmaine and Philipps, Andelka M. 2023. “Artificial Intelligence and Indigenous Rights.” In Missing Links in AI 
Governance, edited by Benjamin Prud’homme, Catherine Régis and Golnoosh Farnadi, 209-227. Paris and Montreal: 
UNESCO and Mila – Quebec Artificial Intelligence Institute. https://unesdoc.unesco.org/ark:/48223/pf0000384787

Books

Walter, Maggie, Kukutai, Tahu, Carroll, Stephanie Russo and Rodriguez-Lonebear, Desi. 2021. Indigenous Data Sovereignty 
and Policy. London: Routledge. https://doi.org/10.4324/9780429273957

T
O

O
L

B
O

X
 O

N
 T

H
E

 R
E

S
E

A
R

C
H

 P
R

IN
C

IP
L

E
S

 I
N

 A
N

 A
B

O
R

IG
IN

A
L

 C
O

N
T

E
X

T

https://doi.org/10.1080/13645579.2018.1531228
https://doi.org/10.1080/13645579.2018.1531228
https://doi.org/10.1080/13645579.2018.1531228
https://search.informit.org/doi/abs/10.3316/aeipt.221000
https://search.informit.org/doi/abs/10.3316/aeipt.221000
https://search.informit.org/doi/abs/10.3316/aeipt.221000
https://hdl.handle.net/10289/12919
https://hdl.handle.net/10289/12919
https://hdl.handle.net/10289/12919
https://www.jstor.org/stable/j.ctt1q1crgf.11
https://www.jstor.org/stable/j.ctt1q1crgf.11
https://www.jstor.org/stable/j.ctt1q1crgf.11
https://doi.org/10.1016/B978-0-08-102059-3.00016-2
https://doi.org/10.1016/B978-0-08-102059-3.00016-2
https://doi.org/10.1016/B978-0-08-102059-3.00016-2
https://doi.org/10.1016/B978-0-08-102059-3.00016-2
https://unesdoc.unesco.org/ark:/48223/pf0000384787
https://unesdoc.unesco.org/ark:/48223/pf0000384787
https://unesdoc.unesco.org/ark:/48223/pf0000384787
https://doi.org/10.4324/9780429273957
https://doi.org/10.4324/9780429273957


D
ig

ita
l a

n
d

 A
rtific

ia
l In

te
llig

e
n

c
e

 E
th

ic
s: R

e
fe

re
n

c
e

 D
ire

c
to

ry

Canada – General Population

Ontario Human Rights Commission. 2009. Guidelines for collecting data on enumerated grounds under the Code. Toronto: 
Ontario Human Rights Commission. https://www3.ohrc.on.ca/en/guidelines-collecting-data-enumerated-grounds-under-
code 

Université de Montréal. 2018. The Montréal Declaration for a Responsible Development of Artificial Intelligence. 
Montreal: Université de Montréal. https://montrealdeclaration-responsibleai.com/the-declaration/ 

Victoria Island University. s.d. REB Guidelines for Collecting Data with Groups. Victoria: Victoria Island University. 
https://research.viu.ca/sites/default/files/viu-guidelines-for-collecting-data-with-groups.pdf

Reports

McAdams-Roy, Kassandra, Després, Philippe and Déziel, Pierre-Luc. 2021. “La gouvernance des données dans le domaine 
de la santé. Pour une fiducie de données au Québec?” Quebec: Obvia – the International Observatory on the Societal 
Impacts of AI and Digital Technologies. https://doi.org/10.5281/zenodo.7617888

Canada – Indigenous Peoples

Canadian Institute for Health Information. 2023. First Nations, Inuit and Métis health. Ottawa: Canadian Institute for 
Health Information. https://www.cihi.ca/en/about-cihi/first-nations-inuit-and-metis-health 

First Nations Information Governance Center. 2020. A First Nations Data Governance Strategy. Ottawa: First Nations 
Information Governance Center. https://fnigc.ca/wp-content/uploads/2020/09/FNIGC_FNDGS_report_EN_FINAL.pdf 

First Nations Information Governance Center. 2023. The First Nations Principles of OCAP®. Ottawa: First Nations 
Information Governance Center. https://fnigc.ca/ocap-training/ 

Government of Canada (Canadian Institutes of Health Research, Social Sciences and Humanities Research Council 
and Natural Sciences and Engineering Research Council). 2022. “Research involving the First Nations, Inuit and Métis 
peoples of Canada”, Chapter 9 in Tri-Council Policy Statement: Ethical Conduct for Research Involving Humans. Ottawa: 
Government of Canada. https://ethics.gc.ca/eng/policy-politique_tcps2-eptc2_2022.html

Government of Canada (Canadian Institutes of Health Research, Social Sciences and Humanities Research Council and 
Natural Sciences and Engineering Research Council). 2021. Tri-Agency Research Data Management Policy. Ottawa: 
Government of Canada. https://science.gc.ca/site/science/en/interagency-research-funding/policies-and-guidelines/research-
data-management/tri-agency-research-data-management-policy

Inuit Tapiriit Kanatami. 2018. National Inuit Strategy on Research. Ottawa: Inuit Tapiriit Kanatami. https://www.itk.ca/
wp-content/uploads/2018/04/ITK_NISR-Report_English_low_res.pdf 

https://www3.ohrc.on.ca/en/guidelines-collecting-data-enumerated-grounds-under-code
https://www3.ohrc.on.ca/en/guidelines-collecting-data-enumerated-grounds-under-code
https://www3.ohrc.on.ca/en/guidelines-collecting-data-enumerated-grounds-under-code
https://montrealdeclaration-responsibleai.com/the-declaration/
https://montrealdeclaration-responsibleai.com/the-declaration/
https://research.viu.ca/sites/default/files/viu-guidelines-for-collecting-data-with-groups.pdf
https://research.viu.ca/sites/default/files/viu-guidelines-for-collecting-data-with-groups.pdf
https://doi.org/10.5281/zenodo.7617888
https://doi.org/10.5281/zenodo.7617888
https://doi.org/10.5281/zenodo.7617888
https://www.cihi.ca/en/about-cihi/first-nations-inuit-and-metis-health
https://www.cihi.ca/en/about-cihi/first-nations-inuit-and-metis-health
https://fnigc.ca/wp-content/uploads/2020/09/FNIGC_FNDGS_report_EN_FINAL.pdf
https://fnigc.ca/wp-content/uploads/2020/09/FNIGC_FNDGS_report_EN_FINAL.pdf
https://fnigc.ca/ocap-training/
https://fnigc.ca/ocap-training/
https://ethics.gc.ca/eng/policy-politique_tcps2-eptc2_2022.html
https://ethics.gc.ca/eng/policy-politique_tcps2-eptc2_2022.html
https://ethics.gc.ca/eng/policy-politique_tcps2-eptc2_2022.html
https://ethics.gc.ca/eng/policy-politique_tcps2-eptc2_2022.html
https://science.gc.ca/site/science/en/interagency-research-funding/policies-and-guidelines/research-data-management/tri-agency-research-data-management-policy
https://science.gc.ca/site/science/en/interagency-research-funding/policies-and-guidelines/research-data-management/tri-agency-research-data-management-policy
https://science.gc.ca/site/science/en/interagency-research-funding/policies-and-guidelines/research-data-management/tri-agency-research-data-management-policy
https://science.gc.ca/site/science/en/interagency-research-funding/policies-and-guidelines/research-data-management/tri-agency-research-data-management-policy
https://www.itk.ca/wp-content/uploads/2018/04/ITK_NISR-Report_English_low_res.pdf
https://www.itk.ca/wp-content/uploads/2018/04/ITK_NISR-Report_English_low_res.pdf


Articles 

Bruhn, Jodi. 2014. “Identifying Useful Approaches to the Governance of Indigenous Data.” The International Indigenous 
Policy Journal 5, no. 2 (April): 1-32. https://doi.org/10.18584/iipj.2014.5.2.5 

Gentelet, Karine and Bahary-Dionne, Alexandra. 2021. “Stratégies des Premiers Peuples au Canada concernant les 
données numériques : décolonisation et souveraineté.” tic&société 15, no. 1 (1st semester of 2021): 189-218. https://doi.
org/10.4000/ticetsociete.6063

McMahon, Rob. 2014. “From Digital Divides to the First Mile: Indigenous Peoples and the Network Society in Canada.” 
International Journal of Communication 8 (July): 2002-2026. https://ijoc.org/index.php/ijoc/article/view/2456/1187

McMaster, Geoff. 2021. “How Indigenous communities are takin broadband internet access into their own hands.” Folio 
(February): n/a-n/a. https://www.ualberta.ca/folio/2021/02/how-indigenous-communities-are-taking-broadband-internet-
access-into-their-own-hands.html  

McMaster, Geoff. 2020. “Co-developing digital inclusion policy and programming with Indigenous partners: interventions 
from Canada.” Internet Policy Review 9, no. 2 (May): n/a-n/a.
https://doi.org/10.14763/2020.2.1478

News Articles

Borrows, John and Austin, Lisa. 2022. “The Digital Charter Implementation Act ignores Indigenous Data Sovereignty.” 
University of Toronto and Schwartz Reisman Institute for Technology and Society, September 6, 2022. https://srinstitute.
utoronto.ca/news/digital-charter-implementation-act-ignores-indigenous-data-sovereignty 

Government Publications

Hacket, Jeff and Olson, Rachel. 2019. Dissemination of open geospatial data under the Open Government Licence-Canada 
through OCAP® principles. Ottawa: Natural Resources Canada. https://doi.org/10.4095/314977 

T
O

O
L

B
O

X
 O

N
 T

H
E

 R
E

S
E

A
R

C
H

 P
R

IN
C

IP
L

E
S

 I
N

 A
N

 A
B

O
R

IG
IN

A
L

 C
O

N
T

E
X

T

https://doi.org/10.18584/iipj.2014.5.2.5
https://doi.org/10.18584/iipj.2014.5.2.5
https://doi.org/10.4000/ticetsociete.6063
https://doi.org/10.4000/ticetsociete.6063
https://doi.org/10.4000/ticetsociete.6063
https://ijoc.org/index.php/ijoc/article/view/2456/1187
https://ijoc.org/index.php/ijoc/article/view/2456/1187
https://www.ualberta.ca/folio/2021/02/how-indigenous-communities-are-taking-broadband-internet-access-into-their-own-hands.html
https://www.ualberta.ca/folio/2021/02/how-indigenous-communities-are-taking-broadband-internet-access-into-their-own-hands.html
https://www.ualberta.ca/folio/2021/02/how-indigenous-communities-are-taking-broadband-internet-access-into-their-own-hands.html
https://doi.org/10.14763/2020.2.1478
https://doi.org/10.14763/2020.2.1478
https://doi.org/10.14763/2020.2.1478
https://srinstitute.utoronto.ca/news/digital-charter-implementation-act-ignores-indigenous-data-sovereignty
https://srinstitute.utoronto.ca/news/digital-charter-implementation-act-ignores-indigenous-data-sovereignty
https://srinstitute.utoronto.ca/news/digital-charter-implementation-act-ignores-indigenous-data-sovereignty
https://doi.org/10.4095/314977
https://doi.org/10.4095/314977


D
ig

ita
l a

n
d

 A
rtific

ia
l In

te
llig

e
n

c
e

 E
th

ic
s: R

e
fe

re
n

c
e

 D
ire

c
to

ry

Digital and Artificial Intelligence 
Ethics:  Reference Directory

Policies and Tools for Operationalizing  
the Respect of Principles

International – General Population

activeMind.legal. 2019. Data protection policy (template). Munich: activeMind.legal. Revised in January 25, 2024. 
https://www.activemind.legal/downloads/dpp/

United Nations Educational, Scientific and Cultural Organization (UNESCO). 2021. Guidelines for Data Collection 
to Measure SDG 4.7.4 and 4.7.5. Paris: UNESCO. https://uis.unesco.org/sites/default/files/documents/guidelines_
sdg_474_475_final_v3.pdf 

Person, Andy, and International Association of Privacy Professionals. 2020. Data Protection Policy: GDPR-ready 
template for membership organisations. London: White Fuse. https://whitefuse.com/blog/data-protection-policy-template/ 

Articles 

Gebru, Timnit, Morgenstern, Jamie, Vecchione, Briana, Wortman Vaughan, Jennifer, Wallach, Hanna, Daumé III, Hal and 
Crawford, Kate. 2021. “Datasheets for datasets.” Communications of the ACM 64, no. 12 (November): 86-92. https://doi.
org/10.1145/3458723 

Tidjon, Lionel Nganyewou and Khomh, Foutse. 2022. “Never trust, always verify: a roadmap for Trustworthy AI?” arXiv 
preprint (June): n/a-n/a. https://arxiv.org/pdf/2206.11981v1 

International – Indigenous Peoples

Aboriginal and Torres Strait Islander Library, Information and Resource Network Inc. 2012. Aboriginal and Torres Strait 
Islander protocols for libraries, archives and information services. Canberra: Aboriginal and Torres Strait Islander Library, 
Information and Resource Network Inc. https://atsilirn.aiatsis.gov.au/docs/ProtocolBrochure2012.pdf 

Becenti-Pigman, Beverly, White, Kalvin, Bowman, Bea, Duran Bonnie and Palmanteer-Holder, Nancy Lynn. 2023. Research 
Policies, Processes and Protocol of the Navajo Nation Human Research Review Board (NNHRRB). Arizona: Navaho 
Nation NNHRRB and Indigenous Wellness Research Institute. https://naair.arizona.edu/sites/default/files/UA%20
Guidelines%202021.pdf 

https://www.activemind.legal/downloads/dpp/
https://www.activemind.legal/downloads/dpp/
https://uis.unesco.org/sites/default/files/documents/guidelines_sdg_474_475_final_v3.pdf
https://uis.unesco.org/sites/default/files/documents/guidelines_sdg_474_475_final_v3.pdf
https://uis.unesco.org/sites/default/files/documents/guidelines_sdg_474_475_final_v3.pdf
https://whitefuse.com/blog/data-protection-policy-template/
https://whitefuse.com/blog/data-protection-policy-template/
https://doi.org/10.1145/3458723
https://doi.org/10.1145/3458723
https://doi.org/10.1145/3458723
https://arxiv.org/pdf/2206.11981v1
https://arxiv.org/pdf/2206.11981v1
https://atsilirn.aiatsis.gov.au/docs/ProtocolBrochure2012.pdf
https://atsilirn.aiatsis.gov.au/docs/ProtocolBrochure2012.pdf
https://atsilirn.aiatsis.gov.au/docs/ProtocolBrochure2012.pdf
https://naair.arizona.edu/sites/default/files/UA%20Guidelines%202021.pdf
https://naair.arizona.edu/sites/default/files/UA%20Guidelines%202021.pdf
https://naair.arizona.edu/sites/default/files/UA%20Guidelines%202021.pdf
https://naair.arizona.edu/sites/default/files/UA%20Guidelines%202021.pdf


University of Arizona. 2021. University of Arizona Guidelines for Research and Institutional Engagement with Native 
Nations. Arizona: University of Arizona. https://naair.arizona.edu/sites/default/files/UA%20Guidelines%202021.pdf 

Books

Kovach, Margaret. 2021. Indigenous Methodologies: Characteristics, Conversations, and Contexts (second edition). 
Toronto: University of Toronto Press. 

Canada – General Population

Government of Yukon. 2018. Data collection notice. Whitehorse: Government of Yukon. Revised on November 12, 2021. 
https://guide.yukon.ca/en/content-and-design/online-design-patterns/data-collection-notice 

Canada – Indigenous Peoples

Assembly of First Nations Quebec-Labrador. 2014. First Nations in Quebec and Labrador’s Research Protocol. Wendake:
Assembly of First Nations Quebec-Labrador. https://apnql.com/wp-content/uploads/2024/02/protocole_recherche_en_web.
pdf

T
O

O
L

B
O

X
 O

N
 T

H
E

 R
E

S
E

A
R

C
H

 P
R

IN
C

IP
L

E
S

 I
N

 A
N

 A
B

O
R

IG
IN

A
L

 C
O

N
T

E
X

T

https://naair.arizona.edu/sites/default/files/UA%20Guidelines%202021.pdf
https://naair.arizona.edu/sites/default/files/UA%20Guidelines%202021.pdf
https://guide.yukon.ca/en/content-and-design/online-design-patterns/data-collection-notice
https://guide.yukon.ca/en/content-and-design/online-design-patterns/data-collection-notice
https://apnql.com/wp-content/uploads/2024/02/protocole_recherche_en_web.pdf
https://apnql.com/wp-content/uploads/2024/02/protocole_recherche_en_web.pdf
https://apnql.com/wp-content/uploads/2024/02/protocole_recherche_en_web.pdf



