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This reference directory was produced as part of the effort to develop digital and artificial intelligence ethics guidelines for the
First Nations in Quebec. This directory, both non-exhaustive and evolving, is designed to be enriched over time. The compilation of
these references was made possible with support from the Scotiabank Fund for Al, the Al + Society Initiative at the University of
Ottawa, and the valuable collaboration of students under the direction of Professor Karine Gentelet from the Université du Québec
en Outaouais (UQO & Obvia).



DIGITAL AND ARTIFICIAL INTELLIGENCE
ETHICS: REFERENCE DIRECTORY

ORGANIZATION OF THE REFERENCE DIRECTORY

GENERAL GUIDELINES AND KEY PRINCIPLES OF DIGITAL TECHNOLOGIES
AND ARTIFICIAL INTELLIGENCE

International — general population
International — Indigenous peoples

Canada — general population

Canada — Indigenous peoples

POLICIES AND TOOLS FOR OPERATIONALIZING THE RESPECT OF PRINCIPLES

International — general population
International — Indigenous peoples
Canada — general population

Canada — Indigenous peoples

A103192410 92Ua4943Yy :521Y1g 9ouUsbI||91u] [RID1HIY pue [eubid



DIGITAL AND ARTIFICIAL INTELLIGENCE
ETHICS: REFERENCE DIRECTORY

TOOLBOX ON THE RESEARCH PRINCIPLES IN AN ABORIGINAL CONTEXT

GENERAL GUIDELINES AND KEY PRINCIPLES
OF DIGITAL AND ARTIFICIAL INTELLIGENCE

INTERNATIONAL — GENERAL POPULATION

Amnesty International and Access Now. 2018. The Toronto Declaration: Protecting the Right to Equality and
Non-Discrimination in Machine Learning Systems. https://www.torontodeclaration.org/declaration-text/english/

Council of Europe. 2018. Convention 108+: Convention for the protection of individuals with regard to the processing
of personal data. Strasbourg: Council of Europe. https://edoc.coe.int/en/international-law/7729-convention-108-
convention-for-the-protection-of-individuals-with-regard-to-the-processing-of-personal-data.html

European Commission. 2022. Ethical Guidelines on the Use of Artificial Intelligence (AI) and Data in Teaching and
Learning for Educators. Luxembourg: Publications Office of the European Union. https://op.europa.eu/en/publication-
detail/~/publication/d81a0d54-5348-11ed-92ed-01aa75ed71al

National Institutes of Health. 2023. Final NIH for Data Management Sharing. Bethesda: National Institutes of Health.
https://grants.nih.gov/grants/guide/notice-files/NOT-0D-21-013.html

Organisation for Economic Co-operation and Development. 2022. Landmark agreement adopted on safeguarding privacy
in law enforcement and national security data access. Paris: Organisation for Economic Co-operation and Development.
https://www.oecd.org/digital/landmark-agreement-adopted-on-safeguarding-privacy-in-law-enforcement-and-national-
security-data-access.htm

The Learning Trust. 2022. Data Collection Guidelines. https://www.thelearningtrust.org/wp-content/uploads/2022/05/
Data-Collection-Guidelines-22.pdf

The Word Bank. 2023. Data Privacy at the World Bank. Washington: The Wold Bank. https://www.worldbank.org/en/
programs/accountability/data-privacy#overview

UK Research and Innovation. 2022. Data Protection Policy. Swindon: UK Research and Innovation. https://www.ukri.org/
publications/data-protection-policy/

United Nations High Commissioner for Refugees. 2015. Policy on the Protection of Personal Data of Persons of Concern
to UNHCR. Geneva: United Nations High Commissioner for Refugees. https://help.unhcr.org/turkiye/wp-content/uploads/
sites/11/2018/12/DataProtectionPolicy_ENG.pdf
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United Nations — Office of the Secretary-General’s Envoy on Technology. 2023. Our Common Agenda Policy Brief 5:
A Global Digital Compact — an Open, Free and Secure Digital Future for All. New-York: United Nations. https://www.
un.org/sites/un2.un.org/files/our-common-agenda-policy-brief-gobal-digi-compact-en.pdf

United Nations Human Rights Office of the High Commissioner. 2018. A Human Rights-Based Approach to Data: Leaving
no one Behind in the 2030 Agenda for Sustainable Development. Geneva: United Nations Human Rights Office of the High
Commissioner. https://www.ohchr.org/sites/default/files/Documents/Issues/H RIndicators/GuidanceNoteonApproachtoData.
pdf

Wellcome. 2017. Data, software and materials management and sharing policy. London: Wellcome. https://wellcome.org/
grant-funding/guidance/data-software-materials-management-and-sharing-policy#contact-us-b4dc

World Health Organization. 2021. Ethics and Governance of Artificial Intelligence for Health: WHO Guidance Executive
Summary. Geneva: World Health Organization. https://www.who.int/publications/i/item/9789240037403
ARTICLES

Arnstein, Sherry R. 2019.“A Ladder of Citizen Participation.” Journal of the American Planning Association 85, no. 1
(March): 24-34. https://doi.org/10.1080/01944363.2018.1559388

Hao, Karen. 2021. “Artificial Intelligence. Deleting unethical data sets isn’t good enough.” MIT Technology Review
(August): n/a-n/a. https://www.technologyreview.com/2021/08/13/1031836/ai-ethics-responsible-data-stewardship/

BOOKS

Castets-Renard, Céline and Eynard, Jessica. 2023. Un droit de I’intelligence artificielle : entre régles sectorielles et régime
général. Brussels: Larcier.

INTERNATIONAL — INDIGENOUS PEOPLES

Aboriginal Health and Medical Research Council of New South Wales. 2023. Aboriginal Health Ethics Guidelines: Key
Principles V2.1. Sydney: Aboriginal Health & Medical Research Council of New South Wales. https://www.ahmrc.org.au/
wp-content/uploads/2023/10/AHMRC_Health-Ethics-guidelines-2023_01.pdf

Australian Institute of Aboriginal and Torres Strait Islander Studies. 2020. AIATSIS Code of Ethics for Aboriginal and
Torres Strait Islander Research. Canberra: Australian Institute of Aboriginal and Torres Strait Islander Studies. https://
aiatsis.gov.au/sites/default/files/2022-02/aiatsis-code-ethics-jan22.pdf

Lewis, Jason Edward & Indigenous Protocol and Artificial Intelligence Working Group. 2020. Indigenous Protocol and
Intelligence Artificial Intelligence Position Paper. Honolulu: Initiative for Indigenous Futures and the Canadian Institute
for Advanced Research. https://doi.org/10.11573/spectrum.library.concordia.ca.00986506

A103102410 92Ual9yaYy :$21Y1g 9ousbI||olu] [eId1HY pue [eubid


https://www.un.org/sites/un2.un.org/files/our-common-agenda-policy-brief-gobal-digi-compact-en.pdf
https://www.un.org/sites/un2.un.org/files/our-common-agenda-policy-brief-gobal-digi-compact-en.pdf
https://www.un.org/sites/un2.un.org/files/our-common-agenda-policy-brief-gobal-digi-compact-en.pdf
https://www.ohchr.org/sites/default/files/Documents/Issues/HRIndicators/GuidanceNoteonApproachtoData.pdf
https://www.ohchr.org/sites/default/files/Documents/Issues/HRIndicators/GuidanceNoteonApproachtoData.pdf
https://www.ohchr.org/sites/default/files/Documents/Issues/HRIndicators/GuidanceNoteonApproachtoData.pdf
https://www.ohchr.org/sites/default/files/Documents/Issues/HRIndicators/GuidanceNoteonApproachtoData.pdf
https://wellcome.org/grant-funding/guidance/data-software-materials-management-and-sharing-policy#contact-us-b4dc
https://wellcome.org/grant-funding/guidance/data-software-materials-management-and-sharing-policy#contact-us-b4dc
https://www.who.int/publications/i/item/9789240037403
https://www.who.int/publications/i/item/9789240037403
https://doi.org/10.1080/01944363.2018.1559388
https://doi.org/10.1080/01944363.2018.1559388
https://www.technologyreview.com/2021/08/13/1031836/ai-ethics-responsible-data-stewardship/
https://www.technologyreview.com/2021/08/13/1031836/ai-ethics-responsible-data-stewardship/
https://www.ahmrc.org.au/wp-content/uploads/2023/10/AHMRC_Health-Ethics-guidelines-2023_01.pdf
https://www.ahmrc.org.au/wp-content/uploads/2023/10/AHMRC_Health-Ethics-guidelines-2023_01.pdf
https://www.ahmrc.org.au/wp-content/uploads/2023/10/AHMRC_Health-Ethics-guidelines-2023_01.pdf
https://aiatsis.gov.au/sites/default/files/2022-02/aiatsis-code-ethics-jan22.pdf
https://aiatsis.gov.au/sites/default/files/2022-02/aiatsis-code-ethics-jan22.pdf
https://aiatsis.gov.au/sites/default/files/2022-02/aiatsis-code-ethics-jan22.pdf
https://doi.org/10.11573/spectrum.library.concordia.ca.00986506
https://doi.org/10.11573/spectrum.library.concordia.ca.00986506
https://doi.org/10.11573/spectrum.library.concordia.ca.00986506

TOOLBOX ON THE RESEARCH PRINCIPLES IN AN ABORIGINAL CONTEXT

Maiam Nayri Wingara Indigenous Data Sovereignty Collective and the Australian Indigenous Governance Institute.
2018. Communique — Indigenous Data Sovereignty Summit. Canberra: Maiam Nayri Wingara Indigenous Data
Sovereignty Collective and the Australian Indigenous Governance Institute. https://staticl.squarespace.com/
static/5b3043afb40b9d20411f3512/t/63ed934fe861fa061ebb9202/1676514134724/Communique-Indigenous-Data-
Sovereignty-Summit.pdf

Stats NZ.2020. Nga Tikanga Paihere: a framework guiding ethical and culturally appropriate data use. Wellington: Stats
NZ. https://data.govt.nz/assets/data-ethics/Nga-Tikanga/Nga-Tikanga-Paihere-Guidelines-December-2020.pdf

United Nations Human Rights Office of the High Commissioner. 2023. Mécanisme d’experts sur les droits des peuples
autochtones. Geneva: United Nations Human Rights Office of the High Commissioner. https://www.ohchr.org/en/hrc-
subsidiaries/expert-mechanism-on-indigenous-peoples

Yoorrook Justice Commission. 2022. Indigenous data sovereignty and data governance — Information Sheet. Melbourne:
Yoorrook Justic Commission. https://yoorrookjusticecommission.org.au/wp-content/uploads/2022/04/041922_Yoorrook_
DataSovereigntyGuidance.pdf
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Anderson, Jane and Christen, Kimberly. 2013.""'Chuck a Copyright on it’: Dilemmas of Digital Return and the Possibilities
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https://rex.libraries.wsu.edu/esploro/outputs/journal Article/Chuck-a-Copyright-on-it-Dilemmas/99900669106501842

Bowen, Judy and Hinze, Annika. 2022.“Participatory Data Design: Managing Data Sovereignty in IoT Solutions.”
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Briggs, Carolyn, Burfurd, Ingrid, Duckham, Matt, Guntarik, Olivia, Kerr, Di, McMillan, Mark and San Martin Saldias,
Daisy. 2020. ' Bridging the geospatial gap: Data about space and indigenous knowledge of place.” Geography Compass 14,
no. 11 (August): n/a-n/a. https://doi.org/10.1111/gec3.12542

Brugge, Doug and Missaghian, Mariam. 2006. ' Protecting the Navajo people through tribal regulation of research.”
Science and Engineering Ethics 12 (September): 491-507. https://doi.org/10.1007/s11948-006-0047-2

Carroll, Stephanie Russo, Garba, Ibrahim, Plevel, Rebecca, Small-Rodriguez, Desi, Hiratsuka, Vanessa Y., Hudson, Maui
and Garrison, Nanibaa’. 2022.“Using Indigenous Standards to Implement the Care Principes: Setting Expectations
through Tribal Research Codes.” Frontiers in Genetics 13 (March): 1-10. https://doi.org/10.3389/fgene.2022.823309

Carroll, Stephanie Russo, Herczog, Edit, Hudson, Maui, Russell, Keith and Stall, Shelley. 2021. “Operationalizing the
CARE and FAIR Principles for Indigenous data futures.” Scientific Data 8, no. 108 (April): 1-6. https://doi.org/10.1038/
$41597-021-00892-0

Carroll, Stephanie Russo, Rodriguez-Lonebear, Desi and Martinez, Andrew. 2019. “Indigenous Data Governance:
Strategies from United States Native Nations.” Data Science Journal 18, no. 1 (July): 1-15. https://doi.org/10.5334/dsj-
2019-031
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