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Preface

Testing has steadily become more and more important within the development
of various software and systems, motivating an increasing amount of research,
trying to solve both new challenges imposed by the advancement in other areas
of computer science and long-standing problems. Testing has evolved during the
last decades from an ad-hoc and under-exposed area of systems development to
an important and active research area. The 22nd International Conference on
Testing Software and Systems (ICTSS) is the merge of two traditional and impor-
tant events which have served the testing community as an important venue for
discussing advancements in the area. Those events, namely, TestCom the IFIP
TC6/WG6.1 International Conference on Testing of Communicating Systems,
and Fates International Workshop on Formal Approaches to Testing of Software,
together form a large event on testing, validation, and specification of software
and systems. They have a long history. TestCom Testing of Communicating
Systems is an IFIP-sponsored series of international conferences, previously
also called International Workshop on Protocol Test Systems (IWPTS) or In-
ternational Workshop on Testing of Communicating Systems (IWTCS). It is de-
voted to testing of communicating systems, including testing of communication
protocols, services, distributed platforms, and middleware. The previous events
were held in Vancouver, Canada (1988); Berlin, Germany (1989); McLean, USA
(1990); Leidschendam, The Netherlands (1991); Montreal, Canada (1992); Pau,
France (1993); Tokyo, Japan (1994); Evry, France (1995); Darmstadt, Germany
(1996); Cheju Island, South Korea (1997); Tomsk, Russia (1998); Budapest,
Hungary (1999); Ottawa, Canada (2000); Berlin, Germany (2002); Sophia An-
tipolis, France (2003); Oxford, UK (2004); Montreal, Canada (2005); and New
York, USA (2006). Fates Formal Approaches to Testing of Software is a series
of workshops devoted to the use of formal methods in software testing. Previ-
ous events were held in Aalborg, Denmark (2001); Brno, Czech Republic (2002);
Montreal, Canada (2003); Linz, Austria (2004); Edinburgh, UK (2005); and Seat-
tle, USA (2006). From 2007 on, TestCom and Fates have been jointly held in
Tallinn, Estonia (2007), Tokyo, Japan (2008) and Eindhoven, The Netherlands
(2009). The objective of ICTSS 2010 was to be a forum for researchers from
academia as well as industry, developers, and testers to present, discuss, and
learn about new approaches, theories, methods and tools in the field of testing
software and systems.

The accepted full papers of the conference were published by Springer as the
LNCS volume 6435 ” Testing Software and Systems”. These proceedings contain
accepted short papers of ICTSS 2010. It is published by CRIM, Canada, which
is one of the organizers of this conference.

October 2010 Alexandre Petrenko
Adenilso Simao
Jose Carlos Maldonado
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I. Burdonov and A. Kosachev 1

Formal conformance verification

Igor Burdonov!, Alexander Kosachev!,

! Institute for System Programming of the Russian Academy of Sciences,
A. Solzhenitsyna st. 25, 109004 Moscow, Russia
{igor, kos} @ispras.ru

Abstract. In this paper, we propose a method for verification the so-called
saco-relation between an implementation and the specification LTSs. We show
that this verification can be finite and complete if the number of states and
actions of LTSs is finite.

Keywords: LTS model, conformance relation, formal verification.

1 Introduction

In formal model based conformance verification, one usually assumes that the
specification and a system under test (SUT) are represented by the same formal
models and there is a binary relation that has to be checked via the verification
process. In this paper, we limit ourselves with so-called functional restrictions which
describe how a system should interact with its environment; these restrictions are
described by the specification. A SUT is conforming if its interaction satisfies the
same external restrictions.

In various application domains the functional behavior (or the specification) of a
system can be described by the LTS model. In this paper, we assume that we should
compare two LTS models, one of which describes the reference behavior while
another one describes the behavior of a SUT. We introduce a conformance relation
between LTSs and show how this conformance relation can be verified.

2 Conformance relation and how to check it

2.1 Interaction and its safety

The conformance relation is based on the interaction model. We can only observe the
behavior that is induced by the environment and can be observed by the environment.
Such interaction can be modeled by a testing machine [1-6]. The testing machine is a
black box where an implementation (SUT) is embedded. The environment is modeled
by an operator who presses buttons allowing an implementation to execute some
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2 Formal Conformance Verification

actions. Observations can be of two types: an implementation executes an allowed
action or an implementation refuses to execute any allowed action.

We underline that not a single action but a set of actions is allowed when pressing
a button. For example, when talking about reactive systems the set of actions is
partitioned into two sets of inputs and outputs. Each input action is applied to an
implementation by pressing a button that corresponds to this input. However, when
expecting the reply of an implementation a button is pressed that allows to accept any
output action.

Each button has its own set of permissible actions. An action can be observed if the
action is allowed by a pressed button and an implementation can execute the action. If
an implementation cannot execute any action allowed by a pressed button then a
refusal is observed. After observing execution of an action or after observing the
refusal all external actions are forbidden before another button is pressed.

Thus, interaction depends on sets of actions associated with buttons as well as on
the set of buttons for which a refusal can be observed. For the sake of simplicity, in
this paper, we assume that all refusals are observable. Correspondingly, the
interaction is completely described by a set L of external actions and a collection R of
sets of actions associated with buttons. We also assume that UR = L and refer to such
an interaction as to R-interaction.

An implementation can often execute not only external actions but also the internal
(non-observable) action 1. Such actions are always allowed. As usual, we assume that
a finite sequence of internal actions needs finite time to be executed while an infinite
sequence of such actions can be executed infinitely long. An infinite sequence of 1-
actions is called divergence and is denoted by A. Divergence can induce a problem,
since when pressing a button an operator does not know how long he has to wait for a
response or internal actions will be executed forever. Therefore, an operator is
deadlocked as he cannot continue the interaction and cannot stop it.

We also consider a special action that cannot also be controlled by buttons; this
actions called destruction is denoted by y. The action y models undesirable system
behavior including the system destruction that is not allowed through ordinary
interaction. For example, in defense devices such an action can correspond to self-
destruction. Moreover, the destruction can describe the non-specified behavior in
partial specifications. When people do not consider a destruction they motivate this
that an implementation should only check if parameters are correct when calling an
implementation [7,8]. If parameters of a message are incorrect then the
implementation should ignore a message or should mention about an error. Such
requirement is understandable when an implementation is for “a common use” and
should be foolproof. However, when interacting with internal components or
subsystems to which an access is strongly limited such checking seems to be
superfluous. If the parameter structure is complex and the correctness conditions are
not trivial such checking adds unnecessary complexity when designing a system and
the system performance is also adversely affected. There is an alternative to use the
strong specification of calling operators [9]. For instance, a call for deallocation
memory that was not got earlier via memory request is incorrect as it violates
preconditions. Correspondingly we should check not how components response to
incorrect requests of other components but whether those requests are correct. In other
words, since we would like to assure the implementation correctness (not its
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I. Burdonov and A. Kosachev 3

environment) we are not interested in the implementation behavior when a request is
incorrect. Specification destruction describes situations when an implementation is
allowed to have any behavior including the real destruction.

Destruction semantics assumes that the destruction cannot happen if the
environment behavior is correctly implemented. The interaction is safe if the
destruction cannot occur and buttons are pressed only there isn’t divergence in an
implementation.

2.2 LTS and LTS traces

LTS is a tuple S = LTS(Vs,L,Es,s0) where Vs is the non-empty set of states with the
initial state sq, L is the non-empty set of external actions, EscVex(Lu{t,y})x Vs is the
set of transitions. As usual, a transition from state s to state s’ via action z is denoted
s—z—>s' while s—z— denotes that there is a transition from state s via action
7, S—2Z—> =qet 35" (s—2z—>s"). A sequence of sequential transitions is a path of LTS.

A step of LTS functioning in a testing machine is an execution of a single
transition that is allowed by a current button and is specified at a current state (t- and
y-transitions are always allowed). If there are several such transitions then only one of
them can be executed.

State s is divergent (sT) if s is the initial state of an infinite path of t-transitions (in
particular, of a t-cycle); otherwise, state s is convergent (si«). State is stable if there
are no T- or y-transitions at this state. Refusal PeR occurs at a stable state if at this
state there are no transitions under actions of the set P.

At each stable state we add a virtual loop s—P—s for each possible refusal P,
while at each divergent state A-transitions s—A—> are added. In the obtained LTS we
consider only paths which are not prolonged after A- and y-transitions. A trace is a
sequence of action labels of path transitions without symbol t. If a path with trace &
has the initial state s and the final state s’ then we denote this by s=>c=>s" while
s=>oc= denotes that there is a trace o with the initial state s,
§=0=> =gt I8’ (s=>0=>s"). The set T(s) = {o]| s=>c=} is the set of traces at state s.

2.3 Safety hypothesis and safe conformance

We now define the relation “a button is safe after a trace”: button P is safe after trace
o if there is no divergence after the trace and the destruction cannot occur after an
action allowed by the button P. Only safe buttons are pressed through the safe
interaction. Formally, the button P is safe:

At state s: P safe s =gef s¥ & —s =)= & VzeP —s=(z,7)=;

For the set S of state: P safe S =gt Vs<S P safe s;

After trace ¢ with the starting state s: P safe s after ¢ =4 P safe (s after o),

where s after 6 =4 {s"|s=>0=s"}.

The button safety implies the safety of actions and refusals. Refusal P is safe if the
button P is safe. Action z is safe if this action is allowed by some safe button P, i.e.,
zeP. A trace with the initial state s is safe if 1) —(s=(y)=>), 2) and each trace action
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4 Formal Conformance Verification

is safe after the corresponding trace prefix. The set of all safe traces at state s is
denoted by Safe(s). By default, the initial state of all traces and paths is the initial
state of the LTS.

The safety requirement results in the set of safe implementations. This set is
determined by the safety hypothesis: implementation I is safe for the specification S if
1) the implementation does not contain a trace (y) if there is no such trace at the initial
state of the specification 2) after each common safe trace of an implementation and
the specification any button that is safe in the specification is safe in the
implementation after this trace:

I safe for S =gt (Y& T(s50) = v2T(ip)) & VoeSafe(so)T(iy) VPR

(P safe s, after c = P safe iy after o).

An implementation I is conforming to the specification S if I is safe and the
following conformance condition holds: any observation that is possible in the
implementation after pressing a safe button is allowed by the specification.

Isaco S =4 I safe for S &

Vo eSafe(so))NT(ig) VP safe s, after o (obs(iy after o, P) < obs(s, after o, P)),

where 0bs(M,P) =g {ucPU{P}|ImeM & m=>(u)=} is the set of observations
which are possible at states of the set M when pressing the button P.

When the safety hypothesis cannot be checked the hypothesis becomes a
precondition of testing; the testing objective then is to check the conformance
relation. Both conditions can be checked when formal verification is used.

3 Verification technique

We first establish restrictions for the interaction model, implementation and
specification which allow finite conformance verification and which are considered in
this paper. We assume that the set L of actions is finite, thus, the number of the sets R
is finite, correspondingly, a set corresponded to each button and the set LUR of
observations also are finite; moreover, the sets of states of an implementation and the
specification are finite, i.e., their sets of transitions are finite.

The idea behind our approach is as follows. Consider all the states of an
implementation which are reachable by traces that are safe in the specification:
U{ip after oloceSafe(s,)}. For each such state consider a collection S(i) of subsets of
states of the specification: S(i) = {so after o |oceSafe(s)) & ic(iyafter c)}. This
collection has subsets of states of the specification after all traces which are safe in the
specification, are traces of the implementation and have the final state i. When
verifying we will construct such collections S(i) step by step adding to them sets
so after . At the beginning we check the condition (y) ¢ T(so) = (y) ¢ T(iy) as a part
of the safety hypothesis. If this condition holds then at each time instance at each state
i another part of the safety hypothesis and of the conformance relation is checked:
VPeR VSeS(@i) (P safe S = P safe i & obs({i},P)cobs(S,P)). If these conditions do
not hold then a fault is claimed. If all the collections S(i) are completely constructed
then the verification is completed with the verdict “OK”.

We first construct intermediate data structures for the specification and
implementation. Specification data structures do not depend on an implementation
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I. Burdonov and A. Kosachev 5

and are used without modification when verifying any implementation using the same
R-interaction. Correspondingly, implementation data structures do not depend on the
specification and can be used for checking its conformance w.r.t. any specification
when using the same R-interaction. Correspondingly, we would not take into account
such data structures when estimating the verification algorithm complexity.

For the specification, we consider a collection of subsets of final states of safe
traces: safeder(s,) = {so after c|loeSafe(so)}. For each subset Sesafeder(sy), the set
A(S) = (U{PU{P}|P safe S})u{t} contains all safe observations (actions and
refusals) and symbol t while the set B(S,u) = U{s after (u)|seS} contains each state s’
such that there is a transition (s,u,s’), s€S in the specification; we also assign
B(S,7) = S. Apparently, B(S,u) = & if there are no such transitions.

In fact, when proceeding in the way discussed above we derive the observable
form of the specification LTS; states of the observable form are sets of states
S = 5o after o, where ceSafe(sy), a transition S—u—S means that S’ = B(S,u) and
B(S,u) # D.

For an implementation, we consider a set of states which are reachable via safe
traces (in the implementation): Usafeder(iy). For each state ieUsafeder(iy) we define
the following sets:

C(i) = (i—u—>i'|lu=t v 3P safe i ueP) is a set of all safe transitions at state i;

D(i) = (i—u—i’|VP safe i ug P) is a set of transitions at state i which are not safe.

The safe hypothesis for an implementation is equivalent to the condition

Vi—u—i eD(i) VSeS) ugA(S)

while the conformance relation is equivalent to the condition

Vi—u—i €C(i) VSeS@E) ueA(S)=B(S.u) = .

A proposed algorithm is based on deriving sets S(i) step by step while checking
safety and conformance at each step. A special intermediate list W of pairs
(S, —u—>1") is constructed where S€S(i) and i—u—i € C(i)uD(i). At the beginning it
holds that S(ip) = {So} where Sy = {so after )} is a set of states of the specification
after the empty trace and W has each pair (So, i—u—i") where
i—u—i € C(lo)UD(lo)

An algorithm step is as follows. If the list W is empty then the algorithm stops with
the verdict “conforming”. Otherwise, the head item (S, —u—i") of the list W is
selected and is deleted from the list. For the selected item, first, the safety hypothesis
is checked. If i—u—i" e D(i) & ucA(S) then an implementation is claimed as a faulty
implementation and the algorithm stops. If there is no fault then the conformance is
checked. If i—u—i"eD(i) or i—u—i €C(i) & ue¢A(S) then the next step of the
algorithm is performed. If i—u—i"eC() & ucA(S) & B(S,u)=< then an
implementation is claimed as a faulty implementation and the algorithm stops. If there
is no fault and B(S,u)eS(i") then the next step of the algorithm is performed.
Otherwise, the set B(S,u) is added to S(i") while each pair (B(S,u),i—u —i ") where
I—u —i eC@)UD() is added to the list W, and the next step of the algorithm is
performed.

It is easy to show that an implementation is claimed as a conforming
implementation if and only if the implementation conforms to the specification.

We also notice that the algorithm is easy for parallel programming, since algorithm
steps corresponded to different items of the list W can be performed in parallel; if
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6 Formal Conformance Verification

there is no fault then the algorithm stops when there are no steps to be performed and
the list Wis empty.

We now estimate the algorithm complexity in the worst case that is in the case when
parallel programming is useless. Since each pair (S, i—u—>i") can appear in the list W
at most once, the number of algorithm steps is equal to O(m-2") where m=|Ej| is a
number of implementation transitions, and n = |Vg| is the number of states of the
specification. At each step we can assume that time needed for all actions such as
checking whether an item belongs to a given set, extracting items of the set B and
adding an item to S(i"), is a proper constant, all observations, all implementation
states and all subsets of the set of specification states are hashed by integers, A and S
are two-dimensional Boolean arrays, C and D are three-dimensional Boolean arrays
and B is a two-dimensional array of numbers of subsets of the set of specification
states. The exception should be made for adding pairs (B(S,u), i —u—i") to the list
W where i'—u—i"" e C(i")UD("). Summarizing the above we obtain O(m-2") pairs. If
sets of transitions C(i") and D(i") are additionally represented as lists for every state i,
this operator needs O(m-2") time units to be executed. Thus, the resulting estimation
equals O(m-2"). Coefficient 2" is the maximal number of states of the observable form
(2" - 1) of the LTS specification. If the observable form has the same number of states
as the initial specification that happens when the specification is deterministic, i.e.,
has no 7 transitions and at each state there is at most one transitions for each action,
then this coefficient equals #n. Intuitively seems that the algorithm complexity on
average is much less especially when using parallel programming and we are intended
to study this upper bound more rigorously.
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Composability Test of BOM based models using
Petri Nets

Imran Mahmood!, Rassul Ayani!, Vladimir Vlassov!, and Farshad Moradi?

'Royal Institute of Technology (KTH), Stockholm, Sweden
2Swedish Defense Research Agency (FOI), Stockholm, Sweden

Abstract. Reusability is a widely used concept which has recently re-
ceived renewed attention to meet the challenge of reducing cost and time
of simulation development. An approach to achieve effective reusability
is through composition of predefined components which is promising but
a daunting challenge in the research community. Base Object Model
(BOM) is a component-based standard designed to support reusability
and composability in distributed simulation community. BOM provides
good model representation for component reuse however this framework
lacks capability to express semantic and behavioral matching at the con-
ceptual level. Furthermore there is a need for a technique to test the
correctness of BOM-compositions in terms of structure and behavior. In
this paper we discuss verification of BOM based model and test its suit-
ability for the intended purpose and objectives. We suggest a technique
through which the composed model can automatically be transformed
into a single Petri Net (PN) model and thus can further be verified using
different existing PN analysis tools. We further motivate our approach
by suggesting a deadlock detection technique as an example, and provide
a case study to clarify our approach.

Keywords: Verification, Model Based testing, Composability, Petri Nets

1 Introduction

Software reuse is the process of creating dynamic systems from existing com-
ponents instead of building them from scratch. Reusability has recently gained
renewed interest as an effort to minimize the cost and time associated with
the development process. Composability is one of the effective means to achieve
reusability. The concept of Composability was pioneered by Mike Petty in his the-
ory of composability in Modeling and Simulation (M&S) community|6], accord-
ing to which, “Composability is the capability to select and assemble simulation
components in various combinations into simulation systems to satisfy specific
user requirements”’. Composability is divided into syntactic and semantic levels.
Syntactic composability means that the components can be connected to each
other. Semantic composability refers to the fact that the coupling of components
is considered meaningful, computationally valid and conforms to the intended
objectives of the simulation. Semantic composability is broken down into two
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8 Composability Test of BOM based models using Petri Nets

sub-levels namely Static Semantic, which means that the components have same
understanding of the concepts and the relations between them, and Dynamic Se-
mantic that deals with the behavioral correctness of the composition|[3]. There
are some other levels of composability such as Pragmatic composability which
we do not consider in this paper.

BOM (Base Object Model) represents an integrated framework that posses
the ability to rapidly compose simulation components. It provides a foundation
to define and characterize these components at a conceptual level. BOM encap-
sulates information needed to formally represent a simulation component. BOM
is a SISO standard and encapsulates information needed to describe a simulation
component. BOM was introduced as a conceptual modeling framework for HLA
(High Level Architecture) which is an IEEE standard for distributed simulation.
State-machine, which is an essential part of BOM provides means to formalize
the change in the state of an entity with respect to its corresponding actions,
thus in a way it depicts the abstract model of the behavior of the BOM towards
each action[2]. However external techniques are needed for the composability
verification of BOM based components.

PN is an effective graphical tool and mathematical formalism for modeling
concurrent systems and their behaviors. PN has existed for many decades and
has been used in modeling, analysis and verification of a large variety of systems
[5]. A PN is an algebraic structure of 3-tuple: PN = (P, T,¢) where:

— P is a finite set of places P = {p1, p2, ..., Pn}
— T is a finite set of transitions T = {t1, to, ..., ty}
— pisaset of arcs p C (PxT) U (TxP) | PNT = ¢ and PUT#¢

A major strength of PN is its support for analysis of many properties and prob-
lems associated with concurrent systems. Some of the important PN properties
are briefly defined as follows:

Reachability A marking p is said to be reachable from a marking pug if
there exists a sequence of firings that transforms pg to p. The set of all pos-
sible markings reachable from p in a net P(N, 1) is denoted by R(N, puo).
The reachability property determines whether px € R(N, ). Reachability is a
fundamental basis for studying the dynamic behavior of a system [4].

Liveness A PN P(N, pp) is said to be live if, no matter what marking has
been reached from pg it is still possible to make further progress by firing an
enabled transition of the net. A live PN guarantees deadlock-free operation, no
matter what firing sequence is chosen [4]

In this paper we employ the well-suited analytical strength of PN tools to
test various system properties such as deadlock freedom. We propose a verifica-
tion process and a framework to allow the assessment of a composed model by
transforming it into a PN model and apply suitable analytical methods which are
commonly being practiced by the PN community. As compared to our previous
approach|[3| in which we used Finite State Automata, using PN for verification
proves to be more fruitful due to the broader range of verification tools and tech-
niques that are available. The remainder of this paper is organized as follows:
Section 2 contains the major contribution of this work covering the proposed
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methodology for the verification. A case study is presented in section 3 to sup-
port our concept whereas section 4 concludes this paper.

2 Test and Verification of a composed model

In this section we discuss our proposed verification process and the framework
in which this process has been implemented. Our approach for the verification
of BOM based composed models is essentially based on the conversion of a
composed model to PN model and applying different analytical techniques to
verify the required system properties. We use the Platform Independent PN
Editor (PIPE) as an underlying layer for PN analysis [1|. PIPE is an open source
Java based PN graphical editor and analysis tools library. It not only provides
a graphical preview and editing facility for PN models, but also supports visual
simulation (commonly known as Token game animation) and analysis techniques.
Our verification framework is integrated with PIPE environment to utilize these
facilities. Following are the two main steps in our proposed verification process:

2.1 Transformation of BOM to Petri

In this step, BOM is transformed into PN model. In the preparatory phase
a composed BOM model is parsed using our BOM parser and the objects of
state-machines, and corresponding events of all the members of composition
are collected. Then the composition is analyzed to check completeness of model
in terms of structure of state-machines and the presence of associated events
for each state to be able to exit. In case of no such association it is verified
whether the particular state is a final state or not. The event pairs are also
matched among the member components so that for each receiver component a
corresponding sender of an event is present. This procedure is applied to ensure
that the composition is structurally correct and suitable to proceed with. For
more details see [3].

Finally the BOM model is automatically transformed into a PN model. A
PN model is ideally represented using PNML (PN Markup Language) which
is an XML-based standard interchange format for PN. We propose the basic
transformation algorithm as given in figure 2a. The input for this procedure is
a BOM object C of the composed model which is generated by the parser. In
order to meet the requirements of PNML, we also assume default values such
that tokens at each place are set to zero and arc weights are set to 1. As we are
not considering Timed PN in this work so we also set the timed Boolean variable
to false. These settings can be modified later for experimentation at the time of
execution & analysis.

In this algorithm for each state-machine in the composed model (line 2) every
state is traversed one by one (line 3) and its corresponding place is created! in

! Create functions are used to write XML code to a file according to the PNML
notation.
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10 Composability Test of BOM based models using Petri Nets

Algerithm: Transformation of BOM to PNML
Data BOM C, Input

Result PNML P BOM
1 Begin

2for each sfalemachine S € C do : § :

3 for each slale s, ¢ S do Entity; E"tlt}/ .| Entity, =

4 P, = Create Place(s) 2 » Statemachine

5 for each nexisiale sn; e 5, next]] do I Fi State; *T7
6 Py= Create Place (sn)) SMy | SMy | SWg \'Statemachi'ne

7 &= 5; exitevent]] Exit Event

8 T, = Create Transition{e;) 5 [
9 A= Creats Arc (Fy1oT) Euenty | Event; |..| Event, Entity ]

10 A= Create Arc (T 10 F) ./ Next Statey o
11 end |sction, | Action; | | Action,, | | Statey [State; | State, ul
12 end e

13 end
14 end

Fig. 1. a) Our Algorithm b) Transformation from BOM to PN

PNML format (line 4). Since a state may have multiple next states and their
associated exit events so for each next state (line 5), a place is created (line
6) provided it does not already exist. Then a transition is created for the exit
event associated with the next states (line 8). After that an input arc is created
from the place to transition (line 9) and an output arc is created from the
transition to the next place (line 10). Duplication is avoided in the entire process.
This procedure can be graphically viewed in figure 2b, (assuming that the two
state-machines have a common exit event) Also the graphical placing (X and Y
positions) for each place, transition and arc is handled automatically in such a
way that all the places of each member component are aligned in a vertical lane
and their transitions are created between the lanes to show the interaction among
different components in order to facilitate visibility. When the entire BOM model
is traversed, a PNML file is generated that corresponds to the PNML standard
and can be used in any PN simulation tool for execution.

2.2 Petri Net Analysis

In the analysis step, we perform Reachability analysis on the PNML model
generated in the previous step with user given input parameters. To initiate this
procedure we use PIPE library to construct a reachability tree and populate it
with our PNML model generated in the previous step. We perform this operation
programmatically to facilitate automation. After the initialization of the root
marking, the tree recursively expands by constructing further markings until all
the markings of the model have been created. If no more marking can be created,
i.e., no further transition is enabled it reaches a dead marking. By detecting a
dead marking in the tree, we assert that a deadlock is detected provided that it
is not a final marking. We propose a minor change in the original definition of
deadlock in a Dead (or LO-live) PN as some models may have terminal points
e.g., when a Final State in a finite State-machine is reached. So we define a
“Final Marking” as a successful termination point which is not considered as a
dead marking even though no further transitions could be fired. Thus we propose
a deadlock detection method in which we find at least one dead marking from
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where no further transitions could be fired, provided it is not a final marking.
We input the final marking as a parameter for reachability analysis.

3 Case Study

In this section we discuss a restaurant case study to test our verification ap-
proach. This is a simple composed model of two BOM components namely Cus-
tomer and Waiter. In step 1, Restaurant BOM is parsed and the corresponding
objects are generated and the model is transformed into PNML format using our
proposed algorithm. Figure 2a represents the sequence diagram of the restau-
rant. Statemachines of customer and Waiter are presented in Figure 2b where
as the generated PN is illustrated in 2c.

OrderFood

ServeFood

PayEil

GiveReciept

4‘;4 I:AAIZAAI:AAA

Fig. 2. a) Sequence Diagram b) Statemachine ¢)PN

When PN model is executed in PIPE simulator, a token is dispatched from
the Arrive place representing the arrival of a customer who orders food. But it re-
quires an available Waiter from Ready place to proceed. After Order Food transi-
tion is fired, one token will be produced to Waiting and the other will be produced
to Preparing Food, place. In the same way, all the interactions between customer
and waiter will continue, until the customers have reached Leaving whereas the
waiter goes back to Ready. In step 2, the reachability analysis module is initiated
and the final marking parameter [0,0,0,5,1,0,0] (i.e., all five customers leave the
restaurant and the waiter is back to ready) is given as input to distinguish it
from the dead markings. When the module completed the execution, it verified
that the model is deadlock free as only one dead marking was detected in the tree
which was exempted by the final marking parameter. The Reachability Tree can
be viewed at: http://web.it.kth.se/ imahmood/SimpleRestaurant.html. In
the tree each node (in blue) represents a marking and is denoted by a number
and transitions are the arrows connecting next marking. From the tree it can
be seen that node 50 (in green) is the only dead marking from where no further
transition is possible. Thus we verify that although the model terminates it does
not have a deadlock.
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12 Composability Test of BOM based models using Petri Nets

In a different experiment we introduced another component Kitchen in the
composed model. Same procedure was applied however it was noted that few
dead markings were detected because, there are some situations in which kitchen
is in the cooking place and can be released only when waiter takes food to serve,
whereas waiter is waiting for the kitchen to take more orders. This results in
a potential deadlock which may or may not occur depending on the sequence
of transitions fired. This potential deadlock is detected by our framework. The
figures of the PN model and reachability tree of this experiment cannot be
shown due to space limitations and can be viewed at: http://web.it.kth.se/
~“imahmood/Restaurant.html . We also encourage interested readers to view
more case studies at our web site: http://web.it.kth.se/~imahmood

4 Summary and Conclusion

In this paper we discuss composability test of BOM based compositions using
PN. We suggest an algorithm to transform a composed BOM model into a stan-
dard PN format known as PNML which can further be used with any PN analysis
tool that conforms to this standard. We however suggest using PIPE tool in our
framework and provide a technique to detect deadlocks in the composed model.
Finally we explain the entire process using a Restaurant case study.

We are further interested to consider alternative techniques in the PN to
extend the capability of our verification process, such as Timed PN and Colored
PN to test and verify more realistic system models. We also are inclined to apply
different state space reduction techniques to our framework in order to solve the
state explosion problem and optimize the verification process.

References

1. Chung, E., Kimber, T., Kirby, B., Master, T., Worthington, M.: Platform indepen-
dent petri net editor. Tech. rep., Imperial College, London, Project Report (2007)

2. Gustavson, P.: Guide for base object model (bom) use and implementation.
Tech. Rep. SISO-STD-003-2006, Simulation Interoperability Standard Organiza-
tions (SISO), Orlando, FL USA (2006)

3. Mahmood, I., Ayani, R., Vlassov, V., Moradi, F.: Statemachine matching in bom
based model composition. In: Proc. 13th IEEE/ACM Int. Symp. Distributed Sim-
ulation and Real Time Applications DS-RT ’09. pp. 136-143 (2009)

4. Murata, T.: Petri nets: Properties, analysis and applications 77(4), 541-580 (1989)

5. Peterson, J.L.: Petri nets. Computing Surveys vol. Vol 9, no. No. 3 (September
1977)

6. Petty, M.D., Weisel, E.-W.: A theory ofsimulation composability. Tech. rep., Virginia
Modeling Analysis & Simulation Center, Old Dominion University, Norfolk, Virginia
(2004)

Short Papers of the 22nd IFIP ICTSS, Alexandre Petrenko, Adenilso
Simao, Jose Carlos Maldonado (eds.), Nov. 08-10, 2010, Natal, Brazil.



A. Bertolino, E. Cartaxo, P. Machado, E. Marchetti and J. Ouriques 13

Test Suite Reduction in Good Order:
Comparing Heuristics from a New Viewpoint

Antonia Bertolino!, Emanuela Cartaxo?, Patricia Machado?,
Eda Marchetti!, and Joao Felipe Ouriques?®

{antonia.bertolino,eda.marchetti}@isti.cnr.it
STI-CNR, Via Moruzzi, 1, 56124. Pisa, Italy
{emanuela,patricia, jfelipe}@dsc.ufcg.edu.br,

2GMF-UFCG, Av. Aprigio Veloso, 882. Campina Grande, Brazil

Abstract. A new perspective in assessing test suite reduction tech-
niques based on their rate of fault detection is introduced in this paper.
This criterion, which is standard in assessing test-suite prioritization,
has never been used for reduction. Our proposal stems from the con-
sideration that under pressure testing could be stopped before all tests
in the reduced test-suite are run, and in such cases the ordering in the
reduced test-suite is also important. We compare four well-known reduc-
tion heuristics showing that by considering the rate of fault detection, the
reduction technique to be chosen when time is an issue might be different
from the one performing the best when testing can be completed.

Keywords: Heuristics, Test Ordering, Test Reduction

1 Introduction

Defining a suitable test suite that detects as many faults as possible is a challenge
to software testers. To address it, test requirements are often defined as coverage
criteria to be met, based on the assumption that a test suite that achieves the
coverage is an effective one. Moreover, due to resource constraints, a test manager
goal is to define a minimum such suite. In practice, test suites have a number
of redundant test cases, particularly the ones that are automatically generated.
In this sense, test suite reduction techniques have been investigated [1]. These
techniques aim at reducing the size of a test suite as far as the test requirements
can be reached. Therefore, test suite reduction is a key strategy to be applied
independently of the kind of testing to be performed.

However, even this reduced test suite can be too big to meet resource con-
straints, and the tester may still face the problem of selecting only a few test
cases. This issue has been mostly investigated in regression testing, where tests
have to be periodically re-executed. In this case, prioritization techniques have
been applied to define an order to execute the regression test cases by increasing
the chances of early fault detection during retesting [2].

Several recent studies have compared reduction techniques considering their
efficacy in decreasing test-suite size and their impact on fault detection effec-
tiveness. Chen and Lau [3] present guidelines for choosing the most appropriate
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heuristic-based technique according to the size of the reduced suite. Zhong et
al. [4] also consider genetic algorithms and the execution time of the suite. On
the other hand, Rothermel et al. [5] focus on fault detection capability. Regard-
ing model-based testing, Heimdahl and George [6] present a study based on
coverage criteria such as Variable Domain, Transition, Decision, Decision Usage,
MC/DC, MC/DC usage. Also considering coverage, Wong et al. [7] conclude that
representative sets regarding fault detection capability can be reached. Finally,
Harrold et al. [8] investigate separately two algorithms for test suite reduction
and one for test suite prioritization taking as test requirement MC/DC coverage.
Nevertheless, these studies analyze the reduced test-suite as a whole, without
considering the order in which the tests are executed.

We consider here test ordering during test reduction, which is different from
test prioritization during regression testing. The problem of executing first the
most effective test cases while covering test requirements can be handled by
following a test selection order based on the choices of the reduction technique,
since they usually pick one-by-one a test case from the original test suite. In
this sense, the best reduction technique to be applied in a particular context
would be the one that meets the test requirements and also chooses the test
cases in an order that favors the most relevant ones, particularly regarding fault
detection effectiveness. To the best of our knowledge, how the effectiveness of a
test reduction heuristic varies in relation to the number of test cases executed is
something that has not be analyzed so far.

This paper proposes a new viewpoint in evaluating test suite reduction tech-
niques by also considering the order by which test cases are selected (Section
2). For this, two real-world case studies are conducted by considering four well-
known reduction heuristics (Section 3). To evaluate the results, we measure the
rate of fault detection, which is commonly applied to assess prioritization tech-
niques. As a result, some techniques may be more effective in selecting up to a
certain number of test cases, even if they may not remain the best ones for a
bigger number of test cases up to the limit of the complete reduced test suite
(Section 4). Note that the goal is to illustrate that techniques can yield a different
performance regarding fault detection when ordered subsets are considered and
then to motivate evaluation of reduction techniques from this new viewpoint.
Providing generally valid conclusions on which heuristic is the most effective is
out of scope.

2 Background and Motivation

From Harrold et al. [1], considering generically a test requirement as a statement,
a block, a decision, and so on, a test suite reduction can be defined:

Given: A test suite TS, a set of test requirements Req = { Req1, Reqa, . .., Reg, }
to be covered, and subsets of T'S: T'S1,TSs,...,TS,, where each test case of
TS; can be used to test Regq;: A representative subset RS of T'S that satisfies
all of the Req’s must have at least one test case for each Reg.
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Fig. 1. Test Case Order

Thus the goal of test suite reduction is to construct a subset (RS) of the
original test suite that still provides 100% coverage of test requirements.

Considering test case prioritization, the problem can be defined as follows [2]:
Given: T'S, a Test Suite; PT'S, a set of permutations of T'S; and, f, a function
from PT'S to real numbers. Find: T'Sr € PTS |V T'Sr (TS € PTS) (T'Sn #
TSn ; f(TSr) > f(TSn).

The objective function is defined from the goal of the prioritization. Then, a
set of permutations PT'S is obtained and the PT'S’ that has the biggest f(T'S/)
is chosen. When the goal is to increase fault detection, there is a metric largely
used in the literature, named Average Percentage of Fault Detection — APFD.
The highest APFD value, the fastest and the best the fault detection rates [2].

Usually heuristics for test suite reduction and prioritization are used in iso-
lation. The ideal solution would be to maximize the number of failures detected
while selecting a subset of non-redundant test cases that covers all requirements.
To motivate such an approach, let us consider the same toy example presented
in [2], where a program is supposed to contain 10 faults and a test suite of 5 test
cases, called for simplicity (A,B,C,D,E), is available. When all test cases are ex-
ecuted, independently of their order, the percentage of fault detection is always
100%. To select the best prioritization technique, the APFD measure reached
by the associated combination of test cases has been proposed. According to [2],
the sets (A,B,C,D,E), (E,D,C,B,A), (C,E,B,A,D) yield respectively the following
APFD values: 50%, 64 % and 84%. Hence the third one is the best.

Now, suppose we apply three different reduction techniques on the same test
suite, obtaining the following reduced sets: TS1 = (B,E,D); TS2 = (A,E,B,C);
TS3 = (B,A,C,D,E), all reaching 100% requirements coverage. TS1 performs the
best in terms of test size reduction even if TS1 discovers the 70% of the faults,
while TS2 and TS3 detect the 100%. As shown in Figure 1, the best technique
considering the APFD measure would be TS3, but it is the one having the worst
performance in terms of test suite reduction. A practical compromise should
consider both the number of test cases executed and the rate of fault detection.

On the other hand, if for any reasons the test phase needs to be stopped
after only two test case are executed, recalculating the APFD of the first two
tests in TS1, TS2, TS3 the following results can be observed: TS1.r = (B,E)
detects 7 faults and reaches the 35.5% of APFD; TS2.r = (A,E) detects 5 faults
and reaches the 22.5% of APFD; TS3.r = (B,A) detects 4 faults and reaches the
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30% of APFD. In this case the best APFD belongs to TS1 and not anymore to
TS3. Thus if testing is stopped before all test cases in the reduced test-suite are
run, the ordering in the reduced test-suite is important for selecting the most
effective test strategy. This is why we propose to mix the concepts of reduction
and prioritization.

3 Case Studies

In two real-world case studies, provided by Motorola, we compared four well-
known test suite reduction heuristics — G, GE, GRE and H [3] — from the new
viewpoint. The idea is to measure the rate of fault detection to show that the
techniques based on these heuristics may present a different performance when
considering the progressive coverage of selected test cases up to 100% coverage of
the test requirements. For each application, Motorola Software Engineers elab-
orated the use case documents [9]. From these documents, Labelled Transitions
Systems (LTS) are generated and from these, the test cases are obtained by using
the LTS-BT tool [10]. We considered transition coverage as test requirement.

The applications selected for the case studies are: Application 1 — TaRGeT,
a desktop application — with 84 test cases that present redundancy (cover the
same requirement); and Application 2 — Direct License Acquisition, a feature
for mobile phone applications — with 28 test cases that present redundancy, but
each test case has at least one transition that is only covered by it.

The test cases were manually executed and the failures captured were associ-
ated with faults that can be detected by the suite. For Application 1, 13 faults
have been defined, whereas for Application 2, 2 faults have been defined.

We have 4 reduced test suites (one for each heuristic) to be compared. Each
heuristic was run 20 times. We collected the reduced test suite size for each
execution and the number of the failures. For Application 1, the average of
reduced test suite size for G, GE, GRE is 74 and for H is 74.45 and the number
of faults are for G, GE, GRE and H, respectively, 10.4, 10.4, 10.5 and 10.75. For
Application 2, the heuristics did not reduce the test suite, since each of the 28
test cases has at least 1 transition that is covered only by it. So, all heuristics
kept on the reduced test suite the same number of test cases of the original test
suite and, consequently, the rate of fault detection is not decreased.

To evaluate fault detection effectiveness, we constructed box plots to show
the distribution of faults in 20 executions. For lack of space, we only report
the box plots obtained for Application 1 respectively for heuristics GE, GRE,
Greedy and H (Figure 2-5).

For Application 1: if the tester is able to execute only 1-5 test cases, then
GE and GRE is the best choice (1 fault detected when compared to 0-1 for the
others). From 6-20 test cases, G is the best choice (from 3 to 7 faults when
compared to from 2 to 6 for the others), whereas for more than 20 test cases,
H is the best choice. For Application 2: if the tester is able to execute only
1-10 test cases, then H is the best choice (1-2 faults detected when compared
to 0-1 for the others). For more than 10 test cases, GE and GRE are the best
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choice (always detect 2 faults). It is important to highlight that GE and GRE
heuristics present the same behaviour for all positions.

From these case studies, it can be noticed that by analysing the rate of
fault detection, it is possible to observe which technique can be more effective,
depending on the goals of the tester. Some techniques are more effective when
only the first selected test cases can be handled, whereas others improve their
performance as more test cases are considered.

Of course, the results observed cannot be generalised to other applications
different from the two case studies considered here. The presented case studies
are just meant to illustrate the differences that may arise. Wider experiments
need to be executed to get more general conclusions.

4 Conclusions

Common practice to compare reduction techniques considers that all the test
cases in the reduced test suite will be executed. However, if under budget con-
straints testing is stopped in advance than planned, the test methodology chosen
for selecting the test cases during the planning could not be anymore the best
choice. In this paper we showed how the fault detection effectiveness of the re-
duction heuristics could change when testers are forced to drastically reduce
the number of test cases scheduled for a certain software. We considered four
well-known reduction heuristics — G, GE, GRE and H — and measured their
progressive rate of fault detection on two real-world applications.

The analysis of the case studies evidences how the performance of the four
heuristics can be really influenced by the number of the test cases executed.
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6 Test Suite Reduction in Good Order

Of course the studies performed so far cannot be used for general conclusions
and further investigations are necessary. Our goal was to show that the metrics
adopted so far for assessing the relative effectiveness of various reduction ap-
proaches probably do not completely match a reality in which the testing phase
can be shortened depending on time and cost constraints. Our results suggest
that probably a new way of measuring the performance of various heuristics
could be necessary. Identifying such a new assessment approach is part of our
future work as well as executing more case studies and experiments.
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Abstract. Some strategies were introduced in the literature to decrease
mutation test costs, and to determine sets of essential mutation opera-
tors to reduce the number of mutants to be executed without decreasing
the mutation score. However, the operator selection, in practice, may
include real constraints and is dependent on diverse factors. In fact this
is a multiobjective problem, that is, this problem does not have a single
solution. Different sets of operators exist for multiple objectives to be
satisfied, and some restrictions can be used to choose among the existing
sets. To make this choice possible, we introduce in this paper a multiob-
jective approach based on a Tabu search algorithm. The algorithm was
evaluated in a set of C programs and generated a set of solutions that
dominate the solutions obtained by other traditional strategies.

Keywords: fault-based test, essential mutation operators

1 Introduction

The mutation score is an important measure to evaluate the quality of the test
cases. It is usually obtained by executing a lot of mutant programs generated by
a set of operators that describe faults. However, for a program, some operators
can generate unnecessary and redundant mutants, associated to test cases that
do not contribute to increase the score, and are not supposed to reveal additional
faults. This makes mutation test very expensive, and to reduce its costs, some
strategies were proposed. For example: Randomly Selected X% Mutation [1];
Constrained Mutation [9]; and N Selective Mutation. Other works investigate
the determination of essential operators for Fortran [7] and C languages [2, 8]
to reduce the number of mutants to be executed without decreasing the global
score.

However, the mentioned works that address the selection of essential opera-
tors present some limitations. The first one [6] is that the experiments described
by most works were conducted by using small programs with simple data and
control structures. Another problem is that the strategies to determine the set

* This work is partially supported by CNPq
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of operators are empirical, and provide at the end only a specific set of essential
operators, to maximize the mutation score with a low number of mutants. They
are not able to generate different good sets according to different objectives. The
operator selection, in practice, may include real constraints and is dependent on
diverse factors besides the number of mutants and score, such as: number of test
data, execution time, number of revealed faults, number of equivalent mutants,
and so on. In fact this is a multiobjective problem, that is, this problem does not
have a single solution. Different sets of operators exist for multiple objectives to
be satisfied, and some restrictions can be used to choose among the existing sets.
According to the test objectives and resources, we can desire to use a different
essential set of operators that prioritize a certain factor.

To make this choice possible, we introduce in this paper a multiobjective
Tabu-search algorithm. To allow comparison with the traditional strategies, we
illustrate the use of the algorithm in the unit test of real C programs, with
two objectives: number of mutants and score. Graphical analysis shows that
the solutions presented by the algorithms are better than the solutions of the
traditional strategies considering both objectives.

This paper is organized as follows. Section 2 introduces the multiobjective
formulation of the mutant operator selection problem and describes the imple-
mented algorithm. Section 3 presents experimental results. Section 4 concludes
the paper and presents new directions of research.

2 The Multiojective Approach

Optimization problems with two or more objective functions are called multiob-
jective. In such problems, the objectives to be optimized are usually in conflict,
which means that they do not have a single solution. In this way, the goal is to
find a good trade-off of solutions that better represent the possible compromise
among the objectives, that is, solutions that are not dominated by any other in
the objective space. A set of non-dominated objective solutions is called Pareto
optimal and the set of all non-dominated solutions is called Pareto Front.

We can observe that the problem of selecting a set of operators is in fact
multiobjective. It may involve a number @) of different objectives to be optimized:
mutation score, number of test cases, number of mutants, number of equivalent
mutants, number of faults to be revealed, execution time, and so on. Given a
program P, a set of mutation operators O, and a vector of ) objective functions,
fi,i = 1...q. The problem is to find a subset O’, such that O’ is the Pareto optimal
set with respect to the objective functions, f;,i = 1...q.

The chosen representation for the problem is simple, with the solution being
represented by a vector whose positions assume an integer number in the interval
[1, N], being N the number of the mutation operators. Each operator can not
appear more than once in the vector.

However, the front is dependent on the program, but, it is very expensive
to execute the optimization algorithms every time that the test occurs, because
of this, the essential sets of operator can be previously established from the
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analysis of different fronts obtained for similar programs (in the same application
domain). To allow comparison with traditional strategies, in this work, we will
take a benchmark, composed by six C programs from the same domain and will
consider unit test and two objectives: number of mutants and mutation score.
Hence, the problem is the search for sets of mutation operators that maximize
the mutation score and minimize the number of mutants.

The Tabu Search approach was proposed by Glover [4] to allow hill climb-
ing and avoid local optima. The basic principle of Tabu Search is to pursue
the search whenever a local optimum is encountered by allowing non-improving
states. Cycling back to previously visited solutions is prevented by the use of
memories, called tabu lists, that keep the recent history of the search. In [3]
a Multiobjective version of the Tabu algorithm was proposed, the MTabu al-
gorithm (Multiobjective optimization using Tabu search), which runs over a
neighborhood using Pareto’s concepts. The algorithm works with the following
lists: candidateList - List that receives all the non dominated neighbors of the
current solution; paretoList - List that contains already explored non dominated
solutions; and tabuList - List that keeps all explored solutions.

The MTabu algorithm (see Algorithm 1) begins generating a random solution
(SeedSolution). This solution, called currentSolution, is expanded and the
neighborhood is kept in candidateList. After then, paretoList and tabulList are
updated with the currentSolution. These steps are an iteration of the inner
loop. This inner loop is repeated a number of times depending on the maximum
number of iterations (max_iterations). An external loop controls the number of
different randomly generated solutions (maxseed) to be explored.

Algorithm 1 Pseudocode of MTabu.

Initialize numberseed, candidateList, paretoList, tabulList;
while numberseed < mazseed do
counter = 0; currentSolution = SeedSolution(numberseed);
while counter < max_iterations do
for i = 1 to neighborhoodSize do
candidate = neighbor(currentSolution);
if (not contains(tabuList, candidate)) then
Evaluate(candidate);
Update(candidateList, candidate);
end if
end for
Update(tabuList, currentSolution);
Update(paretoList, currentSolution);
currentSolution = randomlySelectedCandidate(candidateList);
counter =+ ;
end while
numberseed =+ ;
end while
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3 Experiments

We used a set of C programs from SIR [5]. These programs have been used as
benchmark for many software testing works [6]. All the test data available in the
repository were submitted to Proteum, version 1.4 (Linux), and the 71 operators
of this version were used. The alive mutants were considered equivalent. The
test cases that did not contribute to increase the mutation score in the order of
execution were also discarded. At the end, we obtained for each program a test
set T that we will call M-adequate.

We applied some well known strategies to reduce the number of mutants.
Each strategy applies a subset of operators, O' C O, which generates a number
M’ of mutants. After this, we determined a set 7V C T that is M’-adequate,
that is, test cases of T that really contribute to increase the mutation score in
the same initial execution order. The score obtained considering M and T" was
then calculated and used in the comparison.

In the sequence, we provide a brief description of how the sets O’ and M’ for
each strategy were obtained: a) Randomly Selected X% Mutation: this strategy
was implemented to randomly select 10%, 20% and 40% of the mutants gener-
ated by each mutation operator. Hence, O' = O; b) N Selective Mutation: we
considered three values for N: 5,10 and 20. Then, the mutants generated by
N = 5 operators that generated more mutants were excluded from the total
set M, and a set O was used, with (O — 5) operators. Similarly for the other
values of N; c¢) Essential operators for unit test from Barbosa et al [2]: using
the following set of operators: {SWDD, SMTC, SSDL, OLBN, ORRN, VITWD,
VDTR, CCCR, CCSR}. In this case O’ = 9.

The Tabu-search algorithm was run ten times with: mazseed=5; max_itera—
tions= 500; tabulListSize=20; neighborhoodSize=10. The Tabu fronts are dis-
played in Figures 1 to 6, and are used in the comparison with the traditional
strategies. To a better visualization, some strategies with bad results do not ap-
pear in the figures. We represent only the best points from the applied strategies.

For printtokens, the best coverage result of the traditional strategies was
obtained by the Selective (N = 5) (score equal to 1), but, the number of mutants
is very high (1774), because of this, the correspondent point is not displayed in
the graph. MTabu reaches the same coverage with a lower number of mutants
(525). This result is also better, in terms of coverage and number of mutants, than
the results of Random (N = 20%), Random (N = 40%), Selective (N = 10) and
Essential operators. The strategies Random (N = 10%) and Selective (N = 20)
have results with lower number of mutants but lower coverage too, in this case,
the solution of MTabu (with score = 0.9987 and number of mutants = 271)
dominates both.

For printtokens?2, the best coverage result of the traditional strategies, was
obtained by using the Essential operators (score equal to 1), but again, the
number of mutants is very high (1221). MTabu reaches the same coverage with
a lower number of mutants (535). This result is better than that ones of Random
(N =20%), Random (N = 40%), Selective (N = 5) and Selective (N = 10). The
strategies Random (N = 10%) and Selective (N = 20) have results with lower
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number of mutants but lower coverage too, in this case, the solution of MTabu
(with score = 0.9988 and number of mutants = 195) dominates both.

The remarks made above are valid to the other programs. For schedule, the
best results of the traditional strategies, in terms of mutation score, was obtained
by Selective (N =5) (score equal to 0.9989) with a high number of mutants
(907). MTabu reaches the score equal to 1 with a lower number of mutants
(690). This result is better than that one obtained by Random (N = 40%). The
other strategies have lower coverage and always it is possible to obtain better
results with MTabu as observed in Figure 3. In sum, from all figures we observe
that the results provided by the traditional strategies are always dominated by
the results of MTabu.
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4 Conclusions

This paper described a multiobjective algorithm using Tabu search (MTabu)
to the mutation operator selection problem. To allow comparison with the tra-
ditional approach, two objectives were used: number of mutants and mutation
score. The results provided by the traditional strategies are always dominated
by the results of MTabu, or in other words, there are a lot of solutions that are
better than that ones obtained by the traditional strategies. Differently of the
traditional strategies, the approach allows that other factors that may influence
the selection can be considered. Each solution represents a set of operators, and
by analysing the fronts, different sets of essential operators can be generated. A
set should be chosen according to the real test restrictions. If the tester is inter-
ested in a balance among the objectives, all the solutions can be used. However,
if an objective has higher priority, the best solutions considering such objective
should be taken.

A procedure to determine a set of essential operators according to priorities
given to each objective is now being automated, and other evaluation experi-
ments should be conducted. Now, we are investigating the use of three objectives
considering the minimization of equivalent mutants. Other research directions
include to evaluate objective functions related to the characteristics of the pro-
grams being tested, and to explore the use of the approach in other contexts,
such as: mutation interface and Java programs.
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Abstract. In this paper, we handle the problem of conformance testing
for data-flow critical systems with time constraints. We present a formal
model (Variable Driven Timed Automata) adapted for such systems in-
spired from timed automata using variables as inputs and outputs, and
clocks. In this model, we consider urgency and the possibility to fire sev-
eral transitions instantaneously. We present a conformance relation for
this model and we propose a test generation method using a test purpose
approach, based on a region graph transformation of the specification.

1 Conformance testing with VDTA

We define the conformance testing relation tvco for Data-flow reactive systems.
such systems are characterized by the fact that they interact with their environ-
ment in a continuous way by means of continuous input and output set of events
(taking their values in (possibly) infinite domains), while obeying some timing
constraints. In this framework, continuous means that the values of the inputs
events can be updated at anytime, while the value of the outputs events can
always be observed. We choose to model our sytems by Variable Driven Timed
Automata (VDTA) [7], a variant of timed automata [2] with only urgent tran-
sitions (i.e fired as soon as constraints are true). VDTA rather uses variables
communication mechanism than synchronising actions. We first introduce the
VDTA model and then our conformance relation tvco.

1.1 Variable driven timed automata (VDTA)

Given a set of variables V, each variable V; € V ranges over a (infinite) domain
Dom(V;) in N, Q4 or R;. We denote G(V') the set of variable constraints defined
as boolean combinations of constraints of the form V; > ¢ with V; € V, ¢ €
Dom(V;) and <€ {<,<,=,>,>}. For a set V, a variable assignment for V is
a tuple IT;cp. ) ({Vi} x (Dom(V;) U {L})) and we denote by A(V) the set of
variable assignments for V. Given G € G(V) and a valuation v € Dom(V'), we
write v |E G when G(v) = true. Given a valuation v = (vy,--- ,v,) of V and
A € A(V), we define the valuations v[A] as v[A](V;) = cif (V;,¢) € Aand ¢ # L,
and v[A](V;) = v; otherwise. Intuitively, (V;, ¢) of A requires to assign ¢ to V; if ¢
is a constant from Dom(V;); otherwise ¢ is equal to L and no access to V; should
be done. The identity Idy € A(V) lets unchanged all the variables of V. We
define the constraint G[A] = {v[A] | v = G}. Projv,(G) denotes the constraint
such that (v1,--,vi—1,Vi41,+ ,vn) E Projy,(GQ) iff Jv; € Dom(V;) such that
(v1,-++,v,) E G. We extend it to a subset V' of V and we denote it Projy(G).

* This work was supported by French National Agency ANR Testec Project.
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Definition 1 (VDTA). A Variable Driven Timed Automaton (VDTA) is a
tuple A = (L, X, 1,0,1°,G°, A4), where L is a finite set of locations, [° € L
is the initial location, G° € G(I,0) is the initial condition, a constraint with
variables in IUO and transitions in the transition relation Ay C LxG(I,0, X)X
AO)x 28X x L : (I,G, A, X,lI') € Ay is a transition such that

- G € G(I,0,X) is a boolean combination of elements of G(I), G(O) and

G(X) whereas A € A(O) is an assignement on output variables.
— X € 2% is a set of clocks that are reset when triggering the transition.

In the sequel, we write [ GAX 1 When (I,G, A, x,l'y € Ay, Ais deterministic

if Gy is satisfied by at most one valuation (i°, 0"); and for all [ € L, for all Gy, G2

such that [ M) l; s.t. Gy # G, Gy NGs is unsatisfiable. A state of a VDTA

as above defined is of the form (¢, i, 0, z) where ¢, 0 and x are valuations of input,
output and clock variables. A valuation v € Dom(V') is simply a function that
returns the values of the variables in V. If A € A([) is an assignement on input
variables, the valuation i[A] change the value of input variables according to the
assignement. If z is clock valuation, & is a subset of clocks, and 6 € R, a delay,
the valuation 2 + § add 4 to each clock value and the valuation z[X’ < 0] resets
from x all clocks in X. These notions are standard in the literature.

Definition 2. The semantics ofa VDTA A= (L,X,I,0,1°G° AL),isa TTS
defined by the tuple [A] = (S, s ) —>> where S = Lx Dom(I)x Dom(O) x R
is the (infinite) set of states, s® = (l0 i0,0%, 20) is the initial configuration where
20 is the clock valuation that maps every clock to 0 and (i° 0°) is the only
solution of G°, ¥ = A(I) U A(O)URY is the (infinite) set of actions, and — is
the transition relation with the following three types of transitions:

1 (l,i,0,x) ER (I',i,0[A], z[X « 0]) if there exists (I,G, A, X,l') € Ag such

that (i,0,z) = G,

2 (l,i ox)f%(,z[A] o,z) with A € A(I) ifV(I,G, A", X,l") € Ay, (i,0,2) = G.
T3 (1,4,0,7) 5 (I,i,0,x + &) with § > 0 if for every &' < &, for every symbolic

transition (I, G, X", I') € A4, we have (i,0,x + ") = G.

The environment (e.g. the tester) of a system modeled by a VDTA observes all
the variables; it can assign a value to an input in I by performing a transition
of type T2. Only the system can assign values to outputs in O by performing a
transition of type T'1. Transitions in A are urgent and output-update transitions
T1 are taken prior to input-update T2 and time-elapsing T3 transitions.

Notations. We denote —, for transitions of type T;,i = 1...3. Out(s) = o
gives access to the output value of [A] in state s = (,7,0,2) € S. We write
s 2 when there exists s’ such that s 2 s otherwise we write s 7@ The latter
notation is standard and it extends to sequences in X*. A run is a sequence of
alternating states and actions s = sgays1 - - apSy in S.(X.5)* such that Vi >
0,8 3 s;11. Run(s, [A]) denotes the set of runs that can be executed in [A]
starting in state s and we let Run([.A]) = Run(s’, [A]). The trace p(r) of a run
r = S$pa181 - anSy i given by the sequence p(r) = Projs(r) = ay---a, € X*.
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Tr([A]) = {p(r)|r € Run([.A])} is the set of traces generated by A. We note
CoReach(S) the set of states from which S can be reached in [A].

Stable VDTA. Thanks to their priority, several output-update transitions can
be triggered in null delay. A stable state is a state from which no output-update
transition can be fired. Formally a state s of [A] is stable whenever for every

A€ A(O), s 7ﬁ> To leave this state, either the input values need to be updated
or we need to let the time elapse. A stable run is a run that ends in a stable
state. A VDTA A is stable if there is no loop of unstable states in [.A]. In the
sequel, we shall only consider stable VDTA.

Relation with other models. Timed automata [2] and most of its extensions
(with delayable, eager [3], lazy transitions and variables [1] or UPPAAL model)
use synchronising actions even for passing variable communication values. But
the use of synchronising actions is not adequate for variable-based communica-
tion systems as the models should describe all synchronisations with the envi-
ronment and they become rather unclear and big. To our knowledge urgency
and variable passing mechanism are not accurately studied in timed systems for
model-based testing. Results in [3] show that timed automata and urgent timed
automata (with only clock variables) are equivalent in a language point of view.

1.2 Conformance testing relation

Conformance testing consists in checking that an implementation exhibits an
observable behavior consistent with its specification. The main idea of confor-
mance relation is that all observable behaviours of the implementation have to
be allowed by the specification. Especially:

1. An implementation is not allowed to update a variable in a time (too late

or too early) when it is not allowed by the specification.
2. An implementation is not allowed to omit to change a memory-variable at
the time it is required by the specification.

A general conformance testing activity consists in executing sequences of input
and delays and in checking whether the output of the implementation coincide
with those of the specification. The tioco relation [5] (a timed extension of
ioco [9]) requires to observe all synchronising output actions on sequences (even
of duration equals to zero) whereas the conformance relation for VDTA consid-
ers the values of outputs in states where many assignements on outputs (state
changing) can occur in zero time unit. Each of these output assignement can or
cannot be observed depending on the granularities (frequency) of clocks of the
tester and the implementation. We assume the same granularity and thus the
outputs are observed only when the implementation is in stable states. Given a
stable state s, we will thus be interested in the next stable states (or a singleton
if the VDTA is deterministic) the implementation can reach from s after the
execution of an input-update A; € A(I). Given two stable states s,s’ € S, we
write:

Ai . . i 5 . .
— s => ¢ if there exists a sequence o € A(O)* s.t s SN s’ ie. s is
the unique stable state that can be reached from s after updating the input
variables with A;, only triggering urgent transitions in zero time unit.
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— s=% ¢ if there is a sequence 0 = 0y --- 0, € ({Ido} UR,)* s.t s = 5" and
0 =D 5,eProjo(s) 0i» i-6. s s the stable state that can be reached by letting
the time elapse during § units of time with no observable output update.

The timed transtion system Obs(A) = (S, s%, A(I)UR,,==) is inductively gen-
erated from [A] by starting from s (that is supposed to be stable) and by using
the two previous rules. We let ObsRun(A) = Run(Obs(A)) and ObsTr(A) =
Tr(Obs(A)) denote the set of observed runs and observed traces of A. Finally,

we define s Safter a = {s' | s = s’} and A Safter a = s° Safter a.

We assume that the implementation Imp and the specification A are both mod-
eled by compatible VDTA (i.e. they share the same input and output variables).

Definition 3. Imp conforms to A (Imp tvco A) whenever
Vo € ObsTr(A), Out(Imp Safter o) C Out(A Safter o)

This relation intends to check if the values of output variables of the implemen-
tation are correct after any sequence made of assignments of input variables or
time elapsing. The tester can observe all output variables of the implementation.
The tester can only update the input variables of the implementation or let the
time elapse. Note that the blocking aspect as in [9] is not considered so far.

2 Reachability analysis

When testing, it is sometimes useful to target some particular states of the
systems. To do so, we shall use a backward reachability analysis algorithm on the
so-called timed abstract graph based on the known region abstraction [2]. We let
Reg(X) be the finite set of clock regions with respect to K, the maximal constant
clocks in A are compared with. [z] denotes the clock region that contains x, and
[r] denotes the set of clock valuations whose clock region is equal to r. I_Succ(r)
denotes the immediate successor of r. A region can be represented by a diagonal
clock constraint that involves comparisons of two clocks. If r is a region, then G,

denotes the unique atomic (smallest) clock constraint such that r C [G,]. Given
a location ¢ and a region r, Gds4(¢,r) = {G | £ SAY p and [r] € [G]}is

the set of constraints whose timing part is satisfied by r.

Definition 4 (Time-abstract graph). The time-abstract graph (TAG) of a
VDTA A as above, is the VDTA RG(A) = (Reg(A), X, 1,0, ({°,1°%),G° Agg)
where Reg(A) = L x Reg(X) is the set of locations of RG(A), The transition
relation, Arg C Reg(A) x G(I,0,X) x A(O) x Reg(A) is such that:

U1 (¢,r) DX ONGAX oy i 30 GAY gy 1] C [Projioo(G)],
' =r[X + 0]

G’ G, 1do,
Uz (0,r) SLG 100,

(€,r") with G' = ﬁ(VGEGdsA(Z,r) Projx(G)), r" = I_Suce(r)

Our backward reachability algorithm for deterministic VDTA works on RG(A)
instead of [A]. It computes predecessors from which we can reach the target
configuration of RG(A). A configuration of RG(.A) is of the form (¢, G) where
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q is a state of RG(A) and G is a constraint of G(I,0). We consider urgent
abstract predecessors (aPred,,), time-elapsing abstract predecessor (aPreds) and
input-update abstract predecessors (aPred.) defined over as follows:

. . G',a,Y
aPred,(q,G) = {(¢, Projx(G') A Projyar()(G) | ¢ ———u, ¢

A Projrux (G')[a] € Proj(G)}

. G’ I1do,D
aPTed(;(qv G) = (Q7 G) U {(q/7 PTO]X(G/) NG | q/ .—O°_>U2 q}

aPred.(q,G) = (¢, (= VG/EGdsA(q) Projx(G")) A Proji(G))

We consider aPred(Q,G) = aPred,(Q,G)UaPreds(Q, G)UaPred.(Q, G) where
aPredy(Q,G) = quQ aPredy(q,G) for 6 € {u,i,6} and a set of configurations
Q. Finally, CoReach,(Q,G) = pX.(Q,G) U aPred(X).

Proposition 1. Given ¢ = (I, [z]) and G € G(I,0), CoReach,(q,G) is effec-
tively computable.

Q =L x Reg(X) x Cps(I,0) where Cps(I,0) denotes the set of constraints on
input/outputs the maximal constant occuring in them is lower or equal to M,
is finite and aPred : 22 — 29 is monotonic. Using fixpoint computation results

in [8], we get the termination of the computation of CoReach,. Proposition 2
allows to use CoReach, in RG(A) instead of CoReach in [A].

Proposition 2. Let G' € G(I,0) be a constraint. It holds that
(I,i,0,2) € Coreach(l',G" A [2']) iff (1, [x]),,0) € Coreachy((I,[2]),G")

Note that Zones [4] can also be used for the analysis of VDTA provided a so-
phisticate construction to handle the urgency in the model. For practical issues
zones are more suitable but regions are adequate for a theoretical issues.

3 Automatic test generation

In the sequel, specifications are deterministic. The test selection is based on Test
Purposes (TP) that allow to select behaviors to be tested from the specification.

Definition 5. A test purpose TP of a specification A = (L, X,1,0,1° G° A4)
is a deterministic VDTA (S, XUX',1,0,5°,G°, Arp) such that: S is a finite set
of locations with a special trap location Acceptrp € S, s° is the initial location; I,
O and X are respectively the input, output and clock variables of the specification;
the initial condition G° € G(I,0) is the one of A; X' is the set of clocks with
X'NX =0, the transition relation® is App C SxG(I,0,X, X")x Ido x2X xS,

TP is non intrusive with respect to the specification: it does not reset clocks of
the specification S and does not assign new values to the output variables. Test
purposes are complete, meaning that whatever is the observation of variables or
clocks either a transition is taken or the current location does not change. The
derivation of test cases proceeds in two steps:

Step 1. Product of the specification 4 and the test purpose TP

3G €G(1,0,X,X') if G is a combination of elements of G(I), G(O), G(X) and G(X")
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Definition 6 (Synchronous product). Given A = (L, X,1,0,1°,G° A4) a
specification and a test purpose TP = (S, X' U X,1,0,s° G°, Arp), the syn-
chronous product of A and TP is the VDTA AXTP = (Lx S, XUX', T,0,(1°,s°),
G°, ApxTp) where AaxTp is defined by the following rules (Ri, Ra, R3):

GNGs,AX . . . G,AX
Ra: (l,s) ———= (I';s) with Gs = Ngregrp(s) "G iff there is | —=——= U
GING Ido, X' G,Ido, X'

Ra: (l,s) —————— (L,§") with Gi = N\greg o) G ilf there is s ———— 5’
GG ' . G,A, G’ Ido X’

Rs: (1,s) GNG o, XOX, (1,8") iff there arel GAX 1 and s L0

An output-update transition can be performed either exclusively in the spec-

ification (R1), or exclusively in the test purpose (Rg2), or simultaneously in

both systems (R3). We can show that Tr(A) = Tr(A x TP) and ObsTr(A) =
ObsTr(A x TP). The set of locations of the form (I, Acceptrp) is denoted Acc.

Step 2. Symbolic test case selection and execution. Let Pass be the
set of locations of the form (Acc,r) in RG(A x T'P). Locations of RG(Arp) are
tagged with adequate constraints on the input/output variables when computing
CoReachq,(Pass). A symbolic test case is a path from the initial location of
RG(AxTP) to alocation in Pass. The execution of a test case consists, in each
location, to select an input or a delay that satifies the tagged input constraint or
allows to change the region. An implementation I'mp passes a test case if and
only if any test run leads to a pass verdict. Similar to [7], we can show that our
algorithm for a specification A and for all test purposes T'P is complete w.r.t.
all possible test cases and the relation tvco.

4 Concluding Remarks

We described an adapted conformance relation and a model-based testing frame-
work with test purposes for reactive systems modeled by VDTA. A long version
of this paper is available in [6].
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Abstract. In the development of software for control systems, code is
often generated based on models from tools like Simulink. A central ques-
tion for this approach is in how far model and implementation exhibit
the same behavior up to tolerable differences. As this behavior is de-
scribed by continuous signals, the choice of the best relation describing
such an identity is not obvious. In this paper we discuss how to detect
similar signal properties shifted in time by analytically calculating the
cross correlation of piecewise interpolated sampled signals.

1 Introduction

In the development of software control systems, models and simulations of both
the physical system (plant) and the software control system (controller) are
used extensively, a prominent tool being Matlab/Simulink [1]. The importance
of testing embedded software is a widely discussed topic, in particular their pe-
culiarities, e.g. continuous variables of the controlled systems, or automatically
generated code from models [1-3]. As pointed out in [4], models and generated
code can behave slightly different in regard to, e.g. continuous variables’ value
or unwanted time shifts. The question arises to which extend differences in con-
tinuous behavior are tolerable, and when signals are to be treated as different.

In our back-to-back-test approach, we treat both model and generated code
as black-boxes, i.e. we base our notion of similarity on the observable behaviour
and do not consider the inner structure. Instead, we try to compare in how far
the implementation behaves similar to the original model up to tolerable dif-
ferences. These can be slight differences in the actual values, or time-shifts in
the signals. The question arises how to compare continuous or at least quasi-
continuous signals originating from simulations. As suggested in [5], we define
and identify mathematical characteristics in the signals and evaluate the differ-
ences between them. In existing work, the evaluation of differences is based on
pointwise equality [5, 6, 3.

The problem of tolerable differences can be addressed on different levels of
abstraction. In this paper we focus on the recognition of signal properties shifted
in time, where we base our comparison on the exact simulation data. We present
an intermediate result of our work still in progress, with which we evaluate the
time shift between a property in signals by calculating the cross correlation of
interpolated signals analytically.
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In the following section we briefly present the background of the methods
we are to apply, including related work. We discuss our approach in Section 3,
followed by some exemplary results of our work. We conclude by showing in
which direction we are about to continue our efforts.

2 Background

Modelling tools used in embedded system development, e.g. Dymola, Simulink,
use so-called solvers to simulate the models’ behaviour. As the name indicates,
a solver solves the differential equations representing the model, and chooses
the adequate points on the time scale to do so. In this paper, we use Simulink
as an exemplary modelling tool. Although the variables in Simulink are treated
as continuous over time, the variable data becomes sampled by this type of
execution. Depending on the solver, the sampling rate is either fixed or variable.!

There is a need of safeguarding that code and original model behave similarly.
The idea of comparing signal properties is discussed in [5, 6], but usually the
signals are compared on pointwise equality. Little is said on methods that judge
if shifts between function values are acceptable. This is where we contribute with
this work, which is also a continuation of our efforts so far [7].

In order to detect and recognise potentially time-shifted properties in both
signals it is crucial to compare data at the same points in time. We decided
to resample the signals by interpolating the signal between the originally sam-
pled data. The existing interpolation methods can be divided in two groups:
(i) methods filling up the data between the given points with one function for
all intervals, (ii) piecewise methods using one function per interval. We examine
several methods with regard to the properties we expect in the following section.

Cross correlation is a well-known method for comparing statistical series,
analysing signals, etc., where it is used to evaluate the similarity of shifted data.
In spite of that, we are not aware of any application of cross correlation on
comparison of simulation and test results in the domain of control systems.

For the computation of the cross correlation of two continuous signals, their
functions are shifted by 7, the product is integrated afterwards:

Tp/2
Ryy(7) = lim 1/_ () yt — 1) dt (1)

Trp—o0 TF TF/Q

=1

Cross correlation of discrete series is usually calculated in a different way. For
example, Matlab offers the function xcorr for the cross correlation of two arrays:

N—m—1

. Tntm¥y m >0

Rzy(m> = Ango mY (2>
Ry (=m) m <0

! Further information on solvers and other Matlab-related  topics:
http://www.mathworks.com/access/helpdesk/help /helpdesk.html
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As we can see in (2), xcorr shifts the series by their position in an array, denoted
by m. Data sampled at a non-equidistant sample rate is not shifted by a known
interval of time 7, instead every point’s shift depends on the time differences
chosen by the solver. In Section 4, we show that this leads to incorrect results.

3 Comparing Time-shifted Signal Properties with axcorr

Our approach consists of two steps, namely interpolating missing signal values for
equidistant sampling, and computing the cross correlation of these interpolated
signals. Starting with polynomial interpolation, we examine several interpola-
tion methods if they suit our needs. Amongst others we need an interpolation
technique which can deal with singular jumps, non-periodic phenomena, and
non-zero signals of finite length. A special case are so-called step responses,
since often one half part is interpolated well, while in the other only the data
points themselves lie on the resulting function. The step response is commonly
used to test physical systems where the system’s input changes from constant 0
to x # 0 at a given point of time.

Whereas interpolation techniques which interpolate the whole signal with the
same function can achieve good results in the center of the signal, they tend to be
unstable on the borders, e.g. high degree polynomials, sums of sine functions, etc.
Piecewise interpolation methods prove to be closer to the original signal (Fig. 1),
thus being better suited for our purposes. Piecewise linear interpolation is the
technique that is easiest to apply and provides decent results, while piecewise
Hermite polynomials and cubic splines are more complicated but provide better
results with respect to continuity of the resulting function. For these reasons
we interpolate the signal data with piecewise methods, for the beginning we use
piecewise linear interpolation.

Dg_ B zampled data
: reference

o5l | e oo | © —_— . . . T —
: fourier : : : : : : : X
""""" linear (pw)
— =~ hermite

: cubic spline : : : : : :
02 ............ T iaamaEEaa0s ............... Soanooanoonnog ............. fo g -

Dx‘l—

n2F

04 I ............. I .............. e I .............. i I .............. I .............. fpEoaEa0aea00s I .............. N I_

Fig. 1. Comparison of several interpolation techniques. Sampled data origins in a signal
switching from constant 0 to ;—0 sint at t = 0.
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The interpolated data of the signals obtained from both model and code is
used to compute the cross correlation. We do not use the xcorr function pro-
vided by Matlab, but implemented a new algorithm using an analytical solution
for the cross correlation integral I in (1). We make use of the fact that our func-
tions are piecewise polynomials and that on each interval between two successive
data points their coefficients stay constant. For each value of 7 we compute an
increasing sequence of points of time T(7) = (%o, . ..), whose elements origin from
the union of both signals’ sets of points of time 7, and Ty(7) = T, + 7, Ty(7)
being the shifted version of 7,. We limit T(7) by the smallest and largest element
T. and T, (7) have in common, the difference of these defines 7% in (1) which
serves as normalisation factor. By this, the polynomials’ coefficients remain con-
stant in the further computation, z;(t) = xy,; for t € [t;,ti41] (yy,; is defined
analogously). We use the sequence T(7) to subdivide the integral I from (1) in
following way:

IT]-1

G4 M ) .
I= Z/ 3. wi(t)t oyt —7) (¢ 7)) dt
=0 Yt 4 j=0
[Zl-1 n
z+k+1 —k .
=S v mz ( ) with 0 = tp1 — & (3)
= = z+k+1

In the end we obtain a polynomial of 7 with the same order n as the original
interpolation polynomial.

-1 n 4 j
1 k
Ti Z Z i+ k + 1 ( >l‘tlﬂy’tl TJOH_ +1 (4>
1=0 4,j=0 k=0
= 7 tl,iytl—T,T' 7_8 (5)
Tk = = \= 2 —|— r—s+1

Since our signals have finite length and T is finite, too, the calculation of the
limit can be omitted. With (5) at hand, it is easy to implement the axcorr-
algorithm (analytical cross correlation) in Matlab to compute the cross correla-
tion of two continuous signals.

4 Results

To demonstrate the benefit of axcorr, we examine the response of a system with
PT2 characteristics on a step input. PT2 systems are often found within control
systems, a typical example being a circuit consisting of a resistor, a capacitor
and an inductor.

In our example we first simulate a PT2-system with a variable rate. In the
second simulation we add a delay, which causes the response to be shifted by two
seconds in comparison to the first simulation. Additionally the sets of sample
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Fig. 2. PT2 step response.

points of time differ, i.e. both signals are sampled at different points of time.
Both step responses are shown in Figure 2, where one easily recognises the shift.

Figure 3 compares the results of the different methods to compute the cross
correlation of both signals. In order to obtain comparable results we ran xcorr
with the ’unbiased’ option, which invokes a normalisation similar to the one
of axcorr. One would expect a maximum at —2, which appears only with the
computation with axcorr.

1 1
------------------ xcorr of interpolated signals
xcorr of original data 1
axcorr

.............

02k i i i -

Fig. 3. Cross correlation of PT2 step responses in figure 2.

Both resulting functions for the cross correlation obtained with Matlab’s
xcorr have their maxima for a different values of 7, additionally the peak values
are not as distinct as in the results of axcorr. The peaks, which appear in the
analytical computation near the large absolute values of 7, have their origin in
numerical instabilities. We obtained results of similar quality from simulating
other systems and other behaviour, e.g. shifted signals with additional noise,
and the comparison of a sine and a rectangular signal.
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5 Summary

In this work, we present an approach for dealing with signals shifted in time ob-
tained from simulations used for tests. We focus on the question how to treat con-
tinuous or quasi-continuous signals sampled with a variable sample rate, where
Matlab/Simulink is used as tool to yield simulation data and to implement our
approach. To compare the similarity of shifted signal properties we suggest a
two step approach, (i) interpolation to resample the signal and (ii) the analyti-
cal computation of cross correlation, axcorr. Both steps improve the results in
comparison to the results one obtains by applying Matlab’s xcorr function to
the original sampled data.

Still, the results can be improved further. On the one hand, up to now we
use linear interpolation and expect that cubic splines or piecewise Hermite poly-
nomials will provide better resampled data for cross correlation. On the other
hand, when working with Matlab, one has to deal with numerical problems; im-
provement of our results is possible at this point, too, as we briefly discussed
earlier. The next step will be the extension of the analytical cross correlation
technique on signals containing more than one signal characteristic shifted indi-
vidually by different amounts of time. With this on hand, we will integrate this
method in our framework for using signal properties for test evaluation.
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Abstract. Testing real-time systems brings a number of challenges to be
faced from test case definition to execution in a real runtime environment.
Particularly, due to time requirements that need to be properly observed
so that accurate verdicts can be reached, automatic test case execution is
a very hard and error-prone task. The reason is that test case execution
can interfere with the flow of execution of the system under test, adding
delays that can lead to false positives of failures. This problem can be
even harder for embedded systems due to their limitations. This paper
presents a solution to support automation of test case execution for real-
time embedded systems.

1 Introduction

Real-time systems (RT'S) are computer systems whose correct behaviour depends
not only on the generated results but also whether the results are generated at
the right time-points. Most RTS are developed for specific purposes and are
composed of tightly coupled hardware and software integration such as mobile
phones, robots, appliances, vehicles, and so on. In this case, these systems are
called Real-Time Embedded Systems (RTES) [7]. For these systems, dependabil-
ity is an important property that demands rigorous application of V & V activi-
ties. Particularly, testing RTES poses a number of distinguishing challenges such
as the development platform is usually different from the execution platform, and
also there are several execution platforms leading to several cross-development
environments. Moreover, RTES are usually composed of parallel activities with
synchronous and asynchronous events, with different deployment architectures,
and resource limitation and time constraints on the execution environment.

RTES requires at least six kinds of testing [4]: 1) software unit level, where
software components are tested in isolation; 2) software integration level, where
a set of software components are tested together; 3) software validation level,
where a software version is tested; 4) system unit level, where a software version
is tested inside its execution platform (e.g., a Real-Time Operating System); 5)
system integration level, where a set of system units is tested inside a single node
of the execution platform; 6) system validation level, where the complete RTES
is tested. In any testing level, a formal specification of the intended behaviour
is needed to improve quality and confidence on testing results.
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38 Automating Test Case Execution for Real-Time Embedded Systems

The work presented in [3] proposes an initial symbolic model-based testing
strategy for RTES based on symbolic transition systems as test model. More-
over, a possible infrastructure to support test execution in an actual real-time
environment is presented. Particularly in [3], the symbolic model-based test case
generation strategy is designed to run on a real-time operating system named
FreeRTOS [9] — a mini-kernel that can be used to develop real-time systems for
embedded devices. The objective of this paper is to extend the previous work
by presenting a solution to support automation of test case execution for RTES
at software and system integration level. The proposed solution is based on au-
tomation of conformance test cases specified by the formalism proposed in [3]. In
the sequel, Section 2 presents some tools for testing RTES with their limitations.
An overview of the solution is shown in Sect. 3. In Sect. 4, an API developed
to support the testing process is described. A case study is presented in Sect. 5.
Finally, Section 6 presents the concluding remarks and pointers for future work.

2 Testing Real-Time Systems

TTG is an online and off-line test case generator and monitoring tool for RTS
that focus on conformance testing based on timed automata specifications [5].
UPPAAL TRON is another real-time conformance testing tool based on Up-
paal timed automata specifications that is able to execute generated tests online
through an adapter written in C++ or Java [6]. TTG and UPPAAL TRON are
designed for testing at software integration level and, since these tools do not ex-
ecute in a real-time operating system, they do not provide assurance about time
execution. Thus, these tools are not suitable for testing at the system level. More-
over, the underlying models only abstract time. In practice, test cases can be
real programs with parameters and variables. Thus, powerful models are needed
where variables, time and parameters are explicitly modelled and treated in a
symbolic way. Another weakness is that they do not address asynchronous events
such as interruptions. Interruption testing has been investigated by Andrade and
Machado [1,2] but time requirements were not taken into account.

Rational Test RealTime! is another solution for testing and runtime analysis
for RTES at the software level. However, it does not provide automatic test case
generation. The tool provides a script language to manually specify test cases. So
a communication interface is automatically generated with hollow functions to be
filled out by the tester. Test drivers can be designed for some execution platforms
(e.g. AIX, HP-UX, Linux, Solaris, and Windows) and they communicate with
the SUT through message passing making it difficult to test interruptions.

3 A Test Case Execution Process

A testing process is the sequence of actions the tester should follow to validate
the system under test (SUT). The model considered in this work is presented in
Fig. 1. The process is divided into four well defined steps.

! http://www-01.ibm.com/software/awdtools/test /realtime
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Fig. 1. Testing Process

The first step is to define test cases according to the strategy and theory
proposed by Andrade et al [3]. This is based on a formalism (named TIOSTS)
that is capable of representing the SUT through symbolic transition systems ex-
tended with time requirements. From this formalism test cases are automatically
generated.

At the second step, each test case is translated into C code. Furthermore, to
make the system testable, an APT (see Sect. 4) has been developed to instrument
the code of the SUT. The code is instrumented for including Points of Control
and Observation (PCOs). As the focus of this work is on functional testing, some
examples of PCOs are the possibilities of observing values returned by functions,
received messages, and timing associated with system responses.

The third step consists in execution of the instrumented SUT guided by test
cases. For this, a logging mechanism has been implemented in order to store all
information needed to check the testing results. Considering that the SUT runs
on a real-time environment such as a real-time operating system, it is important
that the implementation logs its own information in order to reduce the number
of processes and consequently avoid introduction of noise in the results. As we
are dealing with RTES, each addition of code has a direct effect in the execution
time of the application. Thus, test case execution can interfere with the flow of
execution of the SUT, adding delays that can lead to false positives of failures.
For minimizing this interference, all generated information is kept in the main
memory. After the SUT execution, a simple text file is generated with the results.
Logging frameworks such as log4c? are not suitable in this case since the quantity
of dependencies forbid their execution within a dedicated hardware and the
added code can cause a large delay at the actual execution time of the SUT.

The fourth step receives as input the text file with the execution results and
provide verdicts for the tester. This step is not executed inside the execution
platform level, but at the development platform level. An extension of the CUnit?
framework has been developed for evaluating the text file with execution results
and emit a verdict according to the test cases defined in the first step.

2 http://log4c.sourceforge.net
3 http://cunit.sourceforge.net
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4 An API for Implementing Test Cases

This section describes the API developed to support the testing process pre-
sented in Sec. 2. The API allows the tester to define PCOs such as observation
of values returned by functions and receive messages. Several types are supported
such as short, long, double, string, and char. The main contribution of the API
is the possibility of checking the time requirements of the SUT.

The developed API is based on the concept of tags which are labels that define
specific PCOs. Moreover, some requirements must be met to prepare the testing
environment: the SUT must be written in C and its main module must include
two libraries in the header (ActualEventUtil.h and ActualEventTester.h).
The usage of the developed API is described by the following steps:

1. The first step is to define tags in order to execute all test cases. The following
function is used to initialize the structure of a tag: int xSetAllTags(char
** tagNames, short quantity);

2. Next, the following function gives the tester the possibility to set all infor-
mation to be observed during the test execution: int xSetTagFields(char
* tagName, TagType type, VoidPointer variableToWatch, Boolean
shouldWatchTime);

3. Once the tags of the PCOs were defined, the tester needs to set the points
where the information must be caught. Two functions can be used:

(a) int xStartWatchingTag(char * tagName): it is responsible for putting
the tag state into observation mode, getting the initial time of execution,
and waiting for a call to the xEndWatchingTag function that will finish
the watching mode;

(b) int xEndWatchingTag(char * tagName): it is responsible for finishing
the watching mode, catching the final time and the resultant value of
the VoidPointer variableToWatch passed by parameter before.

4. The last step is to call the function “int xLogEventsResult(char
*x*% tagNames, char * logFileName)” passing a list with all the test case
names and the log file name as parameters. This function logs every infor-
mation at the specified file to be processed at the last activity of the testing
process described in Fig. 1.

5 A Case Study

This section presents a case study adapted from [8] and initially discussed in [3].
The SUT is a burglar alarm system whose goal is to monitor sensors to detect
the presence of intruders in a building. Consider a test case, presented in [3],
that covers the occurrence of an interruption (transfer to the backup power)
followed by the detection of an intruder finishing with a call to the police. The
objective of the case study presented in this paper is to show how to use the
developed APT in test case automation (from step 2 to step 4 in Fig. 1). For this,
a version of the burglar alarm system was developed to run on the FreeRTOS
environment based on industrial PC (x86) port.
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Fig. 2. Testing Results

From Sec. 4, the first two steps are to define the PCOs. The test case of this
case study needs two PCOs. One PCO is used to check the interruption caused by
the loss of power (tag loss_of power) and another is used to check an invasion
exactly after the reactivation of the system (tag building invasion). The tags
are defined through the following code:
char *pcTags[2] = {"loss_of_power", "building_invasion"}
xSetAllTags(pcTags, 2);

xSetTagFields("loss_of _power", SHORT_TAG, xInterruptionCode, TRUE);
xSetTagFields("building_invasion", STRING_TAG, pcCallResult, TRUE);

The third step is to instrument the SUT. The following code shows how the
time of an interruption handling is stored:
xStartWatchingTag("loss_of _power");

// loss_of_power interruption handling
xEndWatchingTag("loss_of _power");

The last step is to call the function responsible for generating the log. As
an example, the following code describes the log generated for checking whether
the calling was successfully done. Lines 1 and 7 indicate beginning and finishing
of an event, respectively. Line 2 has the name of the tag. Lines 3 and 4 presents
type and value of the response of the SUT. Lines 5 and 6 indicate initial and final
tick of the execution time, respectively. The execution environment considered
has a millisecond tick granularity, that is, 1000 ticks per second.

. <BEGIN_EVENT>

. building_invasion

. STRING_TAG

. The call was successfully done!
1

. 1537
. <FINISH_EVENT>

N oW N e

Considering the testing process (Fig. 1), the generated log is input for the last
step where testing results are emitted. For this, the framework CUnit is being
extended to compare logs with test cases defined by the TIOSTS notation. Figure
2 presents the initial result considering this case study.

6 Concluding Remarks

This paper presents an ongoing work that addresses a solution to automation of
test case execution for RTES at the software and system integration level. The so-
lution provides an API to define PCOs such as the observation of values returned
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by functions, received messages, and timing associated with system responses.
A case study is also presented to show the applicability of the work. Though it
still needs to be extensively validated, the solution addresses the issues on test
execution raised in the introduction. It can deal with different development and
execution platforms once the SUT is instrumented to run on its target platform
and logs are generated to be evaluated at any environment. Moreover, the log
generation mechanism allows testing applications with hardware limitations. En-
vironments composed of parallel activities can be tested as the API allows the
definition of PCOs for observing message passing and interruptions. The test of
time requirements is possible considering a millisecond tick granularity.

Considering the next steps, a tool to support the automatic test case gen-
eration based on TIOSTS is being developed. Also, the implementation of the
component responsible for observing results (comparison between logs and test
case definitions) is being concluded and refactored. Furthermore, there are plans
to automate the translation of test cases from the TIOSTS notation to C code
increasing the automation of the testing process. The idea is to integrate the
results to support the whole testing process shown in Fig. 1 in order to provide
a complete environment to generate and execute test cases.
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Abstract. In this paper, we propose a new approach that generates functional
test scenarios used to verify the re-hosted software on new environments. This
approach systematically extracts the sequence of user-system interactions from
source code and these interactions are framed as test scenarios. We have
designed and developed a prototype tool based on the proposed approach and
case studies have been conducted on an industrial legacy application
successfully.

Keywords: Test case generation, software testing, legacy applications.

1 Introduction

It is estimated that the combined value of all business critical COBOL applications
running on mainframes is in excess of a trillion dollars. Gartner estimated that there
are nearly 180 billion lines of COBOL code in use around the world. Not only the
cost of maintaining these legacy applications is increasing but also the organizations
are facing difficulty in getting trained people to maintain them. Therefore
organizations migrate these applications from mainframe to newer and cheaper
maintenance systems based on Microsoft Windows or Linux. This kind of migration
is called re-hosting of legacy applications. To facilitate successful re-hosting, tools
have been developed that automatically port COBOL source code running on
mainframes onto new systems, specifically Microsoft Windows based systems. Micro
Focus Studio is one such tool that re-hosts COBOL applications running on
mainframes to MS Windows without adding new code or changing existing code
manually. However, the re-hosted applications need to be verified for its original
functionality on the new systems. Functional test cases are used to verify the
correctness of the re-hosted applications. However, being legacy applications, in
many instances test cases are not available in any form. Further, due to non-
availability of software requirements specifications or design artifacts for these legacy
applications, the existing automatic test case generation techniques [1][4][5][12]
cannot be used. Therefore testers are facing challenges to test the re-hosted
applications. To address these challenges, we propose an approach for generating the
functional test scenarios automatically from the application’s program code.
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The proposed approach characterizes the functional behavior of the application as
a collection of sequences of ‘unit of behaviors’ [1][6]. From the system testing
perspective, a ‘unit of behavior’ consists of a unique combination of a user input, a
specified condition on the input data values, and the corresponding predicted response
[6]. Therefore, ‘one unit of behavior’ corresponds to a single test step in a given test
scenario. Therefore, a complete sequence of such “unit of behaviors’ for a given
specific functionality constitutes one test scenario. The proposed approach captures
essentially these set of user input and system responses in the form of <user input,
conditions on input values, system output>. Hence, the approach proposes to analyze
the application’s program code to extract these triplets systematically.

From the application program code, the Abstract Syntax Tree (AST) is
constructed by forming independently all the possible paths that can be traversed. The
entire path is traversed and all possible set of ‘Unit of Behaviors’ in that path are
extracted. The set of ‘Unit of Behaviors’ belonging to one path forms a test scenario.
Further, to extract the input-conditions-response triplets, the proposed approach
involves building a grammar to the programming language specifications and
analyzing the program code with the built-in grammar. This is the uniqueness of our
code analysis compared to other code based test case generation techniques [8]
oI 101[117[12].

Based on our approach, a prototype tool has been designed and developed to
analyze CICS based COBOL source code and generates functional test scenarios.
Using this prototype tool, case studies on industrial legacy applications have been
conducted and results are reported.

2 Related work

Typically three types of techniques have been proposed in the literature to generate
test cases. These are (1) Model based, (2) Specification based and (3) Code based
techniques.

Model based techniques [1][4][5] takes UML and FSM models built using the
requirement specifications as input, and design/architectural information is used to
generate test cases. These techniques generate functional tests [1][5] and also
integration tests [3]. Ravi etc [1] proposed a technique that presents a relationship
between the structure of the UCAD and generated functional test cases. They used the
‘Behavioral Slicing using Unit of Behavior’ concept in structuring a UCAD similar to
the concept introduced in [6]. Several techniques have been proposed to automatically
generate test cases from software specifications of the envisaged systems such as Z
[7] and ADL [8] etc. These techniques require the functional requirements to be
written in a specific formal specification language and are more useful in testing real-
time applications. Code-based techniques wuse code analysis techniques
[9][10][11][12] to build the control and data paths and thus generate test cases by
traversing these paths. These techniques also use the symbolic execution [9] to
generate test cases for glass-box testing. The research being done on code based test
case generation techniques is mainly for white-box testing. Basically, test cases for
black box testing are generated using the specifications or the  model based
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approaches. However, these techniques necessitate the software requirements of the
application made available either in the form of models or texts. This is not possible
with respect to legacy applications.

3 Functional Test Scenarios generation approach

The proposed approach for generation of functional test scenarios is shown in Fig. 1
and broadly has the following activities:

Create.
User Interface g & ' Build CFG i 3

& Source Code generate Test-Case

AST

Fig 1: Description of functional tests generation approach

1. Create syntax grammar for the complete specifications of the programming
language. Generate AST for given application source code. To easily capture the
individual paths based on input values, the code is represented in AST. This is a
onetime activity for a given programming language.

2. Build the Control Flow Graph (CFG) to model user-system interactions.
Programmatically every node in AST is analyzed and depending on whether the
node is user input, system output or decision statement a corresponding node is
created in the CFG. These interactions are in the form of a triplet consisting of
user input, conditionals and system output, which precisely a ‘unit of behavior’
is. The input/output variables from the user screens are retrieved and used in
analyzing the nodes of AST.

3. Generate test cases from CFG. Using depth first search, all independent paths in
CFG are identified and extracted. Each independent path consisting of a sequence
of <user input, conditionals, system output> is considered as a test scenario.
These test scenarios form the functional test suite.

evaluate true Ingmap1ldfhmdisize=( 24,80), x
when eibaid = dfhenter
move custnoi to cust initial='customer number’
evaluate cust custno dfhmdf pos=(5,26), x
when 0 attrb=(norm,unprot,ic), x
move "customer does not exist." to messageo
when 1 initial='name and address. ..’
move “Name and address” to messageo Iname dfhmdf pos=(7,26), x
move “LNAME “ to messageo attrb=(norm,prot), x

a)CICS based COBOL code snippet b)BMS Mapset code snippet

Fig 2. Example source codes

Activities (1) and (2) are described in details in the following sub-sections with
CICS based COBOL source code and corresponding BMS map set as example. The
COBOL program in Fig 2(a) displays a customer information for a given customer
name. If the entered customer number is not valid appropriate error message is
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displayed. Fig 2(b) is the BMS mapset for this COBOL code snippet. BMS mapset
displays the user screen for the corresponding application that gets launched on the
terminal.

3.1 Analyze source code

The analysis of source code to extract user-system interactions involves two steps: (1)
Creation of syntax grammar and (2) AST generation.

Creation of syntax grammar. Initially, build the syntax grammar for the complete
specifications of a given programming language and generate the parser.

AST generation. The syntax grammar for a given programming language
specifications only produces code that recognizes the correctness of the source code
written in that language. However, to extract the specific information such as inputs
and outputs, AST is used. To generate AST, it has to be specified explicitly while
creating the grammar. Therefore, the grammar is required to be augmented with the
tree-writing rules which arrange tokens from the lexer, into an AST format. For
example, consider COBOL statement, move “input a number" to message (means the
message variable is assigned ‘input a number’ text). A tree-writing rule -> ~ (MOVE
Ssrc ~ (DST 8dst+)) is specified in grammar to generate AST for that statement,
where src is "input a number" and similarly dst is message.

3.2 Build CFG from the AST generated

To parse AST, a tree-parser is built. The tree-parser extracts input and output
interactions to model CFG. The parser has three steps: (1) Extract Input/ Output
variables from Graphical User Interface (GUI) code, (2) Create CFG and (3) Identify
test scenarios.

Extract Input/ Output variables from GUI code. Typically, user inputs are part of
the GUI code such as BMS maps, HTML files etc. Therefore, from the Ul source
code all input and output variables are extracted using a separate parser. These
variables are used in the tree-parser to extract the user-system interactions while
parsing the nodes of the AST. The message displayed by the system to the user
corresponding to the input/output variable can be obtained from the GUI code. These
messages are used to display as text for input and expected output section of the test
scenarios being generated. For example, consider BMS file in Fig 3 the code in line
numbers 10-12, the message “Customer number” corresponds to the input variable
custno, hence extracted as an input message.

Create CFG. The AST thus generated and the set of input and output variables
obtained from GUI code are input to the tree-parser. In the tree-parsing phase, the
statements which are of the type of the user input, conditionals and system output
which forms the ‘unit of behavior’ are alone linked together to form the CFG. Nodes

Short Papers of the 22nd IFIP ICTSS, Alexandre Petrenko, Adenilso
Simao, Jose Carlos Maldonado (eds.), Nov. 08-10, 2010, Natal, Brazil.



N. S. Dsouza, A. Pasala, A. Rickett and O. Estrada 47

are extracted by parsing the AST. During parsing the AST, whenever a code
corresponding to send information from the user input screen is present, it is
considered as user input. Similarly, whenever code corresponding to receive
information is present, they are considered as system output respectively.

The challenge is to handle the decision nodes that don’t directly test the input
value. In a typical application, the input variable obtained can be further referenced
in the code using the local variables. Their impact also need to be tested and can’t be
ignored. Hence the indirect reference details (or local variables through which input
variables are referenced) are also required to be captured. When the conditional
statements test the conditions using these local variables, correspondingly a decision
node is created in the CFG.

For instance, consider the code snippet shown in Fig 2.a. In the snippet, the input
variable custnoi is referenced with the local variable cust during the evaluation of the
condition. Since the value of the input is tested in the following condition, these
decision details also captured. Therefore, a conditional node is added to the CFG.
Similarly, many applications contain database interactions that results in more output
messages being captured. All these database transactions messages are also required
to be verified during the testing by the tester and hence such scenarios also need to be
captured. All such the database error messages and successful transactions are
captured by creating a decision node correspondingly.

Identify test scenarios. During the construction of AST, for each independent path in
the source code a corresponding path in the AST is created. While traversing each
path in the AST a START node is added explicitly in the CFG to mark the beginning
of the test scenario. A test scenario is a complete path of traversal of an independent
path in the AST. The descriptions of the nodes in the AST form the user input,
condition and system output nodes of the CFG as explained in the above sub-sections.
Whenever there are no more statements in the independent path being traversed or
there is an explicit terminating statement in the source code an explicit END node is
inserted in the CFG to mark the end of that particular path. Hence a test scenario
consist of a set of input, conditions and output nodes starting from START node to
END node in the CFG. These test scenarios are generated in XML, HTML and Excel
formats with a standard compliance such as HP’s Quality Center.

4 Implementation & Case study results

A prototype tool is designed and developed based on the concepts presented here.
ANTLR parser generator is used to create syntax grammar for complete CICS based
COBOL language specifications. Similarly other parsers are also developed using
Java. Using the prototype tool developed, case studies have been conducted on an
industrial application. The application is legacy library management system running
in one of our client’s library. The number of test cases generated for each of the three
modules is listed in Fig 3.a. A sample test scenarios generated is shown in Fig 3.b.
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Fig 3: Case study resutls

Conclusions

We have proposed a new approach to generate test scenarios for verifying the original
functionality of the re-hosted applications. The approach is based on capturing and
analyzing the structured sequence of user-system interactions from source code.
Though the approach is quite generic to be used for applications developed using any
programming language, we have built a tool for CICS based COBOL applications.
The internal feedback from users of the tool is encouraging.
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Abstract. The UML 2.0 Testing Profile (U2TP) allows the mbdg of testing
domains, enabling the automatic generation of esbd® code from those
models. This paper presents a proposal to transi&tractural and behavioral
testing models into JUnit code automatically wittie context of the Model-
Driven Testing (MDT) paradigm. To achieve this goalUML 2 Metamodel
extension is considered to define a modeling laggar testing domains. This
language is used to mark the UML diagrams with timithl information that is
later used to generate the tests cases. In addgéioset of formal rules are
introduced to transform testing models into JUadting code. Those rules are
implemented through a plug-in component for Ecljpseng MOFScript.

Keywords: UML 2.0 Testing Profile, Testing, Testing desigria&k-box testing,
Models transformation, MOF, MDA, MDT, JUnit.

1 Introduction

As software systems become more complex, the denfandnew software
development paradigms increases. The Model Drioéware Development (MDD) is
one of these new paradigms that have emerged powith the development of high-
quality systems. MDD has already proven impact educing the time and effort
dedicated to the software development process whiteoving the quality of the final
product. This paradigm proposes a process guideshdels ranging from the most
abstract (Platform Independent Model, PIM) to thestnspecific (Platform Specific
Model, PSM) performing subsequent transformatidvag tead to the code. In MDD,
models are built using a variety of modeling larges especially UML, which has
been proclaimed standard by the OMG [1] and al$veaed good acceptance in the
software industry.

However, the development of high quality systemguir®s not only a rigorous
development process, but also a systematic teptiogess to assess the final product.
The testing process consists in exercising the rarogto verify that it meets the
requirements and identify differences between ttteiad behavior and the expected
behavior. Thus, the testing process allows thectlete of errors and failures in the
implementation, guaranteeing the quality of thalffiproduct. In the context of MDD,
the Model-Driven Testing (MDT) [2] [3] is a kind dflack-box test [4] that uses
structural and behavior models to automate thegsération process.
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Since UML does not provide adequate support fordixeign and development of
tests, the OMG recently promoted an initiative tloe creation of a specific language
for this purpose. That language was defined wi¢hgiofile mechanism based on UML
and is called the UML 2.0 Testing Profile, U2TP.[B]allows modelers to design test
artefacts and identify the essential concepts @& tlomain adapted to specific
technology platforms. U2TP combines and integrdkes development of both the
system and the tests via UML. It provides a commommunication language for
developers and customers and helps developers asomeabout the quality and
coverage of the tests. This article presents agsalp consisting of a set of formal
rules, to perform automatic generation of execetabbde from testing models
expressed in the U2TP language.

The rest of the paper is organized in the followimagy; section 2 introduces the
U2TP concepts and the platform specific framewarksd in the development of this
work. Section 3 describes our proposal to transfo@mP testing models to executable
code; section 4 shows a case study. Section 5 ibescrelated works, and finally
presents the conclusion and future work

2 Model-Driven Testing Development

In this section we briefly describe the UML 2.0 fieg Profile for testing modeling,
and the basic frameworks for test implementatiemit)[6] and EasyMock [7].

The UML 2 Testing Profile (U2TP) is a modeling language that allows us to
design, visualize, specify, analyze, build and doent the testing artefacts. This
profile provides a rich notation for the specifioat of testing models under the black-
box approach [4]. U2TP is organized into four ladigroups covering the following
testing features: Test Architecture (structuralea$tp of a test context), Test Behavior
(behavior of the tests), Test Data and Test Timiee(t constraints and time
observations).

The JUnit Testing Framework is an open source framework used to write and run
unit tests for applications written in Java [9]. Jonit, tests are represented as Java
classes that define any number of public test nusth@Unit provides a libraryAgsert)
to verify the expected against the real result. fEse fails if the assert condition is not
successfully verified, generating a bug report.

EasyMock is an open source library that extends the JUaimé&work by enabling
the creation oMock Objects to simulate the behavior of the domain objedeck
Objects are created dynamically, allowing the returning aofspecific result for a
specific input.

3 Automatic gener ation of executable tests

Figure 1 shows the main part of the testing modelamguage based on the UML
Testing Profile. This profile can be applied toustural and behavioral UML2
diagrams representing the system.
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Fig. 1. UML Testing Profile definition

The following rules explain the mapping from ptath independent models
specified with U2TP to platform specific conceptise.( executable JUnit and
EasyMock).

Structural concepts are translated as follows:

1. Root classes withiestContext stereotype are translated into classes that infiern
TestCase in JUnit 3.8; latter versions can u@Jest annotation. Optionally you can
create a constructor with a String type parametet @voke the parent class
constructor passing the String.

2. No root classes witfiestContext stereotype are translated into classes with thesa
hierarchy established in the testing model.

3. Operations withTestCase stereotype are translated into operations of thasc
representing the test context. By convention, thee of the operations must begin
with "test" not having parameters, possible results are:

Pass: the System under Test works as expected.

Fail: there are differences between the expected aodlaesults.

Error: there is an error (exception) in the test envinent.

There is nonconclusive Verdict in JUnit; it is usually translated faf.

4. ThesetUp() andtearDown() methods can be optionally overwritten in each ¢éests
in order to initialize or release resources betorafter each test case respectively.
5. Operations with no stereotypes are translated Jak@ operations of the relevant

class.

6. Classes witlTestComponent stereotype cannot be directly translated into tsince
it does not support that concept. Thus, we useMasl framework as an extension
of JUnit to create the test components.

7. Classes wittsUT (System Under Test) stereotype do not need todnslated; any
class in the classpath can be considered a uiliggmple class of theuT.

8. On the other hand, the dynamic concepts of thénteshodels are designed using
sequence diagrams. The generation of the testitig rom those dynamic models is
usually incomplete due to the fact that the modet¢sgenerally too abstract, lacking
the necessary information. Thus, developers areefbrto complete that code
manually. In this case, EasyMock can be used tqptetethe behavioral test code.
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3.1 An Eclipse Plug-in for the Transfor mation of testing modelsinto code

Figure 2 shows the architecture of the tool we hemplemented as a plug-in for
Eclipse [8], on top of EMF [11] and the UML2 plug-i The functionality of this tool

includes U2TP model creation and automatic tramséion from U2TP testing models
(PIM) to JUnit code (PSM). The transformation igfpemed by a MOFScript [10]

program. The tool is available in [18].

Testing Models TestCases

r-_ it
] accee & @soa

Process

transform

I ) Eclipse Platform h_ Plugin '
o -
l P o I
L
i e

Fig. 2. Deployment architecture.

4 Thetool in practice

This section shows how the proposal is put intoctira through a use case that
performs the authentication and validation of aru3dis example shows how the
testing stereotypes are applied to structural afthtioral diagrams. Figure 3 shows
the class diagram where the following stereotypesewapplied on the classes,
interfaces, and methodSestContext, SUT, TestCase, Verdict. Then, figure 4 shows an
interaction between the objects.

<<TestContext>> LoginAuthenticator <<8UT>> LoginAuthenticator
==
+<<TestCase>> validateLogin() : Verdict +validateLogin(entrada username : String, enfrada password : String) : User
1 \L -daoFactory
DaoFactory -userDao «interface»
<<TestComponent>> UserDao
+newUserDao() : UserDao i |+selectBylogin(entrada username : String, entrada password : String) : User

Fig. 3. UML class diagram specified with U2TP.
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LoginAuthenticator LoginAuthenticator
<<TestComponent>> <=SUT=>

N 7 DaoFactory

™ validateLogin(String, String):User [ ¢
newUserDao():UserDao

UserDao
<<TestComponent>>

selectByLogin(String, String):User [

o e o o

Fig. 4. UML sequ?ence diagram of the test case.

In [18] the reader can find the description of ffénit code that was automatically
generated by the tool. The behavior specified leyséquence diagrams was taken into
account by the transformation. For space limitatiene we show only the headers of
the generated classes:

public class Logi nAut henti cator Test extends Test Case

{ public LoginAuthenticatorTest(String name) {super (name);}
/* (non-Javadoc)@see junit.framework.TestCase#set Up() */
@Override
protected void setUp() throws Exception {super.se tUp();}

/* (non-Javadoc) @see junit.framework.TestCaset#te arDown() */
@Override

protected void tearDown()throwsException{super.te arDown();}
public void testValidateLogin() throws Exception {

UserDaolmpl mockUserDaolmpl= ...

5 Related Work, Conclusion and Future Work

Our proposal defines an implementation of the UPAigjuage to design test cases
using UML class and sequence diagrams. Furthernoorework provides a complete
set of formal definitions about the transformatminthese annotations into JUnit test
code. The test code generation process offers dhsillity to generate the skeleton
code, enriched with certain kind of behavior spedifby sequence diagrams. This
behavior generation is achieved by the applicatibthe EasyMock framework. We
demonstrate the feasibility of the proposal throtlghdevelopment of an Eclipse plug-
in supporting the transformation of U2TP modelg idtynit code. The tool was applied
to several case studies of medium complexity watisgactory results.

There are a number of related works. In [13] a cgeeeration tool is presented.
Unlike the proposal of this paper, this tool does umse the MDT standards to design
testing models. The proposal of transformation ugto graphical rules described in
[14] lacks of tool support to demonstrate its irmpémtation feasibility, besides it does
not follow the U2TP standards. The proposal in [a8s UML 2 and U2TP standard
notations to design testing models, also provides gupport through an Eclipse plug-
in to generate the skeleton of tests code autoalgtin TTCN-3 code.
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Our work is closely related to the works describiefl2] and [16], the latter derived
from the first one. Although [12] introduces a nmthblogy prescribing how to apply
the U2TP concepts on UML models to get a testingehdhe transformation rules are
neither complete nor automated by a tool. The rebemotivation of [16] focuses on
the transformation of testing models into execwatade in any language, so it defines
a UML metamodel extension in OCL, which is then duse® achieve the
transformations. This work still does not proveltsudefinitions on a software product
performing the process automatically.

So far, according to [17], there is no piece oftwafe that assists in the automatic
generation of JUnit code based on testing modedggded with U2TP. Therefore, a

proposal to overcome this problem would be coneidlevery useful as well as a
substantial contribution to the MDT field. We pldre following future work based on

our results: to extend the tool to support the mattic transformation of other

structural and behavioral diagrams additionall{thte ones supported so far; to allow
transformations of models into another unit testiregneworks; to add more details
into the translation process; to support pre argl ponditions on test cases and finally
to provide the ability to specify the executiomggence of the test cases.
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Abstract. In this paper we present a case study in the industry about
the application of a test case generation approach based on B machine
specifications. First we describe the step-by-step process of the test case
generation approach and then we present its use in a particular case
study for a door controlling module from a subway system. Lastly, we
discuss the results obtained after this study and the future work of our
research.

Keywords: B Method, Test Case Generation, Case Study

1 Introduction

The use of formal methods is becoming a common standard in the development
of critical systems for providing safe and sound specifications, that can be mathe-
matically verified and proved; and generate code after specification refinements.
Even though they bring such benefits, they are not enough to ensure that a
system is error free. Thus, testing techniques are considered a complementary
practice to formal methods and it is becoming common sense [1] that those two
practices, when allied, can result in software that is more safe and reliable.

In this paper we apply an approach for test case generation based on B [2]
specifications of a real industrial case. The method was previously defined in [3]
and we experimented with it on specifications of a door controlling system mod-
ule for subways developed by AeS (http://www.grupo-aes.com.br). The used
specifications can be found in [4]. For more detailed information on this system
see [5].

The remainder of the paper is organized as follows: in Section 2 we list and
compare related work, in Section 3 we summarize the test case generation ap-
proach, in Section 4 we present the door controller specification, its particularities
for the case study and the results we have obtained, in Section 5 we discuss our
results and in Section 6 we look upon the future of our research.
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2 Related Work

During our research we have found three papers that are related to ours [6][7][8].
All of them are using state machine — B or Z — representations to generate test
cases, but are limited by the coverage criteria provided, by the kind of test inputs
generated, by the limitations of the machines they work with and by the tools
they used. Only two types of criteria are provided by these work: equivalent
classes and/or boundary values, in our work we add few more criteria based on
the use of the orthogonal pairs technique. Another aspect that is improved in
our work is the ability to also generate test cases for invalid input data. These
work were also limited by the kind of machines they supported, they only worked
with machines that had variables classified as integers, sets and/or booleans, in
our work we can also deal with interval type variables. Another improvement of
our work is the use of more modern tools like the ProB model checker [9]. The
ProB tool allowed us to work with machines located in different files and also
detect possible breaking of the machine invariants, which was an aspect that was
lacking in these previous work.

3 The Test Case Generation Method

A B machine specifies — using set theory, integer arithmetic and first order logic
— an abstract state machine. The set of states of the machine are defined by its
variables and its invariant, which defines the possible values of these variables.
A collection of operations are defined through their preconditions and expected
behavior. The applied approach gathers information on global variables and
operation parameters from the operation’s precondition and from the machine
invariant and defines equivalence classes for them. Abstract test data can then
be selected after machine animations, combined and refined into concrete test
cases. The approach for test case generation consists of the steps illustrated in
Fig. 1 and detailed below.

i
=8 e N \ - )
~ R, 2. Identify variables 3. Identify & f’arnﬂonl i .
appiication 3| g oo on ., and clauses that > restrictions for each FESHISETNEINE | SN
: L N - 5 each variable in W\
operation to test. define the operation’s variable Tl J N\
) behavior L ) \_ equivalent classes | \ \
B Machines ‘
5. Create a test Y,
< machine for valid S/
"B Test Machine input data -
_ B N COEEE—
g 4 N ( & - 7
1 7. Animate the
8 e 8. Create concrete | * | } = machines to
oo test cases T generate data Y

Test cases )
N 6. Create a test
machine for invalid | «

input data

Valid and invalid
test inputs

—
B Test Machine

Fig. 1. The approach’s overview
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— Step 1: Choose an operation to test. The approach is applied for each
operation we want to test, so the first step is to select an operation to
generate tests for.

— Step 2: Identify variables and clauses that define the operations
behavior. In the second step we have to look at the variables and invariants
of the machine and the parameters and preconditions of the operation we
are testing. Two sets are defined: relevant variables and result propositions.
On the relevant variables set are placed all the operation’s parameters and
variables, which occur in the precondition and all the global variables that
are directly or indirectly related to them through some restriction on the in-
variant. The result propositions set contains all the operation’s precondition
clauses and the invariant clauses in which any of the relevant variables are
restricted.

— Step 3: Identify restrictions for each variable. In the third step we
have to classify all the relevant variables according to their type in intervals,
belongs to a set, sets or booleans. The classifications set is created with this
information. Besides, the clauses on the result propositions set are sort out
in two subsets: one containing the typing clauses and another containing
non-typing clauses.

— Step 4: Partition the restriction values of each wvariable in equiv-
alent classes. In the forth step we define equivalent classes for the input
data of our tests using the equivalence partitioning technique. Based on the
classifications set we have defined on the previous step we create another set
called formulas that describe the valid data (valid equivalence classes) for
each variable which will be used on our tests. The formulas for each variable
are then combined into the formulas combination set. Each member of this
set is a combination that represents a test case for the operation we are
testing.

— Step 5: Create a test machine for valid input data. To define data
that satisfies the restrictions identified for each test case, an auxiliary B
machine is created. For each combination of formulas combination an oper-
ation is inserted in this new machine. These operations have the following
structure: each member of relevant variables is passed as a parameter of the
operation, and the conditions (typing conditions and non-typing conditions)
from the combination we are working with are placed as preconditions for
the operation.

— Step 6: Create a test machine for invalid input data. Similarly to
the previous step, we define another auxiliary machine to generate data that
do not satisfy the restrictions on the operation; hence, when we animate it,
we will have data for invalid input test cases. We combine the members of
non-typing clauses, negating one element of each combination. As a result we
have the negative combinations set and for each of its elements an operation
is inserted as we did in step 5.

— Step 7: Animate the machines to generate data. To generate the data
of our test cases we animate the machines created on step 5 and 6 on an
animation tool like ProB.
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— Step 8: Create concrete test cases. With the data generated after the
machine animations we can implement the concrete tests using a program-
ming language of our choice.

4 Case Study

Our case study uses the B machines specification for a door-controlling module
of a real subway system. From the several B machines that specify this module,
we have chosen the General Door Controller (GDC) machine, which is the main
component of the specification.

The GDC machine represents the state of the door-controlling module and
defines all the operations and restrictions on these operations. It has operations
to open and close the doors on the left and on the right of the subway. Those
operations must respect certain preconditions such as the speed of the train at
the moment, operation mode of the train, placement of the train in the platform,
emergency signals, etc. Bellow we present snippets from the GDC machine:

01. MACHINE GDC 19. ((doors_right_open_simultaneously = TRUE or
02. SEES Sets 20. doors_left_open_simultaneously = TRUE) ==
03. INCLUDES Opening, Closing, Emergency 21. (conditions_to_open_satisfied = TRUE))

04. ABSTRACT_VARIABLES 22. ...

05. doors_right_open_simultaneously, 23. INITIALISATION

06. doors_right_close_simultaneously, 24, ...

07. internal_speed_over_6km_h, 25. OPERATIONS

08. conditions_to_open_satisfied, 26. simultaneous_opening_all_doors_right =

09. ... 27. PRE internal_speed_over_6km_h = FALSE &
10. INVARIANT 28. conditions_to_open_satisfied = TRUE

11. doors_right_open_simultaneously : BOOL & 29. THEN ...

12. doors_right_close_simultaneously : BOOL & 30. END;

13. internal_speed_over_6km_h : BOOL & 3. ...

14. conditions_to_open_satisfied : BOOL & 32. END

15. ({internal_speed_over_okm_h = TRUE) =>

16. (doors_right_open_simultaneously = FALSE &
17. doors_left_open_simultaneously = FALSE))
18. &

Fig. 2. Code snippets from the GDC machine

The GDC B specification has nineteen operations, four of them define real
behavior of the module like opening and closing doors from left and right, and
fifteen of them are only “setters” for the machine state. It has twenty-nine ab-
stract variables, forty-six invariant clauses and each operation has at least one
precondition clause.

We have chosen the simultaneous_opening_all_doors_right operation to illus-
trate the proposed approach. After applying the steps 1 to 6 from our approach,
we ended up with two auxiliary test machines — one for valid data and another
for invalid data — to generate input data for the test cases based on the restric-
tions on the invariant and the precondition of the operation. The auxiliary test
machine for valid data is illustrated on Fig. 3.
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01. doors_right_open_simultaneously_return, 14. doors_right_close_simultaneously : BOOL &

02. doors_right_close_simultaneously_return, 15. conditions_to_open_satisfied : BOOL &

03. conditions_to_open_satisfied_return, 16. internal_speed_over_6km_h : BOOL &

04. internal_speed_over_6km_h_return, 17. ({internal_speed_over_6km_h = TRUE) =>

0s. ... 18. (doors_right_open_simultaneously = FALSE &
06. <- simultaneous_opening_all_doors_right_test{ 19. doors_left_open_simultaneously = FALSE)) &
07. doors_right_open_simultaneously, 20. ...

08. doors_right_close_simultaneously, 21. THEN skip();

09. conditions_to_open_satisfied, 22. END;

10. internal_speed_over_okm_h,

1. ..)=

12. PRE

13. doors_right_open_simultaneously : BOOL &

Fig. 3. Code snippets from the auxiliary machine for valid data

Using the restrictions gathered from the invariant and the precondition of
the operation we are testing, we will be able to generate data that belongs to
the given equivalent class defined by these restrictions.

When we animated the machine for valid data (step 7 from our approach), we
had to limit the number of generations on the ProB tool otherwise we could have
a test case explosion, due to the millions of possible combinations of parameters
for the test operation. As a result of the animation we had sets of data from
the same equivalent class. To implement the concrete test we only need to select
one of these sets, since all would imply the same behavior, since they belong
to the same equivalent class. For the invalid data test, we could not animate
the test operation because it resulted on a operation with inconsistencies in the
precondition. In this case, we could discard this test case since it represented a
state that could not happen in the real system

We could not implement and run the concrete tests on the system because
it was not implemented yet, but as soon as its development starts, we can im-
plement those test cases. Since its an embedded system, it will be implemented
in C and will probably use a test framework like CUnit.

5 Discussions

The case study was extremely helpful for the method validation. The use of
equivalent classes derived from the invariants and operation pre-condition clauses
reduced the number of test cases from millions to a few in most cases. By using
a machine animation tool, we could easily generate input data for operations
that used dozens of parameters, which would be difficult to do by hand.

The test cases generated by the approach were considered satisfactory by the
AeS Group and the proposed method can improve their current testing scenario,
by providing a formalized process for test case generation.

Although the approach is usable by the company’s current employees, it was
considered complex to apply and error prone. Doing each step by hand requires
too much attention and if any single mistake is committed the whole process is
compromised. Thus, the automation of the approach was considered key to its
adoption.
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6 Concluding Remarks

In this paper we discussed the application of a test case generation approach
based on B machine specifications on a real industrial case study. The next step
of our work is the automation of the approach, since it is not a trivial method
to apply on a real project and is error prone when done by hand.

We will begin with the first steps, regarding specification interpretation until
auxiliary test machines generation (for both valid and invalid data). We will
develop a tool that receives as input the B machine specification we intend
to generate tests for and passes it through an interpreter, which will extract
the data we need to generate the test cases. With the data extracted by the
interpreter, a test case generation program will run the approach described in
section 3 and output auxiliary test machines for both valid and invalid data
tests. From this point further the method will be applied manually. The user
will have to animate the test machines on an animation tool, collect the data
generated and implement the concrete tests.

Our interpreter will be integrated to the B-Compiler toolset, developed by
ClearSy System Engineering (http://www.clearsy.com), so we can use the tech-
nology already developed and widely tested by them in our tool. The adoption
of the B-Compiler also provides support to the B grammar that is most used on
the market.
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Abstract. In contrast to a formal validation, the Run-Time Verification
observes the behavior of the System Under Test (SUT) during its exe-
cution. For example, automobile manufactures usually perform complex
driving maneuvers on Hardware-in-the-Loop (HiL) systems to ensure the
correct functionality of their Electronic Control Units (ECUs). Thereby,
the currently used HiL systems often complicate the verification process
as a result of their workload and the wait times involved after modi-
fications of the SUT. In order to make this process more effective and
efficient, the introduced approach is based on an off-the-shelf PC run-
ning a variable step-size simulation in combination with an intelligent
I/O-device. An evaluation of the prototypical implementation showed
processing times, which already satisfy the timing requirements of com-
mon ECUs.

1 Introduction

Current Advanced Driver Assistance Systems (ADAS) like DISTRONIC PLUS
or Brake Assist PLUS do not only warn the driver of a possible hazard, but also
mitigate rear-end collision and head-to-tail crashes autonomously as described
by Daimler AG [2]. Hence, automotive manufactures verify such safety-relevant
systems elaborately to avoid endangerments of the passengers as well as of other
road users. Despite all improvements in the design and implementation, e.g.,
the automatic code generation that facilitates a consistent quality of the source
code as well as compliance to software development standards like MISRA-C
[5], error-free implementations still cannot be guaranteed. Therefore, extensive
software and hardware tests are conducted in order to find defects in a stage of
the development as early as possible and especially not detecting these after the
rollout [12].

1.1 Current Situation

MATLAB, Simulink and Stateflow [13] are a common solution [20] for modeling
and design of embedded systems. They constitute a de-facto standard in the
automotive industry with a market share of approximately 50 % [6]. The solution
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is usually used in combination with additional toolboxes such as the Vehicle
Network Toolbox [15] from The MathWorks Inc., which allows a direct processing
of CAN messages from a hardware interface like the Kvaser Leaf Professional [9]
or the Vector CANcaseXL [18]. In this manner, MATLAB can be used to validate
Simulink models with live captured data as well as to execute test cases for an
externally connected SUT. In principle, this way is rarely applied—especially not
to implement test cases for a HilL environment. For HiL. testing, other software
products like TPT [1] or LABCAR [3] are used with their proprietary notations
as well as particular hardware requirements.

1.2 Need for a new Approach

The MATLAB toolchain [13] is not sufficient to act as the base for a HiLl sys-
tem, because the software itself cannot ensure the commonly required real-time
behavior on PCs without a Real-Time Operating System (RTOS) [8]. Moreover,
different environments [1, 3, 13] are often used for automotive software develop-
ment and testing. In addition, the workload of HiLi systems is typically high due
to the purchasing costs [21] for setting up such testing environments as well as
the increasing number of ECUs [4] to be verified for one vehicle line. In conse-
quence of this, it can take time until test cases are performed and analyzed that
opposes a rapid prototyping process of innovative ADAS.

2 Approach for a Real-Time HiLL System

The fundamental idea behind the new approach for a real-time HiLL system, which
will be further called RTA HIL, is the separation of the calculation intensive parts
of the process from the parts that are responsible for the real-time behavior.
Thereby, the RTA HIL uses an intelligent I/O-device as illustrated in Fig. 1
with the name Real Time Adapter (RTA) [17] and an off-the-shelf PC. On the
one hand, the RTA device provides the necessary hardware interfaces for the
SUT and observes the time constraints. On the other hand, the PC executes the
test cases within a Discrete Event Simulation (DES) [10] using Simulink and
Stateflow.

Test ’7 H : H
Model N . i Code Generation / | ADAS
> RTA  [H—can—i ADAS [¢-Cogienemions t | B0A0
Test Environment | 1 H H i H
H—— Simulink ------+ - /O-Device-- - SUT - L. Simulink -+
- Testing: L Developmer -

Fig. 1. Development and testing environment

The internal, highly-precise clock of the RTA takes response for the real-
time behavior of the whole testing environment. Based on timestamps added to
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the messages between the RTA and the PC, the simulation is able to calculate
the accurate sending points of the outgoing messages independently from the
processing time required for the simulation as shown in the following figure:

SuT RTA

| |
| |

P .
rocessmgr-l Message (m,) at t4 i :
e |
|

(.
Transmission

| -

1 Delivery | | Message (m) + Timestamp (t1)

| T

| |

| | Simulation
: N : Message (m;,) + Timestamp (t; =t +tx)

| ueue

: Tolerance
. Idle ]

1

|

__ Message (m,) at t,

L}

) |
Processing |
|

|

|

Fig. 2. Processing of incoming and outgoing messages

All outgoing messages received from the simulation are queued by the RTA.
The messages are transmitted, if the timestamps and thus the intended sending
points match with the time of the internal clock. If the RTA detects a sending
point in the past less an adjustable tolerance, it notifies the PC about the time
fault. In this case, the PC aborts the current execution and restarts the test case a
few times to exclude time violations caused by singular incidents. Notifications
are also sent after the expiration of one of the hardware timers available on
the RTA, which can be used to realize wait times in the simulation between
a stimulus and the expected reaction of the SUT. During the test execution,
the simulation is advanced from one event to the next and does not depend on
fixed time-steps as usual for a real-time HiL, system [11]. This behavior reduces
the number of necessary simulation steps and in consequence it decreases the
processor workload of the system.

3 Seamless Integration

The RTA HIL uses a so called system-function (S-function) [16] to extend the
capabilities of the MATLAB toolchain with additional user functionality and to
provide a Graphical User Interface (GUI) for the test cases implementation. In
this manner, the extension does not differ from a built-in block of Simulink and
can be combined with other blocksets.

The S-function imitates a discrete-event behavior with functions from the Op-
erating System (OS), which typically synchronize threads. Thereby, it suspends
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the execution of the innately single-threaded simulation engine of Simulink after
each step as displayed below in Fig. 3 until a new event occurs.

Wait for
—>{ Event/ Timeout
tsim = tevent

Initialize
itz Calculat

> Finished / Terminate
A 7| Simulation Step

Timeout? Simulation

tsim=0

Fig. 3. Imitation of the discrete-event behavior within the S-function

The solution causes difficulties, because other functions, e.g., the processing
of the incoming messages from the RTA, are not performed during intervals
without events. In the same manner, the GUI of Simulink or Stateflow is not
updated and does not accept any input from the user. To get around, additional
threads are used in the S-function to handle user-defined activities independently
from the execution state of the DES as well as further simulation steps are
introduced that only have the task to refresh the GUI as well as to process the
user input.

The SUT usually performs its calculations with Fixed-Point Numbers [19],
whereas the simulation on the PC applies Floating-Point Numbers [7]. Therefore,
the performance-optimized S-function has to convert the signal values between
both formats based on the specified data types [14] and scalings that represent
the way in which the data is interpreted.

4 Evaluation and Analysis of the Performance

For the evaluation, the processing time is defined as the sum of the time needed
for all activities that are performed or caused by the PC and the RTA during
the execution of one simulation step. Simplified, it can be said that this is the
time between an incoming and the corresponding outgoing message.

The generic measurement setup consists of a common off-the-shelf PC, a RTA
device and an evaluation board with two CAN interfaces. The evaluation board
represents the SUT and serves as an adjustable traffic generator, whereas the
S-function is instrumented to collect and store the timestamps received from the
RTA. All options for the optimization in Simulink are switched off to get com-
parable results during the evaluation and to avoid performance enhancements
in advance of the test execution.

A setup with an empty test case, which directly feeds-through the values from
the input to the output ports, represents the RTA HIL latency caused by the
testing environment. As shown in Fig. 4, an average processing time of 2.2 ms
is needed to receive a message from the SUT and response to it immediately
without calculation steps.

Test cases comprise not only relative simple logic, but also complex calcula-
tions. This raises the question, whether the performance of the RTA HIL system
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is sufficient for common ECUs. Therefore, a floating-point multiplication cas-
cade consisting of 1000 Simulink blocks was used in another test model. Figure
4 displays in addition to the RTA HIL latency the measured processing time of
this setup with an average value of 3.3 ms.

45

35

25 | | || I.

ALL.AI llln.“ALl Metih, JM"MWM e L,Ln

Processing Time [ms]
w

0 50 100 150 200 250 300 350 400 450 500
— RTA HIL Latency Multiplication Cascade

Fig. 4. Results of the performance evaluation

However, some outliers are clearly visible in the graphical representation of
both results due to the non-deterministic processing of the PC. A performance
reserve in the range of a few milliseconds can mostly compensate the deviation
and enables the RTA HIL to produce convincing and reproducible outcomes.

5 Conclusion

The evaluation revealed an average latency of approximately 2.2 ms for an empty
test case and about 3.3 ms for a 1000 blocks multiplication cascade. Overall, the
performance of the RTA HIL system seems to be sufficient to implement complex
test cases with a decently adequate reserve for the compensation of possible
outliers. Thereby, time faults are not an exclusion criterion for the approach,
because a HiLL environment is not a directly safety-relevant system.

The workload of the computer system substantially determines the time
needed for the execution of a simulation step and thus for the processing time of
the RTA HIL. Therefore, the applied DES reduces the processor utilization sig-
nificantly by the minimization of the necessary calculations during a test run. A
further increasing of the performance is achieved by the execution of the static
simulation parts in a binary-optimized form, whereas the frequently changing
parts are interpreted directly within Simulink during a test run.

An implementation challenge of the RTA HIL system has been shown up
that Simulink runs the GUI and the simulation in the same thread, which in our
case prevents the user from an interaction with the testing environment during
time periods without events. This behavior is caused by the applied S-function
that suspends the thread between two events. Thus, additional simulation steps
are necessary in the meantime to process the user-defined inputs and outputs.
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Further Work

The implementation of the new approach for a real-time HiL system is still
under development and therefore the existing hardware and software parts are
advanced continuously. One of the pending points constitutes the full integration
of the RTA with its timestamps in Simulink that includes, among others, the
usage of the device as external time provider.
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Abstract. Mobile software applications are even more focused on good user
experience than traditional desktop applications. Today’s high-resolution
displays of mobile devices offer increasing capabilities in user interaction
experiences. Correct behavior of the emerging GUIs has become a critical
success factor. However with the more advanced GUI capabilities, manual
testing of the GUI has become more complex and error prone. Thus it is
absolutely critical for efficient mobile application development to establish
automated GUI testing. Android offers various concepts for testing mobile
applications. In this paper we present two approaches for testing mobile GUI
applications, the Android Instrumentation Framework and the Positron
Framework. We will show the strength and weaknesses of the two approaches.

Keywords: Test Automation, Test Design, Testing Tools, Software
Engineering, GUI Testing, Android.

1 Introduction

In software development, an adequate graphical user interface, in general, and with
this, its correct behavior and operation has become a critical success factor for the
acceptance of GUI-centric applications. This is even more important for applications
on mobile devices with their limited display size and their special input devices (like
fingers, sticks, or small keyboards). Thus testing the correct functioning of the GUI
has become very critical, too. Because of the inherent limitations of manual testing of
the GUI, there is a strong need for automated GUI testing. However automated GUI
testing for mobile applications is still at its beginning. Google’s Android platform
provides two approaches: The "Android Instrumentation Framework" and "Positron
Framework". The goal of this paper is (1) to show how to write GUI tests with both
approaches by example and (2) to analyze the strength and weaknesses of the two
approaches and compare them to desktop testing techniques.

After an introduction about Automated GUI Testing in general, we present the
Android Instrumentation Framework and the Positron Framework and a comparison
of both. A final outlook on further work concludes the paper.

2 Automated GUI Testing
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GUI testing is the process of testing an application with a graphical user interface to
ensure correct behavior and state of the GUI. This includes verification of data
handling, control flows, states and display of windows and dialogs, for example [1].

Testing mobile GUI applications raises special challenges: The event-driven nature
of GUI’s makes GUI applications non-deterministic; the user can click anywhere on
the screen. For mobile applications the development platform is usually different from
the target platform. It is impossible to test the almost unlimited numbers of possible
states a GUI can have. This makes mobile GUI testing more difficult compared to
pure functional testing [2]. Manual GUI testing is very error prone and hardly
reproducible, and causes very high effort.

Providing automated GUI testing for mobile applications would improve the
situation significantly, including regression testing. The idea in automated GUI
testing is to develop testing scripts which simulate user interactions with the GUI
application and verify the correct behavior, state and control flow in the GUI to
discover possible deviations from the expected behavior. The tests are structured
against the GUI application to elucidate and clarify what is required from user
perspective.

We use a simple Contact Administration application to store, view and edit a list of
contacts as a case study.

3 Android Instrumentation Framework

The Android Instrumentation Framework is an integrated part of the Android software
development kit (sdk). Instrumentation refers to the ability to monitor and diagnose
an application by inserting tracking code, debugging techniques, performance
counters, and event logs into the code, which also allow measuring its performance
and control its behavior [4].

The Android Instrumentation Framework includes supporting test classes (see Fig.
1), which allow to start, run, control and terminate an application in test mode.
Depending on the testing level [6] these classes provide facilities for controlling and
ensuring the access through the application and its resources [5].

The Android Instrumentation Framework is based on the JUnit framework. The
ActivitylnstrumentationTestCase2 extends the JUnit core TestCase class. This allows
using the standard JUnit assert-functionality for verifying expected and actual
behavior in the GUI caused by user interactions, fired events, etc. [4]. This makes
using the instrumentation framework very easy for experienced JUnit developers.

In Android each screen of an application is represented by an Android activity, so
an Android application can be seen as an activity stack. Each activity itself consists of
groups of ordered UI elements. Each activity has its independent lifecycle. Hence,
each activity can be tested separately. Android instrumentation provides the special
class ActivitylnstrumentationTestCase2 for this testing level.

ActivityInstrumentationTestCase2 offers functionality for handling GUI resources
and accessing the GUI on the activity context level. The programmer creates a test
class derived from ActivitylnstrumentationTestCase2 for each activity and specifies
the activity class to be tested (class under test — CUT, Listing 1).
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getActivity()
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Fig. 1. Android Instrumentation Framework Class Diagram

A GUI test simulates a process related to the UI elements in the activity or a
specific expected user behavior [6]. The general structure for an instrumentation test
class is shown in Listing 1. The listing demonstrates a test adding a new person to the
list of contacts and verifying the correct behavior and state of the GUI. The low level
API of the Android Instrumentation Framework allows sending key strokes to the
selected control using the sendKeys() method to simulate specific user interactions;
in the sample to enter the surname of a person.

For testing the user action events (in Listing 1. to click "Save" button) the actual
test is executed as a Runnable. The overloaded run() method of the Runnable class
includes event call and the assertions. The Runnable instance is passed to the Ul
thread which runs in parallel with the tested activity.

The Instrumentation Framework uses the JUnit assertions to verify the GUI state
and behavior. No new verification concepts are introduced, which makes it easy to
use for experienced JUnit tester. The tests are compiled and bundled as an
independent instance of the application.

public TestDemo (String pkg, Class<Demo>activityClass) {
public TestDemo () {
super ("org.demo", Demo.class);//Bundle activity

}

protected void setUp () throws Exception {
super.setUp();
final Demo2 a = getActivity();//Instance Activity

/*Bundle widgets by id in file R*/
surname= (TextView)a.findViewById(R.id.surname) ;

}

public void testlAddPerson () {
sendKeys ( KeyEvent .KEYCODE_T); //Type a letter
sendKeys ( KeyEvent.KEYCODE_O); //Type a letter
sendKeys ( KeyEvent.KEYCODE_O); //Type a letter

//runnable for save button action event
Runnable saveRun = new Runnable () {
public void run() {
save.performClick();//Simulate click event
p=getActivity () .getPerson();//get data from UL
save.setEnabled(false);//set UI element status
Assert.assertFalse(save.isEnabled());
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}
}i

getActivity () .runOnUiThread (saveRun) ;//Run test

Listing 1. Test Class Structure with Android Instrumentation Framework

4 Positron Framework

The Positron framework is a client-server model built on top of the Android
Instrumentation Framework to handle the activity's resources, offering a Selenium-
like high-level approach for writing and running test cases [7]. Each test case is
treated as a client, which connects to the server component that runs the activity [8].
The framework provides the communication infrastructure and the server services [7].
The communication network services use the Android Debug Bridge (adb) to
establish the connection between the server and the clients [7]. Each test method
(client) creates its own activity instance to communicate with.

The Positron framework is thread-safe, which is especially important to control the
Ul elements and their events running in a separate thread [7]. To access activity
resources it uses a path with dot-separated property notation [8] (see Listing 2). It
considers the activity as a container of UI elements arranged in a hierarchy. In
addition, Positron provides variations of the method At to tweak the return type
according to the required property, such as: stringAt, intAt, for example.

The test class must extend class TestCase. The structure of the test class is similar
to the structure of the standard JUnit test class. Also, all verifications about behaviors
and data are made by "asserts", which are structured as in JUnit [8]. Listing 2 shows a
typical test class written with Positron and some typical methods to simulate user
interactions with the GUI.

Positron includes its own implementation of Selenium-like commands to allow
automated run of high-level GUI test suites. Each test class consists of a set of test
methods representing user tasks. This enables to run the tests independently of each
other [9]. In addition, Positron provides synchronization functionality between the
application under test and the tests for concurrent access of GUI elements during the
testing scenarios. The negotiation is made by Positron when it opens the connection
between server and client, i.e. when the activity is started in test mode [7].

public class AddRecord extends TestCase {
@Before
public void runBeforeEveryTest () {

//Start the activity in test mode
startActivity("org.demo.Demo", "org.demo.demo2.Demo2") ;
pause();//Wait for the requested answer

press ("Name", DOWN); //Simulate typing a word
click();//Simulate click event in a focused UI element

}
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@Test

public void addPerson() throws InterruptedException {
/*Assert state*/

assertTrue ("not click", booleanAt ("save.isPressed"));
fieldl=stringAt ("listView.1.0.text");//Get string

}

}

Listing 2. Test Class Structure with Positron

S Framework Comparison

Comparing both approaches in general, the Android Instrumentation Framework is a
low-level API to simulate user interactions with the screen (Listing 1), while Positron
provides an abstracted comfortable high-level interface (Listing 2) for writing GUI
tests. The Android Instrumentation Framework gives a direct handle to the context
used to poke freely around the activity to validate test assertions, and to access the
widgets’ properties directly in the test case. This ensures efficient runtime and fast
response. The Positron Framework connects to the application under test each time
when the test class needs to use activity resources which slows down test runtime
execution.

With the Android Instrumentation Framework, every Ul element must be brought
individually in the setup method; i.e., the GUI simulation is a re-implementation of
the activity under test (see in Listing 1, setup() method). The run() method of the
Runnable class must be overridden methods to handle user action events. Though
these approaches allows writing test cases at a much lower level with direct resource
access, this leads to much more test code, which makes writing tests more error prone
and increases maintenance effort.

Positron provides methods to locate activity resources by calling getters for each
named property class. This avoids a rewriting of the activity within the test class (see
in Listing 2, setup() method). On the application code side, this requires that the class
under test (the activity class) has implemented the corresponding getter methods to
the resources. The UI objects’ methods are handled by Positron. The developers do
not need to take core of the synchronization between the Ul thread and Ul objects
methods, as with the Instrumentation Framework. However, this limits the UI Objects
handling at screen level.

While the Android instrumentation framework offers greatest flexibility and direct
access to the GUI controls through its low-level API, it also requires writing more test
code, which increases error rate and also causes higher maintenance effort. The
Positron framework provides a high-level interface for writing automated GUI tests,
which reduces the effort, for both, writing and maintaining test code significantly.

The strengths of both frameworks are: use of instrumentation for handling UI
resources through the activity; user interactions simulation by sending key events;
execution on the target platform; usage of standard JUnit assertions to verify GUI
behavior and states.

Among the weaknesses of these approaches are that the tester must have a detailed
knowledge of the source code under test to find the UI resources in the code. The
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developers cannot write tests spanning multiple activities, because the frameworks
isolate the test class for handling only one activity from an activity stack.

6 Conclusion and Outlook

Our analysis of GUI testing tools for mobile application development, exemplified
by the Android platform as one of the currently most emerging environments,
showed, that this is area is still in its beginning. The two analyzed frameworks
provide basic GUI testing functionality on various levels. Compared to GUI desktop
testing tools both frameworks yet show notable limitations.

These limitations include: capture/replay functionality, support for GUI controls,
script generation, and runtime control in a compulsory interruption environment, and
platform neutral testing, i.e. testing of the various OS and runtime platform of the
very defragmented device market. In a current research project we are investigating
into the question, how a ported mobile application can be enforced to follow a given
architecture [10].
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Abstract. An automated solution to the guided inspection technique is
presented in this paper based on the use of Model Driven Architecture (MDA)
concepts and technology. Guided inspections use system test cases generated
from requirements to conduct inspection of design models. The main expected
benefit is to address limitations of model driven testing techniques by
supporting: 1) validation of design models construction and behavior (from
which test cases are generated) against requirements; and 2) validation of the
system test cases and the requirements as design evolves.

Keywords: Guided inspection, design models, test case, MDA, automation.

1 Introduction

Test cases can be generated from design models by using Model-Driven Testing
(MDT) [1]. To support the MDT process, there is the Model-Driven Architecture
(MDA) framework [2], which performs abstract model transformations to generate
concrete models. In MDT, testing models are designed using the Unified Modeling
Language 2 (UML2) [3], and they can be transformed to generate test cases.

However, it is not usually possible to perform transformations automatically
among artifacts of highest abstraction level, for example, between natural language
requirements specification and design models. Therefore, as design models are
manually constructed, there is no guarantee that they will reflect the system
requirements in a precise and complete manner.

There are several techniques, usually manual, to perform inspection between
design UML models and the requirements specification, such as: Object-Oriented
Reading Technique (OORT) [4], Perspective-Based Reading (PBR) [5] and Guided
Inspection [6]. However, manual techniques have some drawbacks: 1) the inspector
needs to be an expert on inspection; 2) some defects cannot be found because of the
inspector lack of attention; 3) sometimes, the checklist may not be complete with
respect to the system requirements, causing rework when the artifacts are updated.
Moreover, techniques based on pre-defined check list can be too constrained.

In this paper, we propose automating the Guided Inspection technique to perform
inspections between the requirements specification and the design models in order to
check the conformity between them. Since guided inspection is based on test cases,
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the inspection can be tailored for each application. Also, the test cases can be re-used
as system test cases that are validated with regards to requirements and models.

The paper is structured as follows. Section 2 briefly describes the manual guided
inspection technique. Section 3 introduces the automated guided inspection technique.
Section 4 discusses related work. Section 5 presents a preliminary evaluation of the
proposed technique. Finally, Section 6 presents concluding remarks.

2 Guided Inspection Technique

Inspection techniques are usually applied from a checklist composed of instructions
and rules to help the inspector to perform the inspection [7]. These checklist rules,
however, often do not represent every behavior of the system. Therefore, the Guided
Inspection technique has a particular manner of doing the inspection by analyzing
whether the system behavior — which is present in the requirements specification — is
also in other software artifacts [8]. The technique uses test cases to guide the
inspector. The guiding test cases are ‘executed’ mentally on the UML diagrams to
verify whether it is possible to find each step of the test case on the models.

Fig. 1 shows the phases of the manual Guided Inspection process. In the first
phase - the analysis - the inspector classifies each use case with regard to its criticality
to the system. In the building phase, the inspector must write the abstract test cases
described in natural language and the analyst has to create the design models to be
inspected. In the execution phase, the inspector uses the test cases and tries to execute
them mentally on the design models. In the evaluation phase, the inspector decides
whether the models are in conformity with the test case or not.

Yi
— Testing < e
. Specification
creating
Abstract Test Cases
System —! Use Case i
Requirements s Guided
Specification Inspection
UML Diagrams
modeling
> Design Models <
- Yes
- A A J
Analysis Building Execution Evaluation

Fig. 1. The four phases of the Guided Inspection process.

3 Automating Guided Inspection

The goal is to automate the ‘execution’ phase of the manual Guided Inspection
technique presented in the previous section. The automation uses the same input and
output artifacts from the manual technique. Therefore, the inputs are the test cases
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described in natural language and the design models — class diagrams and sequence
diagrams — to be inspected. Both artifacts should be created from the requirements
specification. Sequence diagrams were chosen, because they can represent the system
behavior, while the class diagram is just a structural system representation. The output
is a defects report with every inconsistency between the test cases and the design
models. The defects found by the automated guided inspection technique can be both
behavioral and syntactic ones. The manual technique may only detect behavioral
defects. As an example of a behavior defect, a particular action may be present in the
use case, but not in the sequence diagram.

Initially, we need to transform natural language test cases into executable ones in
order to automatically execute them on the design models inspected. One way to turn
a test case into an executable script is by identifying the action semantic of each step.
This is made possible by using the Action Semantics from UML2 [3] that describe
every available action into a system, for example, the action of creating/destroying an
object, to set/read a value, etc. So, each step of the test case is annotated manually
with an action semantic by using a custom script language. This is dependent on the
class diagrams, since each action is associated with an object or operation. As the
inspector annotates the test cases with action semantics, he may not find some object
or operation that fully describes the test case written in natural language. This implies
the class diagram is not complete and therefore, needs to be fixed.

The next step towards the automation is to run the test case scripts. In literature,
several tools have been proposed to simulate and validate design models related to
integrity constraints. In order to simulate these models, we need a script containing
actions such as creating objects, setting and reading object values, making association
between classes or calling an operation. Thus, the test case script created from the
annotated action semantics is used. While the script is running, that tool verifies
whether some constraint (present in the class diagram) is met or not. The USE (UML-
based Specification Environment) Tool [9] was chosen in this work, because it
generates automatically a sequence diagram which represents that test case script.
This way, the test cases initially described in natural language are now in the same
language of the sequence diagrams to be inspected, though at requirements level. This
is key to make automatic inspection possible. It is important to remark that the
sequence diagram of the test case is not a design diagram since it does not contain
design details. When a test case that cannot be simulated, for instance, if class
diagram constraints are not met when an operation is called, this may indicate a defect
either in the test case (invalid) or in the class diagram. In this sense, all test cases that
can be successfully simulated are considered to be valid w.r.t. the structural design.

The Guided Inspection automation is performed using the MDA philosophy, that
is, each design sequence diagram is compared (inspection) to the related test case
sequence diagram — generated from USE tool — in order to find divergences (defects
or alerts) between them. A divergence is transformed into a defect. This is performed
by using the ATL (Atlas Transformation Language) language [10] (Fig. 2).

In order to describe the defects found through the inspection, we built a meta-
model for the defects report. This meta-model contains the description for all types of
defects and alerts found. Thus, the inspection performed between the sequences
diagrams are transformed into a defects report model. This model is transformed
automatically into a HTML page for visualization.
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The defects report contains some types of defects and alerts. The defects types are:
(i) MsgPositionError, the sent or received lifeline of the message is different from the
lifelines on the test case; (ii)) MsgSyntaxError, related to syntax errors; (iii)
MsgUnfoundError, it occurs when at least one message is not found; and (iv)
AbstractMsgError, when a lifeline of an abstract class is created. The alerts types are:
(1) MsgDiffAlert, messages found on design model were not found in test case
sequence diagram; and (ii) SequenceDiffAlert, when a message is found in a different
order in the test case.

/ Automating Guided Inspection using MDA Philosophy \

Meta-Model Meta-Model

umL2 DefectsReport
A L3 A
1 1 1
1 1 I
! 1 !
: Test Case :
| Sequence f 1
! I Diagram » 5‘3 Model =‘3 Defects Report
. 1 DefactsReport

Design Sequence ATL Rules Textuals In HTML
Diagram Transformations Transformati

Fig. 2. Automating Guided Inspection using MDA Philosophy.

4 Related Work

This work proposes an automated inspection technique, which inspects UML design
diagrams from a requirements specification in a way they can be verified according to
syntactic and behaviour aspects based on test cases. Considering these characteristics,
the inspection techniques which are more similar to it are Perspective-Based Reading
(PBR) and Guided Inspection. Both techniques make manual inspection.

PBR performs inspection from a list of questions on the system related to each
stakeholder’s perspective (analyst, developer, tester, client etc). These are not specific
to any system. Therefore, sometimes these questions are not sufficient for a non-
expert inspector to find a large number of defects on the inspected artifacts. However,
by using the same questions to any system is an advantage, since it does not require
much time from the inspector to start inspecting the system. When a defect must be
fixed by an analyst, he may not find, sometimes, this defect in the inspected artifact,
since the defects report may not be clear enough. So, the PBR Tool was developed as
a support to this problem. It helps to manage each PBR’s step and generates a defects
report based on the input data. However, this tool does not perform the inspection
itself automatically: it is still done manually, as defined in PBR technique.

Guided inspection performs a particular inspection by using test cases to guide the
inspector. The main advantage is that these test cases are specific to the system.
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However, the inspector needs to mentally verify whether each step of the test case is
present in the inspected UML diagram.

5 Experimental Evaluation

To preliminary assess our approach and pinpoint issues to be improved, we have
developed case studies to compare the PBR technique to the automated guided
inspection (AGI) technique. Below we present the results of a case study set up using
a software system with 18 use cases. Two inspectors, one experienced in PBR and
another in AGI, conducted the inspection. The main questions investigated are: 1)
How long does it take by one inspector to apply each technique, i.e., which technique
is more time-consuming? 2) How many defects can be uncovered by each technique?;
3) Which technique presents the best performance in terms of the rate of defects per
time spent? To answer these questions, the verified metrics were: total time, number
of defects and performance. Table 1 presents the results of this evaluation.

Table 1. Evaluation results regarding the AGI and PBR Techniques.

Metrics PBR AGI

Total Time (T) 0,26+1,67=1,93h 4,96+0,15=5,11h
Number of Defects (N) 14 35

Performance (N/T) 7,25 6,85

The total time is the sum of the preparing time and the inspecting time. PBR’s
preparing time is considerably smaller than the AGI’s, because in the former the
inspection artifacts are the same independently of the system, whereas in AGI, it is
necessary to perform manual annotation with the action semantics of the test cases.
Thus, AGI’s preparing time takes longer than PBR’s. However, PBR’s inspection
time takes longer than AGI’s, because the latter inspection execution was automated.
AGT’s inspection time takes approximately 30 seconds for each system use case.

As for number of defects, note that by using AGI it was possible to find more than
twice as many defects as PBR. The performance is the relation between the number of
defects and the total time. Although PBR takes less time (1,93h vs 5,11h), the
performance of the techniques was similar (7,25 vs 6,85), as AGI found more defects.

Even though no definite conclusions can be reached from this case study, the
results point out that AGI may be a good choice when uncovering more defects is
important to the project as far as resources are available and the costs can be
compensated by avoiding escaped defects. On the other hand, PBR is more adequate
for quick inspections since it seems to be less accurate than AGI with less effort.

6 Concluding Remarks

This paper presents an approach to automate and extend the guided inspection
technique to perform semantic and syntax inspection between design UML diagrams
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and requirement specification. Automation is based on MDA concepts and technology
focusing on the use of Action Semantics from UML2 and model simulation through
the USE tool. Since the manual guided inspection uses abstract test cases to guide the
inspector, we use Action Semantics to annotate the semantic of each test case step,
turning those test cases into executable scripts. The test cases are transformed into
sequence diagrams by using the USE tool. It allowed those abstract test cases to be
ready for inspection, because the UML design diagrams to be inspected are also
sequence diagrams. Since sequence diagrams represent the system behavior, it is
possible to identify conformity defects on these artifacts. The automated guided
inspection execution is made by using the MDA philosophy.

A preliminary experimental evaluation was performed by comparing AGI to PBR.
Both techniques have positive and negative points, because while PBR was performed
faster than AGI, the latter technique found more than twice as many defects as PBR.

As further work, it is necessary to improve the phase of annotating the test cases
with action semantics in order to make it less time-consuming. The use of DSLs can
make automation of this phase possible, reducing considerably the costs of AGI.
Additionally, experimental evaluation using real-world case studies are needed to
assess the benefits that will make it clear how the technique can be used in practice.
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Abstract. Software testing applied for concurrent programs is a chal-
lenging activity. Considering the relevance of concurrent programs test-
ing, several research have been conducted in this area, especially in-
volving adaptation of the techniques and criteria applied in sequential
programs. This paper presents a systematic review, which is a technique
coming from Evidence-Based Software Engineering, aiming to find out
research about testing in this context. As result, the review identified
testing criteria, bugs taxonomy and testing tools that can provide the
foundation for new research in the area of concurrent program testing,
such as definition of new criteria and new testing tools.

Keywords: software testing, concurrent program, systematic review

1 Introduction

The objective of the concurrent programming is to increase application per-
formance, allowing better use of available resources. A concurrent application
consists of several processes that interact to solve a problem, reducing the com-
putational time in several application domains, such as: web services, corporative
systems, systems based on service oriented architecture (SOA) and complex sys-
tems, such as weather forecast, dynamic molecular simulation, bio-informatics
and image processing. Moreover, the current demand for distributed applications
in domains as web services and corporative systems has increased the interest
for concurrent programming.

There are two paradigms for interaction among concurrent processes: shared
memory and message passing. When message passing is considered, the com-
munication (and synchronization) among concurrent processes occurs by ex-
changing messages. In the case of shared memory, the communication occurs by
sharing address spacing and the shyncronization occurs by primitives, such as
semaphores or monitors. These differents aspects need to be considered for the

* The authors are financially supported by FAPESP and CNPq — Brazil.
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proposition of the testing mechanisms for concurrent programs, and features,
such as nondeterminism, synchronization and communication. In this direction,
some work prior to 2000 have defined a bugs taxonomy, criteria and testing
tools for concurrent programs [21, 9, 3, 22]. However, it is important to know the
current research about the area.

This paper contributes in this direction, providing a systematic review about
research related to testing in context of concurrent programs, considering re-
search related to testing criteria, bugs taxonomy and testing tools. According
to our knowledge this is the first effort to provide a Systematic Review in this
area. Our objective is to analyse the existing approaches to testing in concur-
rent software, discussing the significant issues related to this area and providing
evidence that can serve as a basis for innovative research activities.

2 Systematic Review: Planning and Conducting

A systematic review is a process of assessment and interpretation of all available
studies related to a research question or subject of specific interest, providing a
background for further investigation [8]. This review intends to identify current
studies related to testing criteria, bugs taxonomy and testing tools for concur-
rent programs. The objective is to facilitate the development of new research in
this area, from of the relationship among proposed approach. This review was
performed according to the process defined in [8]. For reasons of space, we will
present a summary of the review conducted, for details see [2].

Three research questions were formulated to the objectives of the systematic
review: 1) What testing criteria were proposed to test concurrent programs? 2)
What type of bugs taxonomy related to concurrent programs were identified? 3)
What tools were proposed for concurrent program test? Based on the research
questions, some keywords were extracted and used to search the primary studies.
Primary studies (in the context of evidence) is an empirical study investigating
a specific research question [8]. The initial set of keywords was: “concurrent
program”, “bug taxonomy” and “test”. During the preliminary search conducted
other keywords were added to improve the search string general. The digital
libraries considered in this review were: ACM Digital Library (portal.acm.org),
IEEE eXplore (ieeexplore.ieee.org), Engineering Village (engineeringvillage.com)
and SCOPUS (scopus.com). After of the definition of search string, the searches
were performed. All the results of the search process were documented, therefore,
others research can to acess this documentation and, if necessary, to repeat the
review. The selection process of studies was validated using VTM technique [6]
that help in new review of the studies. After this phase, 14 primary studies were
selected for data extraction.

3 Software Testing for Concurrent Programs

This section summarises the information extracted of the primary studies. The
Table 1 presents information about the studies selected organized by: category

Short Papers of the 22nd IFIP ICTSS, Alexandre Petrenko, Adenilso
Simao, Jose Carlos Maldonado (eds.), Nov. 08-10, 2010, Natal, Brazil.



M. Brito, K. Felizardo, P. Souza and S. Souza

81

(related to research question), paradigm of the parallel program, testing tech-
nique used, language considered, test model defined, funcionality of approach
and how the validation of approach is shown. In the following, the studies iden-
tified are described.

Table 1. Primary Studies Summary

[Paper]CategoryI Paradigm [ Technique [Language[Test Model [Funcionality Validation
[10] [Testing |Message Structural Synchronization | Validates SY N-sequence | Examples
criteria |passing graph events
[12] |Testing Shared Structural Concurrent Exercises synchroniza-|Figure illus-
criteria memory faults tion sequence of the|trates
concurrent program
[23] |Testing |Shared Structural PPFG (parallel| Exercises pairs|Case study
criteria memory graph) definition-use.
[20] |Testing Shared Structural CMFG (Con-|Exercises all paths of|Case study
criteria |memory current Module|the concurrent program
Flow Graph)
[17] |Testing Shared Structural PCFG_SM (par-|Exercises features of|Case study
criteria |memory allel graph) the shemaphore based
programs
[18] |Testing Model based Statechart Exercises synchroniza-|Case study
criteria tion sequence
[15] |Testing Model based Timed interface|Bxercises pair|Case study
criteria automaton and|and paths of the
CTL send/receive primiteves
between process
[16] |Testing Model based Timed interface|Extends [15] to consider|Practical
criteria automaton and|timed interface automa-|study
CTL ton
[1] |Testing |Shared Error based Java Mutation operators|Case study
criteria |memory exercise concurrent
and Tax- aspects and the bugs
onomy not availabre in [5]
bug
[11] |TaxonomySTM C Related to interleaving|Practical
bug sequences in STM and |study
problems to data up-
date
[18] |Taxonom: C/C++ Present deadlock bugs|practical
bug and non-deadlock con-|study
currency bugs
[19] |Testing Shared Structural Java Calls are inserted the|Case study
tool memory scheduling function
in places of program,
that uses generation
of pseudo-random
numbers
[7] |Testing |Shared Structural Java Provides a framework|Case study
tool memory to implement different
dynamic predictive
analysis to obtain a set
of statements of the
program involved in a
potential error
[14] |Testing |Shared Structural Java Conducts analysis|Case study
tool memory of trace for a list
of interleavings and
then explores these
interleavings using

controlled test

3.1 Testing Criteria

Testing criterion defined by Ling et al. [10] considers timing-sequences, Lu et
al. [12] explors also test sequences adding the concept of representative sequences,
and considers differents features of interleavings in an abstraction hight level.
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Representative test sequence is a subset of all possible interleaving of the concur-
rent events that define the concurrent program behavior. Yang and Pollock [23]
present the criterion all-uses for concurrent programs, in more detail that [12].
The criterion all-uses is more explored in [17] considering differents types of as-
sociations between definition and use of variables. Takahashi et al. [20] propose a
new approach that uses the concept of abstract block, considering hardware and
low level of commands in order to reduce the number of combinations between
statements of the concurrent program that must be tested.

In context of model based testing Seo et al. [18] use statecharts and propose
an approach that uses automata limiting the state-explosion problem. Robinson-
Mallett et al. [15] focus on the comunication testing between components select-
ing representative test sequence from open interface automata with high efec-
tiveness. The advantage of this approach [15] is the generation of a potentially
minimal set of test cases. Extending this work, Robinson-Mallett et al. [16] takes
advantage of the testability of communication between components for the in-
tegration testing. About error based testing, Bradbury [1] proposes a mutation
operator set based on concurrent faults related to concurrent aspects, such as:
concurrent method, calls of the concurrent method and critical region.

3.2 Bug Taxonomy

Bradbury [1] used a bug pattern taxonomy defined in Farchi et al. [5] to analyse
the IBM Concurrency Benchmark [4] and to define bugs in context of Java adi-
cioning aspects not available when the taxonomy was proposed, such as other
signals notify that can are missing, problems with starvation or number of re-
sources for threads, or incorrect count initialization. Lourengo and Cunha [11]
present bugs set based on Software Transactional Memory (STM). STM is a
control mechanism similar to competitive transactions of databases, but in this
case to control access to shared memory in concurrent computing. Lu et al. [13]
present a study of the concurrent bugs in real application, considering another
aspects not explored in [5], such as threads number, variables number and acess
involved in this bugs.

3.3 Testing Tools

Stoller [19] presents the rstest tool that similary the tool CalFuzzer [7] uses
scheduling. CalFuzzer works with the concept of active testing: first uses pre-
dictive or dynamic program analyses to identify potential concurrency bugs and
after uses the reports from these analyses to explicitly control the underlying
scheduler of the concurrent program to discover real concurrent bugs. The dis-
advantage of CalFuzzer is that it control execution by scheduling one thread
at a time, leaving out the advantages of multicore machine in testing. Park et
al. [14] proposes the CTrigger that similarly the CalFuzzer works in two phases:
trace analysis to obtain a list of unserializable interleavings and analysis of these
unserializable interleavings using controlled testing. CTrigger controls execution
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by suspendig the execution of the thread in determined places, increasing the
probability of the occurrence of the targeting unserializable interleaving.

4 Conclusion

This paper presented a systematic review aiming to find out research related to
testing criteria, bugs taxonomy and testing tools for concurrent software test-
ing, providing foundation for new research in this area. Basically, testing criteria
found are related to structural, model based and error based testing techniques.
These criteria explore comunication inter process, components of the concur-
rent programs and message passing, in most cases, considering shared memory
programs. It was observed that 64.3% of the studies present testing criteria. In
this studies, 55.5% are structural testing criteria, 33.3% are model based testing
criteria and 11.1% present error based testing criteria. Considering bugs taxon-
omy, 21.4% of the studies present definition of the typical bugs for concurrent
programs. Of the studies 21.4% present testing tool.

From results obtained in this review, it is observed a lack of the testing crite-
ria and tools for concurrent programs, considering intrinsic aspects of these pro-
grams. We plan realize other review more complete, considering in the research
string all aspects of concurrent programs. Also, there is a lack of experimental
studies to evaluate testing criteria and bugs taxonomy. Experimental studies are
fundamental to provide information about application cost, efficacy and com-
plementary aspect of the testing criteria. Thus, we plan the development of an
experimental study, using bugs taxonomy of the primary studies, to evaluate of
the efficacy in fault reveal of the testing criteria for concurrent programs. We
hope this study will contribute to the definition and the evolution of testing
strategies in context of concurrent programs.
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Abstract. This paper describes a computerized infrastructure to support the
combined selection of Model-based Testing (MBT) Techniques to be jointly
used for a software project. The decision making can be supported by a
selection approach providing the generation of indicators and charts which MBT
techniques could be considered regarding the software project’s characteristics
and requirements. Results of an observational study performed with software
engineers suggest the proposed infrastructure could be able to guide the
selection of the best-suited combination of MBT techniques for a software
project, can reduce about 50% of the selection time in comparison with manual
selection, and can approximate the time spent by software engineers with
different experience backgrounds while performing the MBT selection task.

Keywords: Software Technologies Selection, Software Testing, Model-based
Testing, Experimental Software Engineering.

1 Introduction

The decision regarding which testing techniques to adopt in a software project
represents an important factor that may directly influence software process
effectiveness and software product quality [8]. Testing activities usually require the
combined use of techniques with the purpose of increasing the testing coverage and
quality [6]. However, the combination of testing techniques may increase testing
effort and cost when the requirements to use these techniques are not explicit in the
development software process. Therefore, the selection of testing techniques requires
a carefully analysis based on the software project’s characteristics/needs [5].

Testing techniques may be classified into different subcategories accordingly
specific characteristics that may influence on their selection for a software project
(e.g.: requirements-based, code-based, and model-based). This work is focused in the
Model-based Testing (MBT) subcategory, that represents a type of testing strategy in
which test cases are derived in whole or in part from a model describing some aspect
(e.g.: functionality, security, performance, etc.) of a software product [7].
Contextualizing the software technologies selection’s scenario for MBT, additional
challenges for the selection of MBT techniques for a software project can be observed
because the specific characteristics of this testing technique subcategory.

Based on these additional challenges, Dias-Neto and Travassos have developed an
approach called Porantim [2;3] to support the combined selection of MBT techniques
for software projects. Porantim promotes the interrelating the characteristics of a
software project and MBT techniques and the calculus of indicators suggesting the
proximity between a software project and MBT techniques characteristics. Doing so,
it may support the decision making regarding which MBT techniques would be best
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suited for a software project. However, the manual selection of MBT techniques for a
software project using Porantim is an error-prone task. This scenario has motivated
the development of a computerized infrastructure to implement the Porantim
approach, aiming at improving the MBT techniques selection process and minimizing
errors during Porantim’s application.

This paper describes the facilities implemented in a computerized infrastructure
(Maraka [1]) developed to support Porantim, including an observational study
conducted with software engineers from an international software organization that
uses MBT techniques. The results suggest the proposed infrastructure can represent a
feasible mechanism to support the selection of MBT techniques for a software project.

Besides this Introduction, this paper is organized as follows: Section 2 summarizes
Porantim, an approach to support the selection of MBT techniques for software
projects. Section 3 describes the computerized infrastructure (Maraka) that has been
evolved to support the Porantim functionalities. Section 4 describes a study performed
with experts in MBT from a software organization to evaluate the computerized
infrastructure. Finally, Section 5 presents the conclusions and future works.

2 Porantim: Approach to Support the MBT Techniques Selection

The approach Porantim' [2;3] aims at supporting the selection of MBT techniques for
software projects. It represents an evolution of the characterization schema of testing
techniques proposed by Vegas and Basili [8]. Porantim is based on two elements (Fig.
1): (1) a body of knowledge on MBT techniques extending the original one proposed
in [8] working as a repository of techniques that may be used in software projects and
a (2) process to support the selection of MBT techniques (not provided in the original
approach proposed in [8]).

Selection Process
Testing team Porantim, Porantil Testing team Porantim,

Characterize Calculate Indicate Select Analyze MBT
Software Adequacy best-suited MBT techniques
Project Level MBT techniques techniques combination

Body of Knowledge on MBT
—ee ;
TR techniques Process
MBT techniaues
Fig. 1. Porantim’s Elements [2]

The first element, Body of Knowledge, consists in a repository of MBT techniques.
Each technique is described as a set of characterization attributes weighted according
to their importance to support the selection task. The definition of the MBT
techniques characterization attributes and their weights were obtained through a
survey performed with experts in the MBT field. The current content of this body of
knowledge consists in 219 characterized MBT techniques identified by a systematic
literature review (secondary study). Detailed information about the body of knowledge
on MBT techniques can be found in [3].

The second element, MBT Techniques Selection Process, consists in a set of 5
activities (see Fig. 1) promoted by Porantim to provide knowledge and guidance in
the selection of MBT techniques for software projects. This process is based on the
generation of indicators to support the analysis of MBT techniques’ adequacy levels

! Porantim is a piece of wood used by the Sateré-Mawé (Amazon Indians) that is used in the
Wat amad ritual, a challenge set to select tribe warriors.
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and the impact analysis of their combination in the testing process for a software
project. Detailed information regarding Porantim’s selection process, the available
mathematical formulas to calculate the indicators supporting the MBT techniques
selection can be found in [2]. Porantim was evaluated by an experimental study, and
the results suggested it contributes to increase efficiency and effectiveness of the
MBT techniques selection process in a software project [4].

The next section presents the computerized infrastructure developed to semi-
automate the selection of MBT techniques using Porantim.

3 Computerized Infrastructure to support Porantim

The semi-automate support to Porantim approach was developed as an evolution of
Maraka [1], a computerized infrastructure to support software testing planning and
control.

Maraka was built based on the open source framework Joomla! (www.joomla.org)
that uses the software technologies PHP+MySQL, which characterize the construction
platform [1]. In this way, Maraka was evolved to provide facilities to perform the
selection of testing (MBT) techniques through the use of Porantim approach.

3.1 Configuration of Porantim

It consists in the construction and maintenance of MBT techniques’ repository.
Accessing this option, the MBT techniques available at the Maraka’s repository are
listed. Software engineers can add, filter, edit, exclude, and import MBT techniques
from a specific database built by using the JabRef Tool (http:/jabref.sourceforge.net).

Moreover, it is possible to adjust the MBT techniques characterization attributes
weights, adapting them according to the characteristics and needs of the software
organization using Porantim. The sum of all characterization attributes” weight must
be 1, representing 100%.

3.2 Supporting the MBT Techniques Selection Process

The selection of testing techniques usually is accomplished in the Test Planning
activity. In this context, Maraka offers a testing process containing the activity Plan
Tests and one sub-activity Define Testing Techniques. There are two possible options
to describe the testing techniques will be used in the software project: to define the
testing techniques by manual descriptions or using the Porantim selection process,
when applied to the context of MBT techniques. This feature implements the
“Selection Process” element, presented in Fig. 1, and it is divided into three steps:

Adequacy Level MET Technique

STEP 1) Software Project

Characterization: testing team can define
the tests characteristics and requirements
for the software project they want to apply
MBT techniques, filling the
characterization attributes for the software
project as defined in the Porantim’s
configuration screen (Section 3.1).

STEP 2) Selection of MBT Techniques:
the adequacy levels of all MBT techniques
filtered from the repository are
automatically calculated, after the software
project characterization performed in step
1, wusing the mathematical formulas
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provided by Porantim [2]. After that, the MBT techniques are showed ordered by
their adequacy level. For each MBT technique, the computerized infrastructure
provides a link to visualize a detailed analysis of the selected MBT technique
adequacy accordingly each characterized software project attribute using a graphical
representation: Spider Chart (Fig. 2). In this step, the testing team needs to select
which MBT techniques will be used in the software project. This step implements the
activities 2, 3, and 4 of the “Selection Process” element (Fig. 1). The testing team may
use this information to decide about the MBT techniques for the software project.

STEP 3) Combining MBT Techniques: it is performed an impact analysis of the
selected MBT techniques calculating 3 indicators: Testing Requirements Coverage,
Saved Modeling Effort and Testing Team Adequacy. These indicators represent
numbers between 0 and 100%. In order to simplify their representation, the values
were divided into four ranges: [100-75%]: High; [75-50%]: Medium; !50-25%]: Low;
[25-0%]: Very Low. Moreover, we decided to use a Gauge Chart™ to graphically
represent these indicators. The chart’s needle indicates the value obtained in each
moment (Fig. 3). Using this information, the testing team can have more information
to decide on which MBT techniques could be combined for the software project.

If the testing team confirms the MBT techniques selection, its choices will be
stored in the software project test plan, and the infrastructure execution flow is
redirected to the next testing process activities monitored by Maraka.

One evaluation version of this extended version of Maraka is available
http://ese.cos.ufrj.br/porantim, using the login guest and password porantim.

Techniques Characteristics

FusionWidgets Evaluation

System Testing System Testing T Tiedium

Indicator of Coverage of
Software Projects
Requirements

Efficiency; Functionalty; Functionality; Security;

Data File Error; Database Error,

Data File Error; Database Error; Exceplion Error; Incorrect Logic in
Environment Error; Code; Interface Error; Missing Code;

Navigational Error; Shell Script Error;

Fig. 3. Example of Analysis of MBT Techniques Combination

4  Evaluation of Porantim features in Maraka

To evaluate the evolved version of Maraké containing facilities to support the MBT
techniques selection process provided by Porantim, we conducted in June of 2009 an
observational study in an organization that applies MBT in its software projects
located in USA. Its results were important to obtain an initial evaluation of the
computerized infrastructure, analyzing if it could be ready to be applied in more
complex evaluation studies in the industry.

Two test manager specialists in MBT participated of this study. The study’s
strategy consisted in selecting two MBT techniques for a software project. Each
participant performed two selections, one without using the computerized supporting
and another one using the presented infrastructure. Different software projects were
used in each trial. After the selection tasks, the selected MBT techniques would be
compared to an oracle (Table 1) previously defined by another specialist in MBT.

In the evaluation study, we used two software projects (Parking and Video
Management — also used in the Porantim’s experimental study [4]) and five real MBT
techniques (a sub set of the MBT techniques available in the Maraka’s repository).

2 We used an evaluation version of FusionWidgets component (http:/www.fusioncharts.com/widgets/).
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Table 1. Evaluation Study’s Oracle

89

SW
Projects

MBT Techniques used

Best-suited MBT
Techniq

Video

Technique 1: Abdurazik and Offutt (2000), “Using UML Collaboration Diagrams
for Static Checking and Test Generation™, 3™ UML’2000.

Technique 2: Briand and Labiche (2001), “A UML-Based Approach to System
Testing”, 4™ UML’2001.

Technique 3: Hartman and Nagin (2004), “The AGEDIS tools for model based
testing”. SIGSOFT SE Notes.

Technique 4: Kim et al. (1999), “Test cases generation from UML state diagrams”,
IEE Proceedings: Software.

Technique 5: Chung et al. (1999), “Testing of Concurrent Programs Based on
Message Sequence Charts”, PDSE.

Techniques
1 and 2

Parking

Technique 2: Briand and Labiche (2001), “A UML-Based Approach to System
Testing”, 4™ UML’2001.

Technique 3: Hartman and Nagin (2004), “The AGEDIS tools for model based
testing”. SIGSOFT SE Notes.

Technique 5: Chung ef al. (1999), “Testing of Concurrent Programs Based on
Message Sequence Charts”, PDSE.

Technique 6: Bousquet and Zuanon, N. (1999), “An Overview of Lutess: A
Specification-Based Tool for Testing Synchronous Software”. ASE.

Technique 7: Parissis and Vassey (2003), “Thoroughness of Specification-Based
Testing of Synchronous Programs”, ISSRE.

Techniques
6 and 7

4.1 Evaluation Study’s Data Analysis

Table 2 presents the results provided by each participant by a questionnaire filled
in during the study execution.

Table 2. Results obtained in the computerized infrastructure evaluation

Item evaluated
Phase 1 — Manual selecti

SW Engineer 1

SW Engineer 2

of MBT Techniques

SW Project used in the MBT techniques selection using Maraka

Phase 2 — Selection of MBT Techniques using the infrastructure

Parking

SW Project used in the MBT techniques manual selection Video Parking
Total Time (min) spent for selection process execution 25 minutes 15 minutes
MBT techniques selected Techniques 1 and 2 |Techniques 6 and 7

Video

Total Time (min) spent for selection process execution

14 minutes

7 minutes

MBT techniques selected

Techniques 6 and 7

Techniques 1 and 2

Although the small number of participants, the collected data indicate the use of
the infrastructure could reduce about half the total time to select MBT techniques
when compared to the manual selection (Fig. 4).

Analysis of Total Time for MBT Techniques Selection
.30
4
5 = ¢{\
£
€ 20
c
= 15 15
= .‘\ e 14
& 10
@ \l 7
@ 5
‘g Without Maraka Using Maraka
—+—SW Engineer 1 -m=SW Engineer 2

Fig. 4. Analysis of MBT Techniques Selection Time

The data analysis considering the participants’ experience level indicates the use of

the infrastructure by the SW Engineer 1 (test manager who participated of less
software projects using MBT) makes the total time to perform the MBT techniques
selection similar to the time obtained without the use of the infrastructure by the SW
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Engineer 2 (test manager who participated of more software projects using MBT) for
the software project Parking. On the other hand, when the SW Engineer 2 used the
infrastructure to support the selection of MBT techniques, the total time reduced
significantly (around 3.5 times lower).

5 Conclusions

This paper presented the evolution of the computerized infrastructure Maraka by
implementing a repository of MBT techniques and a component to apply the MBT
techniques selection approach Porantim.

Maraka’s facilities supporting Porantim are concerned with mechanisms to allow:

e The automated calculus of adequacy levels between a software project
previously characterized and MBT techniques available in a repository, besides
the visual representation of these adequacy levels using spider charts.

o The automated calculus of indicators to support the analysis of combining MBT
techniques for a software project, and the visual representation of these
indicators using Gauge charts.

We cannot claim the results obtained in the observational study are conclusive or
can be generalized, because we had few data points and they must be contextualized
to a scenario organized by the researchers. However, they were important by allowing
performing an initial computerized infrastructure evaluation. Thus, they allow us to
plan future experimental studies to evaluate new aspects of the proposed
infrastructure in environments similar to real software development projects.

The next steps regarding this research concern with the evaluation of Maraka (with
Porantim) into real software projects and different testing team profiles, its extension
providing the selection of MBT techniques for software projects portfolio, and the
optimization of the selection process in Maraka using strategies of the Combinatorial
Analysis field, such as local search heuristics.

Acknowledgments. Our thanks to CNPq (Grant 75459/2007-5), FAPERJ, FAPEAM, and
SCR for the financial support. We would like to thank Lucas Paes and Priscila Pecchio for
their contribution for the development of the computerized infrastructure.
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Abstract. The increasing complexity of airborne electronystems pushes the
need for advanced techniques to address relialkdlity safety issues before
physical implementation and deployment. In thistern this paper proposes a
systematic approach based on probabilistic modetlihg for creating and
analyzing quantitative fault models at early phaséghe design lifecycle.
Moreover, this paper provides a case study withitkention to exercise the
proposed approach and to evaluate its adequabeg todustrial context.

Keywords: Probabilistic Model Checking; Safety Managementyrbarne
Systems Design

1 Introduction

Airborne electronic systems shall be designed tfopa safety-critical functions
while ensuring that the risk of fatal accidentsmgimized. As design complexity
increases, efficiency of traditional methods fdesaassessment is limited since they
strongly rely on human skills. Recent work addregbés issue by combining model-
based development paradigm with formal methodgl]lauthors focus on integration
of design and safety assessment processes in aaorfnamework for creating and
managing fault models that are suitable for motlelcking. Similarly, [2] proposes a
model-based approach in which fault models aretededirectly from design models
elaborated in Simulink or SCADE, and then tranglate input models for NuSMV
model checker and PVS theorem prover.

In this paper we consider a model-driven architedtsafety analysis approach
based on PRISM [3], a probabilistic model checlett tis suitable for representing
and analyzing systems that exhibits probabilistehdvior. We claim that our
approach differs from related work by providing gtitative analysis features.

This paper is organized as follows: Section 2 briéftroduces the PRISM
language. Section 3 describes the proposed appdabiis paper. Section 4 reports
on a case study. Finally, section 5 closes thigpajith some concluding remarks.

Short Papers of the 22nd IFIP ICTSS, Alexandre Petrenko, Adenilso
Simao, Jose Carlos Maldonado (eds.), Nov. 08-10, 2010, Natal, Brazil.



92 Using Probabilistic Model Checking for Safety Analysis of ...

2 The PRISM Language

A PRISM model is composed of one or more modulasheone having a set of
finite state variables and its behavior being repnéed by one or more guarded
commands in the following format:

[sync] <guard> -> p_1 : update_1l + ... + p_n : update_n;

When the<guar d> expression is true, one or more transitions withencommand
are enabled, each one having an associated pribpatfiloccurrencep_n and an
update expressiompdate_n that assigns new values to one or more variables.
Furthermore, modules can synchronize to each dthdére same labefsync] is
specified to two or more commands of distinct medul

PRISM supports different types of probabilistic rated However, for this paper
we are only concerned with Continuous-Time Markdwi@ (CMTC) models. In a
CMTC, the numeric parameter associated to eaclsitiam corresponds to a rate of
negative exponential distribution. Unlike other rabaheckers, PRISM supports
verification of quantitative properties. For thisrpose the tool incorporates operators
from PCTL [4] and CSL [5].

3 Proposed Approach

At the moment, our approach relies on hand codfrg ystem fault model using
low-level features of PRISM, presuming that theiahiconcept of architecture exists.
However, as future work we foresee that this teesk lbe abbreviated by automatic
generation of PRISM input models from an architectmodel written in a high level
description language more suitable for system dessy

Table 1. Fault Modelling Principles

Fault Type  Modeling

Permanent Irreversible assignment to the faulabde

Transient Reversible assignment to the fault végiab

Dependant Command synchronization

Degradation Failure rate as a function of locadxternal fault variables

Starting from the system architecture concept, thelt behavior of each
component is characterized. Potential faults aemtiied and the failure rates are
estimated using manufacturer data or reliabilityinestion methods. With that
information, each component is represented as &MRhodule following modeling
principles summarized in Table 1.

Basically, each potential fault is modeled usidgaal variable combined with one
or more commands that specifies: i) the expect¢el aad ii) new value for that
variable to implement the required fault behavibine following fragment of code
exemplifies a component fault model that includ@giamanent and a transient fault:
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nmodul e Sys_Compl

cl_f1:[0..1] init O; // Permanent fault variable
cl_f2:[0..1] init O; // Transient fault variable
[] (c1_f1=0) -> ( A1 )i(cl_fl'=c1_fi+1),
[] (c1_f2=0) -> ( Act iz )i(c1_f2'= cl_f2+1);
[1 (c1_f2>0) -> (1):(c1_f2'= c1_f2-1);

endnodul e

At the first lines local variablest_f1 andci_f2 are declared. The state af f1
is the guard for the first command line that pearfsran irreversible assignment to it,
hence a permanent fault with an associated rate, @f per units of time. On the
other hand, variable1_f2 represents a transient fault which occurs ate oét.,
but is recovered with a rate of 1.

The system fault model should also include theremvhent to account for external
hazards that may cause or contribute to comporetisf The code fragment bellow
shows an environment model and a component tlatdsted by an external hazard:

nodul e Environment

ehl: [0..1] init O;

[eh1] ( true)->( 2Aen): (ehl’=ehl);
endnodul e

nmodul e Sys_Comp2
c2_f1:[0..1] init O;
[eh1] (c2_f1=0) -> ( Az ) (C2_fl'=c2_f1+1)
+(1- Az 1) 1 (c2_fl'=c2_f1);
endnodul e

The Environment  module includes a single variaklier to account for an external
hazard, which can be for instance, a lightningstra radiation dose, and so on. Since
command forehl is not guarded, the transition is always enabletti wirate ofien.
The transition associated to this command synchesnivith the command inside the
Sys_Comp2 by using same lab@h1] . Insidesys_Comp2, two transitions that update
c2_f1 are possible: the first increments the variablel by order to indicate thah1
has induced a failure, and the second, which dot<imange the value eb_f1 ,
represents the possibility that the system is lvedgs affected by this hazard.

Finally, the code fragment shown bellow is the fambdel that accounts for the
reliability degradation of a system component:

nmodul e Sys_Comp3

c3_f1:[0..1] init O;

[] (€3_f1=0) -> ( Aezn +C1_f1*  Ap )i (€3_f1'=c3_fl+1);
endnodul e

This effect is easily represented in PRISM sintes@an be dependant upon other
variables. In the above example, the rate is atfom®f c1_f1 , which indicates the
occurrence of a fault in another component. This oepresent, for instance, an
unexpected rise of the system operation temperature

Once created, the fault models of individual congraa can be reused in different
evaluations and possibly, in different solutionartRermore, the fault model can be
updated to reflect the best knowledge about thét faehavior of the architecture
components.
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4 Case Study

This section summarizes a simplistic case studysehpurpose is to illustrate
through a practical example the application ofgghiaciples described in Section 3. It
is worthy mentioning that rates have been includsdconstants declared using
reference values which are not shown. The actuaksdor these constants should be
changed as more detailed reliability data is abéélaand has no influence on the
scope of this paper.

4.1 System Overview

The system of interest is a weapon management sy§teMS) for military
aircraft [6]. Fig. 1 shows the generic architectioethe WMS that contains a set of
weapon carriers (X, Y and Z), a computer and ayrbtax, which provides electrical
power and discrete control interfaces. The storesantrolled by the weapon carriers
that communicate with the WMS computer through WMS databus. Finally, the
avionics databus integrates the WMS computer witleraaircraft systems.

Avionics Databus

WMS WMS
Relay Box Computer

WMS Databus

A 1 !

e
Release Consent
RT Address

Electrical Power ﬁ I
[soex]  [sorev]

Fig. 1. Generic architecture of WMS for modern fightecedft as per MIL-STD-1760.

Y Carrier Z Carrier

Each weapon carrier has two main components: thepefision and Release
Equipment (SRE), an electromechanical equipmemoresble for the ejection of the
store, and the Electronic Unit (EU), a stand-alooputer unit which performs main
functions of store configuration, arming and launghsequence.

4.2 Component Fault Models

Because of space limitations of this paper, onlgngonent fault models for the
Databus, Relay Box and SRE will be described.
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The following PRISM module encapsulates the fawdtsd for the Databus:

nmodul e Dat abus
i1_f1:[0..1] init O; // Permanent loss of databu (S
i1_f2:[0..1] init O; // Transient loss of databu S
[I(i1_f1=0) -> (rate_of _i1_f1): (i1_fl'=il_f1+1) ;
[I(i1_f2=0) -> (rate_of_i1_f2) : (i1_f2'=i1_f2+1)
[(i1_f2>0) -> (1) : (i1_f2'=i1_f2-1);

endnodul e

This fault model has a permanent and a transiauit. fihe first represents the
possible permanent loss of the databus while therngkaccounts for a momentary
fault resulting in the loss of one frame.

The WMS Relay Box is modeled as follows:

nmodul e Relay_Box
i3_f1: [0..1] init O; // Per manent power shutdown
[eh2](i3_f1=0) -> (k*rate_of_i3_f1):(i3_f1'=i3_f1 +1)
+ (1-k*rate_of_i3_f1):(i3_f1'=i3_f1);
[1(i3_f1=0) -> (rate_of _i3_f1):(i3_f1'=i3_f1+1);
endnodul e

In this model a single permanent fault represent&lactrical power shutdown.
This fault may happen with at a specific rate, tocan be induced by the external
hazardeh2 when the probability of occurrence is increasea byactor.

Lastly, the following is the fault model for the BR

nmodul e Carrier_SRE
c2_f1: [0..1]init O; // Permanent loss of firing capability
c2_f2: [0..1]init O; // Transient self-activation
[I(c2_f1=0) -> (rate_of_c2_f1):(c2_f1'=c2_f1+1);
[I(c2_f1>0) -> (1):(c2_f1'=c2_f1-1);
[eh1](c2_f2=0) -> (k*rate_of_c2_f2):(c2_f2'=c2_f2 +1)
+ (1- k*rate_of_c2_f2):(c2_f2'=c2_f2);
endnodul e

The SRE fault model considers a permanent faulichvhepresents a safe failure
of the internal explosive load, and a transienttfavhich considers the possibility of
self-activation, accounting for the possibilityuwfexpected initiation of the launching
explosive. The SRE model is also sensitive to edenazardhi. At the occurrence
of eh1, the transient fault will occur with a rate incsed byk.

4.3 Property Verification

Table 2. Property Specification in PCTL

Property Result
P1  P<10°[true U[0,100] "Loss_of _firing"] False
P2 P<10°[true U[0,100] "Inadvertent_firing"] True
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Table 2 shows two examples of proprieties that vepexified in the scope of this
case study. In an industrial context, these prasennay derive from the safety
assessment process during which safety requireraesgefined.

One may observe that labels have been used tatdeeiunderstanding. These
labels were included in the model and accountafoexpression that represents the
desired condition. Labebss_of firing for instance, has been declared as follows:

| abel "Loss_of firing" =il1_f1=1]i2_f2=1i3_fl=1|c 2_f1=1,

Property P1 states that the probability of a “losfiring” capability failure is less
than 1CP. On the other hand, property P2 states that tbleghility of an “inadvertent
firing” failure is less than I& The last column provides the results the modetkér
returned.

5 Final Remarks

This paper has considered probabilistic model cimgcfor the safety analysis of
complex airborne systems. We have showed howdatera system fault model as a
combination of fault models for its individual cooments, taking into consideration
the external environment. In comparison to relatedk, the main advantage of this
approach relies on the fact that quantitative aspesan be taken into account.

We understand that probabilistic model checking peovide effective means to
identify potential flaws and to evaluate desigréraffs with respect to reliability and
safety aspects at early phases of development.uigef work, we foresee the
automatic generation of PRISM models from a higrelearchitectural description
language such as AADL. This would represent a ategad towards the introduction
of probabilistic model checking in the industriaintext.
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Abstract. Learning models from test observations can be adapted to the case when the system
provides nondeterministic answers. In this paper we propose an algorithm for inferring
observable nondeterministic finite state machines (ONFSMs). The algorithm is based on
Angluin L* algorithm for learning DFAs. We define rules for constructing and updating
learning queries taking into account the properties of ONFSMs. Application examples,
complexity analysis and an experimental evaluation of the proposed algorithm are provided.

Keywords: Nondeterministic finite state machine, inferring algorithm, conformance testing.

1 Introduction

Inferring finite state models is an old yet still active research activity with many
relevant application domains. In the last decade, it has in particular been applied in the
field of software system testing [5]. Angluin [1] proposed an algorithm, called L", that
learns a minimal DFA accepting the target regular language with a polynomial
number of queries (wrt the size of alphabet and state space of the automaton). This
algorithm consists in asking two types of queries, in particular, membership and
equivalence queries. A membership query is asked by the learner to test whether a
certain string over the given alphabet is actually in the given language. An
equivalence query is asked by the learner to test whether a conjectured model is
correct (i.e. equivalent or has the same language as the given language). In testing
software systems, membership queries can be more adequately replaced by output
queries. An output query consists in testing a system with a given sequence of inputs
and observing the corresponding sequence of outputs.

Nondeterminism occurs due to various reasons such as performance, flexibility,
limited controllability and abstraction. In this paper, we present an algorithm with
polynomial complexity for learning observable nondeterministic finite state machines
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98 Learning Finite State Models of Observable Nondeterministic ...

(ONFSM). This class corresponds to machines whose outputs to a given input string
are nondeterministic, but whose state is uniquely determined by the observation of
(inputs and) outputs (this type of nondeterminism is sometimes called output-
nondeterminism). Since an ONFSM is structurally equivalent to a DFA on the
alphabet of input/output couples, we compare the new algorithm with DFA inference.
We also discuss the implications of implementing membership and output queries on
output-nondeterministic systems. We rely on the “all-weather conditions” assumption
[3]. To implement membership queries on I/O systems, we use filters defined by
Niese [4], which take into account the fact that an output query can answer many
membership queries at once.

2 Preliminaries

A finite state machine (FSM), simply called a machine throughout the paper, is a 5-
tuple N = (Q, I, O, hq, go), where Q is a finite nonempty set of states with g, as the
initial state; | and O are input and output alphabets; and ho € Q x I x O x Q is a
behavior relation. A nondeterministic FSM (NFSM) is observable if for each pair (q,
i) € Q x | and each output 0 there is at most one state q' € Q such that (q, i, 0, q') €
hg. In this paper, we consider only complete (for each pair (q,i) there is a
corresponding transition in hg) observable nondeterministic FSMs, or ONFSM for
short. Fig 1 provides a small example for illustration.

b/2 a/0,a/l  p/3
>
a2
b/0 a2
a2

b/0;, b/3 b/3

Fig 1. ONFSM over Q = {A,B,C,D}, I={a,b} and 0={0,1,2,3}.

The different types of queries that will be used in the paper are defined as follows. For
a DFA accepting an unknown language L over a given alphabet X, a membership
guery is a string & € 2* to test whether « is in L. The output is either “yes” if « € L,
or “no” otherwise. An equivalence query is a conjectured language L’ and the output is
“yes” if L' = L, or “no” otherwise. If the answer is no, then a counterexample « is
returned, where « belongs to the symmetric difference of L and L'.
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3 Inference of ONFSMs

Table 1. Initial observation table for ONFSM in Figl.

E
a b
Ss gle 0,1 0,2
a/0 2 3
a/l 2 3
Se b/0 2 0,3
b/2 0,1 0,2

An observation table consists of rows indexed by a prefix closed set 7 of I/O
sequences, i.e., I < (I x O)*, columns indexed by suffix closed set E of input strings,
and the content of a cell at the intersection of a row y € /" and a column e € E will be

defined by T(%, e) belonging to the power set of O". A member of /”is usually referred
as alf, or y in short. We further restrict OT by defining /"= S U Sp, such that S — (I
xQO)* and Sp = {(ailpo): 0 €T(d B, 1)}, V (el e SS)A(iel).

We define the equivalence of rows in OT with the help of the function T as follows.
Two rows y, )» € I are equivalent, denoted by 3 = p, iff Ve € E, T(y, €) = T(p, €).
A table is closed iff for each 1 € Sp there exists j» € Ss, such that = . When the
table is closed, then a complete ONFSM conjecture C = (Q’, I, O, h's, g'¢) can be
constructed from the table as follows:

Definition 1 (Conjecture):

. Q' = Sg, i.e., the strings in Sg are the states of the conjecture

. g'o = éle € Ss is the initial state of the conjecture

. For each o/ € Ss, i € l and 0 € T(a/3, 1); add (&/f5, 1, 0, 7) into h' o, where y
€ Ss such that y = ai/ffo
Theorem 1: If (7] E, T) is a closed observation table, then the conjecture C = (Q’, I,
O, ho, '), constructed as defined in Definition 1, is consistent with the finite
function T. That is, for every &/ € Ss and e € E such that T(/f, €) ={f1, ..., Bd}, we

have (qIOvaev ﬁﬂll qll)! ey (qIOIO’/el ﬂlgdv q’d) € h'O-

Function Make-Closed(/; E, T)
Input: Observation table(/; E, T)
Output: Observation table(/; E, T)

Begin
Find 1 € Sp such that 1 & », for all » € Sgand move y; from Sp to S,
Extend (7 E, T) by adding ai/fo, Vie l A0 eT(n = alp, i), to Sp.
Ask output queries for the added rows in Sp and update (7 E, T) as follows:
V added row ci/fo and V e e E, ask output queries aie.
Update T(ai/fo, €) accordingly.

End
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Algorithm 1: The algorithm Ly for inferring a complete ONFSM
Input: Black-box (unknown) complete ONFSM N =(Q, I, O, ho, qo)
Output: A complete minimal ONFSM Conjecture C =(Q’, I, O, h'o, q'y) that is
equivalent to N
Begin
Initialize (75 E, T) with Sg = &lg, Sp =, I'=Ss U Sp, and E = .
Ask output queries from (7 E, T) and update (7; E, T) as follows:
YV a/f € I, e € E, apply the output query a-€ to N.
Update T(a/f, €) = {f, ..., B4}, where (0o, @, 5, ) € hoand (%, €, B1, n'), ...,
(7 € Ba, n') € ho,
Update Sp as Sp ={ilo | i € | and 0 e T(d¢, i)} and complete (7 E, T) by asking
output queries for all the rows in Sp.
while (77 E, T) is not closed
Make-Closed(7; E, T)
endwhile
Make the ONFSM conjecture C (as described in Definition 1)
Ask the equivalence query for C to the oracle
repeat
if the oracle replies with a counterexample o/ (3 then
while o/ is a counterexample
for j = 2 to |o| loop
if suffix) (@) ¢ E then
add suffix! (e) to E
construct the output queries for the new column
fill (7; E, T) by asking output queries
if (7; E, T) is not closed then break for loop endif
endif
endfor
while (75 E, T) is not closed
Make-Closed(/; E, T)
endwhile
make the conjecture C
endwhile
endif
until the oracle says “yes” to the conjecture C
Return the conjecture C from (7] E, T).
End

Theorem 2: If (/] E, T) is a closed observation table and the conjecture C is
constructed, as defined in Definition 1, has n states, then any other complete ONFSM
C’ that has n or fewer states and also consistent with T is isomorphic to C.

4 Example

As an application example of the algorithm Ly, consider the “unknown” ONFSM N
shown in Fig. 1 with four states labeled A (initial state), B, C, and D, and defined over
inputs {a, b} and outputs {0, 1, 2, 3}.
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Table 2. Making the table 1
closed by moving the rows a/0

and b/0 to Sg
a b
€€ 0,1 0,2
a/0 2 3
b/0 2 0,3
a/l 2 3
b/2 0,1 0,2 Fig 2. First ONFSM Conjecture
aa/02 Oél 052 Table 3. Processing the
;‘)b; g; 5 3 counterexample baab/0223
a
bb/00 2 0,3 a b ab
bb/03 2 0,3 gle 0,1 0,2 03,13
a/0 2 3 20, 22
b/0 2 0,3 23
Table 4. Making the table closed by a/l 2 3 22,20
adding the row ba/02 to Ss b2 | 0.1 0,2 03,13
a b ab aa/02| 0,1 0,2 03, 13
ba/02 | 2 3 23 bb/03 2 0,3 23
a/l 2 3 22,20 b2y @/0,a/l /3N
b/2 0,1 0,2 03, 13 > S/Sy Q/O)
2a/02 | 0,1 02 | 03,13 S—_
ab/03 2 3 22,20 a/2
bb/00 | 2 0,3 23 b/0 al2
bb/03 2 0,3 23 A~
baa/022 2 3 22,20 b/0 T} ba/02
bab/023] 2 3 23 _ a
b/0;b/3 b3

Fig 3 ONFSM Conjecture Table 4

5 Comparison of Algorithms
To have a significant set of experiments and assess the impact of various factors on
the complexity (in particular |I], n, m and d), we used large sets of randomly generated
machines. Although Ly and L" use different structures for observation tables, the
“book-keeping” implied by the algorithms is overshadowed by the actual cost of
interacting with black-box system, especially when testing nondeterministic systems.
When interacting with nondeterministic I/O systems, we may get different answers
for the same input sequence. With the all-weather assumption, each output query is
tried a number of times on the system, and the driver reports the set of all possible
outputs. The cost of repeating the test may depend on the length of the query, but it
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does not depend on the algorithm, so it will not be taken into account. The degree d of
nondeterminism is defined as the average number of outgoing transitions for a given
state and input. It is 1 for a deterministic machine. We will only consider values of d
close to 1. For L*, we use filters for membership queries [4], and Suffix1byl method to
process the counterexamples [2] is used for both L* and Ly algorithms. However, in
Fig 2 data for L* is also presented for Angluin method of processing counterexamples.

6000 6000
#of Queries L*, Niese Filter, SuffixIbyL 0% Memioerskip Caseriest ™, Hiese Fiker, Suffotbyl
2 Sma---‘.fo( Membership Queries L*, Niese Filter, Angluin CE Processing 5 5000 -
g «exeees # of Output Queries LN ‘,"' H *-- #of Output QueriesLN
= 4000 B - S apoo
& - H
=] - 2
a - s
£ 3000 " S 3000
= e a8
3 - s
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% 2000 é 2000
2 3
= 1000 = 1000
0 e .
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6 Conclusion

Given a black-box (or unknown) ONFSM, the algorithm Ly infers an ONFSM that is
equivalent to the unknown ONFSM via queries obtained using the "all-weather
conditions" assumption. In most cases, Ly provides a significant improvement in
performances when compared with approaches based on learning a DFA equivalent.
Possible extensions of this work involve learning NFSMs when "all-weather
conditions" assumption cannot be satisfied, e.g. with limited controllability over SUT
[6]. In this case learning has to be carried out using not the equivalence relation but
other relations defined for NFSMs such as the separability and reduction relations.
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Assume-guarantee reasoning with
ioco testing relation
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Abstract. Compositional reasoning is typically based on assume-gua-
rantee reasoning principles, which consider each component separately
and take into account assumptions about the context of the component.
This paper presents a combination of the assume-guarantee paradigm
and ioco, a formal conformance relation for model-based testing that
works on input-output transition systems (IOTS). We show that, un-
der certain restrictions, assume-guarantee reasoning can be applied in
the ioco context, enabling to check ioco-conformance by testing com-
ponents’ system separately. We improve on previous results, where spec-
ifications are required to be given as components, allowing the specifica-
tions to be complete systems. Moreover, we prove that assume-guarantee
reasoning can also be applied even when hiding internal communication
between components.

1 Introduction

Conformance testing tries to identify if a system under test (known as SUT)
behaves as expected. We consider a black-box conformance testing framework to
test components of a system, where both the components and their specifications
are modeled as input-output transition systems (IOTS), which formalize system
descriptions that interact with their environment by receiving inputs and offering
outputs. An IOTS that has the input set I and the output set U is denoted
as IOTS(I,U). The ioco input output conformance relation asserts when an
implementation behaves as expected by a given specification, both modeled by
two IOTS(I,U); ioco checks the inclusion of specification’ Straces (that is,
traces with information about quiescence); in the presence of non-determinism,
ioco can distinguish systems that are indistinguishable under trace inclusion.

A previous approach [6] studies compositional properties of ioco. Given two
pairs of input-enabled (defined below) systems i1, s1 as IOTS(I;,U;) and ig, s2
as IOTS(Iz, Us) the following compositional rule is proved: if i; ioco s; and iq
ioco s; hold then i1]|i2 ioco s1]|s2 holds. In this previous framework the global
specification is given as a composition of two systems (s1||s2) and required to be
input-enabled. However, we believe that it is often natural and easier to initially
write a global system specification as a single system (rather than to decompose
it into subsystems s; and s2). Also, it is often the case that components conform
to their specifications only in specific contexts (or environments). We thus solve
the following problem: is it possible to use formal testing in a compositional
way, using a global specification and taking into account assumptions about the
environments in which the components are supposed to operate?
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104 Assume-guarantee Reasoning with ioco Testing Relation

We combine ioco with assume-guarantee reasoning, a “divide-and-conquer”
approach that infers global system properties by checking individual components
in isolation, under environment assumptions [2—4]. Assuming A, we prove that:

i1]]A ioco S A iy ioco A
i1]|i2 ioco S

As a consequence, if A is provided we can test in isolation components (which
may be at different stages of development and possibly written by different
developer teams), having a specification of the overall system. Moreover, we
prove that if the communication between the systems is hidden, a similar result
also holds:(hideV in ¢;||4) ioco S and i3 ioco A then (hide V in i;||iy) iocoS.

2 The ioco testing relation & composition in IOTS

This section recalls same aspects of the ioco theory, for more details see [5].

An input-output transition system (IOTS) is a tuple (Q,q", L, T), where:
@ is a countable, non-empty set of states, with ¢° € @Q the initial state. L is a
countable set of labels, partitioned into input (I) and output (U) actions, with
INU=0and IUU=L.T C(Qx (LU{7}) x Q) is the transition relation.

We denote the class of all labeled transition systems over I and U by IOTS(1,U).
We use a special label 7 € L to denote internal actions. For an arbitrary L' C L,
we use L. as a shorthand for L' U {7}. For a system p, we write @Q,, L,, and
so on to denote the components of p. We write ¢ % ¢/ when (¢, 1, ¢') € T.
We use “?” and “!” before a label to denote whether it is an input or output
action. A state that cannot perform an internal action is called stable, whereas
one that cannot do an output or internal action is called quiescent. We use the
symbol § (with § € L) to represent quiescence. For an arbitrary L' C L., we
use L} as shorthands for L' U {0}. An IOTS is called strongly convergent if it
does not have infinite 7-labeled sequence. The set of all traces over L' (with
L’ C L) is denoted by L'*; a trace in L™ is denoted by o, with ¢ denoting
the empty sequence. If 01,09 € L'*, then o1 - 05 is the concatenation of oy
and o2. We use the standard notation with single and double arrows for traces:
g "B ¢ denotes ¢ B3 - B3 ¢/, ¢ S ¢/ denotes ¢ == ¢/ and ¢ "E£" ¢/ denotes
g =BS5S SIS ¢ with p, € L 5. We write ¢ £ if there exists a ¢/ such that
q¢L ¢'. AnI0TS(I,U) system p = (Q, ¢°, L, T) is called input-enabled (denoted
I0TS-ie) if all inputs are enabled in all states, i.e. Vg€ Q :Vu eI :q £ Fi-
nally, for I' C Iy andVge Q:Vuel :q £ we say that p is input-enabled with
respect to I, denoted p-ie(I’). Moreover, as in typical process algebra semantics,
we sometimes use a transition system and its initial state interchangeably.

Let p be an IOTS(I,U), Q" C @, a subset of states in p, ¢ € @, and

o € L}, then: q after 0 2 {¢'|¢ = ¢}, out(q) £ {u € Ulg 5} U {dlq g},
out(Q’) £ U{out(q)|g € Q'} and Straces(p) £ {0 € Lj|¢5 >}

Definition 1. Given implementation i € IOTS(I,U)-ie and specification S €
IOTS(I,U):iioco S iff ¥ o € Straces(S) : out(i after o) C out(S after o).
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L. B. Briones 105

Restricted ioco Since the ioco-relation gives implementation’s freedom on
inputs that do not appear in specifications, it is natural to ask if ioco holds
when the specification inputs are included in the implementation inputs.

Definition 2. Let p = (Qp,qg,Lp,Tp> be an 10TS(1,,U,) with L, = I, UU,,
I C I, andU C U, we define the restriction of p in (I,U), denoted by R-p(I,U),
as the IOTS defined by Q = Qp, ¢° = qp, L =TUU and T = T,N(Qp X L+ X Q).

In the case that the implementation actions are a subset of the specification
actions, the ioco relation restricted to the specification actions follows easily
(In the statement of the lemma below, we slightly abuse notation w.l.o.g. and
assume that ioco allows inputs of the specification to be included, and not
exactly equal, to the inputs of the implementation).

Lemma 1. Let iy be an I0TS(I;,,U;,) and s be a IOTS(Is,Us) with Is C I;,
and U;, C Us. Let iy be the restriction of i1 in (Is,Us), ia = R~i1 (s, Us), with
io-ie(Iy) then: if iy ioco s then iy ioco s

One of the advantages of the ioco relation is that it gives freedom to imple-
mentation behaviors that are not specified by the specification[5]. As a result, in
Lemma 1, we use this liberty to test implementations with a wider input actions
set than the ones specified by the specification. Also, we relax the input-enabled
assumption to the subset of specification’s input actions.

2.1 Composition in IOTS

The integration of components can be modeled algebraically by putting the
components in parallel while synchronizing their common actions. The synchro-
nization of processes p; and ps is denoted p1||p2.

Definition 3. Let P1 = <Q1,(]?,L1,T1> and P2 = <Q2,(]8,L2,Tg> be I0TS’
with Iy NI, = Uy NUy = O then pi|lp2 = (Q,q%|q3, L, T), is defined as:
Q=1{allee | @1 € Qg2 € Q2}, I = (Li\Uz)U(I2\Uy), U = Uy UU,
and T is the minimal set satisfying the following inference rules (i € L ):

? ! !
oL ng Lot aillee B dille a5 dhae B daud T alle > dld
! ? !
@Bl ae Sahpdth allee S dll e de €LiFalle S alld

Here, inputs ?a in one system are matched with outputs !a in the other
system, the result being an output !a in their parallel composition. Given two
systems p; and po, we use Share(py,p2) to denote (I3 NUz) U (Io N UY).

Note that Definition 3 puts constraints on input and output sets. So, parallel
composition may give rise to IOTS’ that are not strongly convergent, even if their
components are. Thus, we implicitly restrict to cases where parallel composition
is strongly convergent. Moreover, we only use binary parallel composition.

In Figure 1, on the left, we present three IOTS representing a cash machine.
We represent the initial state with double circle. First, on the left hand side we
present a device that takes care of the card received by our cash machine. The
CARD device receives a card, announces that it has the card, and expects for an
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106 Assume-guarantee Reasoning with ioco Testing Relation

OK answer or an error answer. If an OK answer arrives it gives back the card.
If an error answer arrives the CARD device keeps the card, assuming something
went wrong with the pin so the device retains the card.

Second, in the middle, we present a PIN device. It starts receiving the an-
nouncement that there is a card in the machine, then it expects a pin number. If
the pin is correct, the device gives money and sends an OK acknowledgement. If
the pin is incorrect, the device sends an error acknowledgement and an specific
error stating that the pin was not correct.

Third, the CARD-PIN machine is depicted, that is the parallel composition
of the CARD device and PIN device after the synchronization between them.
In the CARD-PIN machine we see that the system receives a card and a pin
number, then two things can happen. Either the system gives money and the
card back (this is the case when the pin number was correct), or the system
retains the card and gives an error indication that the pin was not correct.

3 Assume-guarantee reasoning with ioco

In this section we consider the following assume-guarantee rule: if i,1||A ioco
S A g ioco A holds then i;||iz ioco S holds. The rule says that if, under
assumption A, i; conforms with S and i5 conforms A, then we can be sure that
the parallel composition i1||i2 conforms w.r.t. S. We show (in Theorem 1 below)
that under certain restrictions, this rule is sound. Therefore, we can obtain 41||i2
ioco S by checking i1||A ioco S and iy ioco A separately.

There are two complications in applying ioco in assume-guarantee reasoning.
Firstly, quiescent states are not preserved by composition. Secondly, ioco allows
implementation freedom for inputs that are not specified. To apply ioco we need
to assume that implementations are input-enabled with respect to specification
inputs. Therefore, to assert that i1||i2 ioco S, we also assume that i1 ||i2 is input-
enabled with respect to S’s inputs. We prove that, for an input-enabled system
A such that i1]|]4A ioco S and iy ioco A, then i;||iz is ioco S. Note that we
improve on previous result [6], and do not require S to be input-enabled.

Definition 4. Let p€ Ls, 0 € L} and L' C Ls, then €[L' =€ and (p-o)[L =
oL ifug L orp-(olLl)ifuel.

In the proof of Theorem 1 we use the following result from [6]: Let p; be a
I0TS(I,,Uy) and ps be a IOTS(I2,Us) with I,, N I,, = Uy, NU,, = 0 and
L = 10U where I = I Uly/Share(py,p2) N\U = Uy UUs, r € Qp, o bein L},

[lp2>

) 3
then: py|lps = r iff 3 pi,ph:p Ly Py A P2 s py A1 = pi||ph. Basically,
if p is the parallel composition of p; and ps (p = p1||p2) under some restriction,
for all reachable states r in p it is possible to find a state r1 in p; and a state 79
in py such that r = rq||re. The inverse also holds (see [6]).

Theorem 1. Let il be an IOTS(Il,Ul)*ie(Il), A and iQ be IOTS(IQ,UQ)*IG(IQ)
and S be an IOTS(Ig,Ug). WithhNIb =U;NUy =0 and Uy UU; C U3 A I3 C
Iy U I, then: if i1||A ioco S A iz ioco A hold then i1||iz ioco S holds.
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Theorem 1 allows us to apply ioco not only to composed systems but also to
specifications given as a complete system knowing an assumption about a sub-
part of the system. Compared to the previous result, the new assume-guarantee
approach assumes that we can have an assumption on one of the components.

4 Hiding in assume-guarantee reasoning with ioco

Definition 5. Let p = (Q,q°, L, T) be an IOTS with L = TUU and V C U
then we define hide V in p as a new I0TS with (Q',¢"°, L', T') where: Q' = Q,
q° = q°, labs’ = T U (U\V) and T' is the minimal set satisfying the following
inference rules, with 1 € Ly, q1,q2 € Q and ¢}, ¢h € Q: 1 B g0, n &V ¢ 5
gy and g1 > g2, p €V Eqi 5 gj.

Again, note that Definition 5 gives constraints on the input and output sets.
Therefore, hiding may gives rise to IOTS’ that are not strongly convergent, even
if their components are. So, we implicitly restrict ourselves to cases where hiding
is strongly convergent.

On the right hand side in Figure 1 we show the H(CARD-PIN) machine,
i.e. the parallel composition of the CARD and PIN machine after hiding the
synchronization actions between them.

An immediate question, given from the results from Section 3, is the following;:
Is it possible to hide the internal communication between components? The
answer is affirmative, as shown in the next theorem.

Theorem 2. Let iy € I0TS-e(I1,U1), A,is € 10TS-ie(l2,Us) and further-
more S € I0TS(I3,Us), with [y NIy = Uy N Uy = (). Let V' C Share(iy,i2) and
(Ui UU)\V CU3AVNU3 =0AI3 C [UI, then: if (‘hide V in i1||A) ioco
S and iy ioco A hold then (hide V in i1||i2) ioco S holds.

This result enables us to test the system allowing to incorporate new in-
terfaces between components by only changing the assumption and leaving the
specification of the whole systems the way it was.

Recall the specification S of the cash machine from Figure 1(CARD-PIN).
There, we can insert a card, later a pin number, and obtain two answers from
the machine: positive or negative. In the case we obtain a positive answer, we
receive the money and the card. In the case we obtain a negative answer, we
only receive a message informing that the pin number is wrong.

Now suppose two companies are developing the internal components of this
cash machine; the two components interact as shown on the left of Figure 2. The
cash machine has two internal components (CARD and PIN), which interact
using the labels have-card, OK and err, but this is not specified in CARD-
PIN. So, to allow both companies to test each part separately, the system that
interacts with the CARD component is specified in A, shown in Figure 2.

Given one CARD implementation icarp and one PIN ipy, let V' be the
internal communication s.t. V' = {have-card, OK, err}. Using Theorem 2, it is
enough to prove that (hide V in icsrp||A) ioco S and ipy i0co A, to establish
that (hide V in icarpl|ipy) i0co S.
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108 Assume-guarantee Reasoning with ioco Testing Relation

Conclusions To the best of our knowledge, ours is the first application of
assume-guarantee with ioco. We plan to extend this work considering proba-
bilistic and realtime settings (e.g., the tioco timed testing relation [1]).

CARD PIN CARD-PIN H(CARD-PIN)

?card

?Thave-card 7Thave-card
?pin .@ @‘ ?pin

lok lerr-P

7Thave-card Thave-card
?pin .@ @‘ ?pin

Fig. 2. Left: Internal components of the cash machine from Figure 1(left). Right: The
assumption of the environment in which the CARD component is assumed to function

References

1. L. Brandédn Briones and E. Brinksma. A test generation framework for quiescent
real-time systems. In Brian Nielsen Jens Grabowski, editor, Formal Approaches to
Software Testing, FATES, Linz, Austria, Sep 2004. Springer-Verlag GmbH.

2. E. M. Clarke, D. E. Long, and K. L. McMillan. Compositional model checking. In
Symposium on Logic in Computer Science, June 1989.

3. W. Grieskamp, Y. Gurevich, W. Schulte, and M. Veanes. Generating finite state
machines from abstract state machines. In ISSTA, July 2002.

4. A. Pnueli. In transition from global to modular temporal reasoning about programs.
In K. Apt, editor, Logic and Models of Concurrent Systems, volume 13, 1984.

5. J. Tretmans. Test generation with inputs, outputs and repetitive quiescence. In
Software-Concepts and Tools, 17(3), pages 103-120, 1996.

6. Machiel van der Bijl, Arend Rensink, and Jan Tretmans. Component based testing
with ioco. Technical report, University of Twente, 2003.

Short Papers of the 22nd IFIP ICTSS, Alexandre Petrenko, Adenilso
Simao, Jose Carlos Maldonado (eds.), Nov. 08-10, 2010, Natal, Brazil.



S. Alawneh and D. Peters 109

Test Driven Development with Oracles and
Formal Specifications

Shadi Alawneh and Dennis Peters

Faculty of Engineering and Applied Science
Memorial University, St.John’s, NL
Canada A1B 3X5
{shadi.alawneh, dpeters}@mun.ca

Abstract. The current industry trend to using Test Driven Develop-
ment (TDD) is a recognition of the high value of creating executable
tests as part of the development process. In TDD, the test code is a
formal documentation of the required behaviour of the component or
system being developed, but this documentation is necessarily incom-
plete and often over-specific. An alternative view to TDD is to develop
the specification of the required behaviour in a formal notation as a part
of the TDD process and to generate test oracles from that specification.
In this paper we present tools in support of this approach that allow
formal specifications to be written in a readable manner that is tightly
integrated with the code through an integrated development environ-
ment, and test oracles to be generated automatically. The generated test
code integrates smoothly with test frameworks (e.g., JUnit) and so can
be directly used in TDD. This approach has the advantage that the spec-
ifications can be complete and appropriately abstract but still support
TDD.

Keywords: Test Driven Development, Extreme Programming, Open
Mathematical Documents, Test Oracle

1 Introduction

TDD is one of the core practices of Extreme Programming (XP). Two key princi-
ples of TDD are 1) that no implementation code is written without first having a
test case that fails with the current implementation, and 2) that we stop writing
the implementation as soon as all of the existing test cases pass.

In TDD, the test code is a formal documentation of some of the required be-
haviour of the system being developed. However, tests alone describe the prop-
erties of a program only in terms of examples and thus are not sufficient to
completely describe the behaviour of a program. So, this documentation is nec-
essarily incomplete and often over-specific. To solve this problem we propose an
alternative approach to TDD, which is to develop a formal specification of the
required behaviour as part of the TDD process and then generate test oracles
from that specification. We thus propose a variation on the key TDD principles
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110 Test Driven Development with Oracles and Formal Specifications

listed above: 1) No implementation code is written without first having a specifi-
cation for the behaviour that is not satisfied by the current implementation, and
2) we stop writing the implementation as soon as the implementation satisfies
the current specification. By generating oracles directly from the specification
we are able to quickly and accurately check if the specification is satisfied by the
implementation for the selected test cases.

We are using OMDoc (Open Mathematical Documents) [3] as a standardized
storage and communications format for our specifications, and so we can take
advantage of other tools.

2 Formal Software Specifications

Formal specifications are documentation methods that use a mathematical de-
scription of the software or hardware behaviour, which may be used to develop
an implementation. With reference to the set of documents described in [6],
in this work, we are focused on using module internal design documents [7] or
module interface specifications to drive the development [8]. These two types of
documents specify the behaviour of the module either in terms of the internal
data structure and the effect of each access program on it, or in terms of the
externally observable behaviour of the module.

There are several different formal methods for program specifications, e.g.
the Java Modeling Language (JML) [4] and Z [9]. In our work, we use relations
for the specifications, which characterize the acceptable set of outcomes for a
given input. The specifications in our work consists of program specifications,
which, in OMDoc terms, are symbol definitions contained within theories. Also,
each symbol has a type and possibly other information. A program specification,
describes the required behaviour of a program either in terms of the internal data
structure and the effect of each access program on it, or in terms of the externally
observable behaviour of the module. It consists of these components: constants;
variables; auxiliary function and predicate definitions; the program invocation,
which gives the name and type of the program and lists all its actual argument
program variables; and an expression that gives the semantics of the program.

3 Oracle Generation

As described in [2], an oracle is some method for checking whether the system
under test has behaved correctly on a particular execution.

In our work, an oracle is a program which, given a test input and output,
will determine if it passes or fails with respect to the specification from which
the oracle was derived. The oracle evaluates the characteristic predicate of the
specification relation—if it evaluates to true, then that test input and output
passes, otherwise it fails. Note that such an oracle does not require the existence
of a correct version of the program.

Our tool can generate test oracles from both scalar expressions (logical oper-
ators, primitive relations, quantifications), and tabular expressions. Moreover, it
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can handle auxiliary functions and predicates. It has been shown in the previous
work that the tabular representation of relations and functions is a significant
factor in making the documentation more readable, and so we have customized
our tool to support them.

The oracle in our approach consists of two kinds of code: that generated
by the Test Oracle Generator (TOG), and classes (e.g., Integer_Interval.Java,
InvertedTable.Java, NormalTable.Java and VectorTable.Java), previously man-
ually implemented that are used by the TOG generated code.

In the example described in Section 4.1, we are using one kind of tabular
expression (Vector). Tabular expressions are implemented by instantiating an
object of one of several classes of (Java) table objects which implement the
various types of tabular expressions (normal, inverted and vector). These table
objects contain all knowledge of the semantics of tabular expressions, so there
is no need for this knowledge to be in the TOG. The expression in each cell of
the table is implemented as Java class that extends CellBase and contains a pro-
cedure that evaluates that expression. This approach for implementing tabular
expressions has the advantage that the oracle code can be more organized.

Table objects have a method, evaluateTable, which evaluates the tabular
expression.

4 Test Driven Development with Oracles

The work reported in this paper is an extension of the work reported in [1].
In [1], the test oracle generator supports generating test oracles from methods
but in this work we extended the test oracle generator to allow the users to
generate test oracles from module (class) specifications, which are based on the
externally observable behaviour of the class. This will allow the use of oracles in
class testing. Also, we have introduced an alternative approach to TDD that is
to develop the specification of the required behaviour in a formal notation as a
part of the TDD process and to generate test oracles from that specification.
The process looks like this:

— Write the specification for some required behaviour.

— Generate the test oracle from the specification and select test inputs.

— Run the program under test in the test framework (e.g., JUnit) using the
test oracle to verify if it passes or fails.

— If the test fails, write code until this test passes.

— If the test passes and the specification is not completed yet, add to or refine
the specification and redo the process again.

— We keep doing this process until the specification is complete.

4.1 Example

As an illustrative example we use the bounded stack as developed in [5]. The
first step in our approach is to specify some required behaviour, in this case for
creation of an empty stack:
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Program Functions
Stack stack(Integer x)

d (result.isEmpty()A

Data Structure result.maxDepth() = x)
Integer s|]
Integer maxSize
Integer length Boolean isEmpty/()
& result = (length = 0)

Integer maxDepth()

df .
= result = maxSize

The specification consists of the data structure description, the definition for
stack(x) function, which is the program function specifying the behaviour of the
constructor and two program functions specifying the behaviour of the methods
isEmpty() and maxDepth().

After we write the specification, we generate the test oracle from it and write
the test code to call it (e.g., from JUnit). The test case will, of course, fail, so
we should implement the constructor and methods so that the test case passes
and we have a program that is consistent with the specified behaviour.

We then modify the specification for push to define behaviour for pushing
on a non-full stack, and add three more methods:

void push(Integer x)

df
p-this.size() > 0 A p_this.size() < this.maxDepth()
this.size() = p-this.size() +1
Vi : [0,p-this.size() — 1].(
this| this.elementAt(i) = p-this.elementAt(i))A

(this.lastElement() = x)

Integer elementAt(Integer i)

& result = s[i]

Integer size()

g result = length

Integer lastElement()
& result = s[length — 1]

Here we use the naming convention of prepending “p_” to a program variable
name (e.g., p-this) to represent the value of the program variable (e.g., this)
in the state immediately before the function was executed. The new behaviour
defined by the specification is to push an object on an a non-full stack. After
the push the stack should contain that element and the size for the stack after
is increased by one. Again we generate the test oracle and implement a test
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case, which will initially fail. The stack code is then developed until the test case
passes, and so it implements the specified behaviour.

Again we generate the test oracle and implement test cases, this time to push
a few elements onto the stack.

Continuing in this manner, we eventually reach the full specification of the
bounded stack, as below, and we have at the same time developed a full imple-
mentation and a full suite of test cases.

Data Structure
Integer s|]
Integer maxSize
Integer length

Program Functions
Stack stack(Integer x)

& (result.isEmpty() A result.maxDepth() = x)

void push(Integer x)

df
p-this.size() > 0A p-this.size() =
p-this.size() < this.maxDepth()|this.maxDepth()
this.size() = p-this.size() + 1 p-this.size()
this| Vi : [0,p-this.size() — 1]. this = p_this

this.elementAt(i) =
p-this.elementAt(i)
(this.lastElement() = x)

Integer pop()
df

p-this.size() > 1
this.size() = p-this.size() — 1
this.elementAt(7) :)

this| Vi : [0,this.size() — 1]. p_this.elementAt (i)

(result = p-this.lastElement())

Integer top() Integer size()

& result = this.lastElement() & result = length
Boolean isEmpty() Integer lastElement()

& result = (length = 0) 4 result = s[length — 1]
Integer maxDepth() Integer elementAt(Integer i)

df . df .

= result = maxSize = result = s[i]
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5 Conclusions

In test driven development, tests are used to specify the behaviour of the pro-
gram, and the tests are additionally used as a documentation of the program.
However, tests are not sufficient to completely define the behaviour of a pro-
gram because they only define the program behaviour by example and do not
allow us to state general properties. So, the later can be achieved by using our
TDD approach, which uses a formal specification to specify the behaviour of the
program and supports testing directly against that specification by generating
oracles.

Clearly a next step in this research and tool development will be to support
test case generation from the specification as well, which will further reduce the
amount of 'manual’ test code development effort.
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Abstract. This paper describes a practical experience to implement and analyze
an iterative software testing process using automated open source testing tools,
within a project that used agile software development process Scrum and a
project that used the classical Waterfall software development process. The
software testing process applied in the modified development process provided
improvement, stability and maturity to the developed software. The results
obtained showed the benefits of an iterative testing process with automated
testing activities for different projects processes ranging from a gain in test
execution time and defects detection, to customer reliability for the final
product without an increase in costs.

Keywords: software testing, test automation, open source testing tools.

1 Introduction

According to Myers [1], software testing is a process, or a series of processes,
designed to make sure that computer code does what it was designed to do and that it
does not do anything unintended. Software testing has become essential to the
companies to ensure the product quality regardless of whether the development
methodology. Software testing automation is one of the main approaches that
have been applied to decrease testing costs and time while test automation
requires automated test execution and results verification [2].

The classical Waterfall software development process is sequential, so there are
well defined phases to execute the activities of requirements analyses, design, coding,
integration tests and maintenance [3]. According to this development process, the
system test activities must be done throughout the whole system in the test phase, but
we know the defects may occur before this phase and treat them later will increase the
project costs.

Therefore, contrasting to the classic process, the agile software development
process is distinguished mainly because of its ability to rapidly accommodate changes
in the original requirements and prioritize the functionalities development through
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executable code instead of extensive written documentation output, and also quick
responses to change and collaboration with the customer rather than following rigid
plans and contract negotiations [4]. The agile processes are iterative, so the test
activities follow the iterations and they may be executed efficiently and fast leading to
the use of automated testing tools.

In this paper we will present experiences and results of the implementation of an
iterative software testing process with open source testing tools for a project that used
the agile process Scrum and another project that used the Waterfall process. For
confidentially, the projects described in this paper will be called Project 1 and Project
2 respectively. In section 2, an explanation of the iterative test process proposed for
the Scrum methodology is shown. In section 3, details on how the iterative test
process was adapted to be executed in a Waterfall project will be commented. The
section 4 presents the results and in section 5 the conclusion and lessons learned are
going to be discussed.

2 Iterative Test Process for the Scrum Project

2.1  Scrum Project Environment Context

Scrum is an agile development process focusing on teamwork that can be used to
manage and control software and products development using iterative and
incremental practices [5].

The methodology controls the functionality to be implemented through a list called
Product Backlog. For each sprint (iteration), there is a Sprint Planning Meeting where
items on this list are prioritized by the customer (Product Owner). The team then
defines the features that may be accomplished within the iteration. This list planned
for the next iteration is called Sprint Backlog [5]. During the Sprint, the activities are
broken into tasks that are observed by the team through a daily meeting which lasts a
maximum of fifteen minutes where tasks impediments are identified.

The Project 1 is a system to provide a customer satisfaction survey result to the
development team and also register the projects, leaders, customers, teams and the
customers’ answers. The project was developed under the Scrum process and used a
web development platform: Ruby language, Rails framework [6], Aptana Studio as
IDE (Integrated Environment Development) and MySQL database [11].

In the original Project 1 schedule there wasn’t any time planned for test activities,
which is indeed a recurrent mistake noticed in many software projects. In fact, the
project had only one test analyst, a short time for test execution and the project had no
financial resources available for this activity.

2.2 Software Testing Process Execution

According to the Project 1 environment, it wasn’t possible to run a traditional testing
process in time, so it was chosen to perform the software testing process main
activities while minimizing on documentation to save time. The documents used were
only the Test Plan, the Test Cases Specification and the Test Case Execution Report.
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The tests were executed with free automated testing tools mainly for regression
testing and with no additional cost.

The metric adopted for the tests was to cover 100% of the functional requirements
described in the backlog. The tester also should use the exploratory testing technique,
where the alternative system scenarios were explored to find navigational and
performance defects.

The tester was a scrum team member and the sprint activities were broken into
tasks to be executed in two weeks which were accompanied by the team in the daily
scrum meeting. This allowed a greater interaction with the development team and any
impediment to the progress of the task was identified very quickly having the whole
development team involved.

At the first stage of the project, the tester chose free tools to automate the tests
according to the project environment. Project 1 was a web application, so the tool of
choice for the functional tests was the Selenium Core and Selenium IDE [7]. It is an
open source tool that uses the approach rec-and-play support and test web
applications for the browser Mozilla Firefox. The Selenium IDE can record the user
actions in the browser, creating test scripts in HTML code and executing them later in
the Selenium Core.

However, there was also the automation for managing, planning and preparing test
cases in order to reduce the documentation time, since the results also had to be
reported to the developers quickly. After in-depth research on available test tools,
another open source tool called TestLink [8] was chosen. This tool can be used to
write test cases and generate reports based on the test execution results. The tool
adopted for defects registration was the Mantis [9], which is also open source and
offers good resources for this kind of control and was already used in the company.

The test cycle was performed for each Sprint based on the following activities:

1. Plan the test cases for the Sprint stories according to the acceptance criteria
and emphasizing test cases creation for exceptions. The system analyst
should review the test cases to ensure the functionalities coverage;

2. Automated test scripts creation. The test scripts were implemented in the
browser Mozilla Firefox, where the Selenium IDE works recording all the
tester actions and turning them into HTML scripts. These scripts were
edited and gathered in a test suite, and reused in other test cases;

3. In the Selenium Core tool, the test scripts were executed in Firefox and
Internet Explorer browsers. The test cases execution identified application
defects and the tester registered them in the TestLink tool. At Mantis, the
defects were also registered, described and assigned to the developer
responsible who was notified about the defect by e-mail;

4. The Reports were automatically generated. The TestLink offers several
options to analyze the results based on test cases execution. The Reports
used were: General Test Plan Metrics, Failed Test Cases, and Charts Total
Bugs for Each Test Case. They can be accessed from the option Results
from the top of the TestLink menu;

5. When the developer signaled in Mantis that defects had been fixed, the
entire test suite was executed by Selenium validating defects and doing the
regression test, ensuring that another part of the system was not affected by
code changes;
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6. If the acceptance criteria were met, the same activities process began again
for the next Sprint.

The regression test execution for all browsers was fast because of the automated
test scripts. At the end of the sprint, a summary defect report was generated with all
the defects history in the system and presented to the product owner.

3 Iterative Test Process for a Waterfall Project

3.1 Waterfall Project Environment Context

The Project 2 was a software project to provide a graphical analysis of factory
production test process in real time in order to advise professionals to support
manufacturing on the quality trends for production line failures. The project
development used the Waterfall process approach and the software platform used
was: Java Swing, IDE Eclipse environment and Oracle database.

The Project 2 had twelve screens, where six of them were used to show and
analyze graphical charts and the other six had the data inputs, reports and user
configuration.

The project scenario when the test activities were requested was: outdated system
requirements documentation, functionalities implemented but not tested, requirements
changes not documented, delayed project schedule and just 4 weeks for a tester and a
test analyst to do all test activities for the whole system.

3.2  Software Test Process Execution

Even with the critical project scenario, the test team has decided to adopt the same
test process executed for the scrum project, but with some adaptations. The test goal
was to ensure in a short time that at least the main features would be tested and
stressed.

The first step was to attend a meeting with the development team to understand the
project and verify the requirements documentation updates. After that, the test team
asked for the prioritized list of the project features where the most important features
had higher priority. According to this list, the test iterations were planned having the
high priority features being tested first.

The test documents and metrics used were the same of the Project 1. The priority
features should be 100% covered by tests for each iteration. The test team chose the
automated testing tools according to the project platform. To automate the functional
tests for java swing platform the tool chosen was Marathon Test Tool, which is an
open source tool that uses the approach rec-and-play recording the user actions
creating test scripts in Jython language and running them later in the tool [10]. For the
test cases management and defect registration, the team still used the TestLink and
Mantis as described in the section 2.2.

The test cycle was planned to be executed in four iterations and each iteration
lasting one week. The testers must select only the feature with the highest priority to
be tested in one week according to the list of the prioritized features. At the end of
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each iteration, the development team released a new system version to be validated
and the other features were planned and tested respecting the established priority
order.

During the test iteration, the testers should do the following activities:

1. Plan the test cases for the priority features in the TestLink Tool. The system
analyst should review the test cases to ensure the functionalities coverage;

2. Automated test scripts creation. The test scripts were implemented in
Marathon test tool. The tester actions were recorded and turned into Jython
scripts. These scripts were edited and gathered in a test suite, and reused in
others test cases;

3. Then, the testers executed the automated tests in Marathon test tool and the
exploratory manual tests too. The defects found were registered in Testlink
and Mantis as described in section 2.2.

4. The automatic regression tests for all functionalities were executed also
when defects were validated to ensure that another part of the system was
not affected by code changes.

5. The automated TestLink reports were generated and sent to the project
leader. The development team released another system version and the
same activities process began again for the next test iteration.

At the end of the iterations, a summary defect report was generated with all the
defects history in the system. This process allowed for the main features to be
stressed.

4 Results

The test automation experience for Scrum Project 1 was very important. First,
because the test activities became faster and 100% of the functionalities from backlog
were covered with the tests. Then, the tester was able to find interface
incompatibilities running the Selenium automated tests on different browsers, which
would have taken too long if they had been done manually. It represented 65% of the
system defects.

The regression tests that found defects in the functionalities that were considered
done, were executed during each sprint. The customer did not find interface problems
or functional defects, which earned a good evaluation of the project.

The test team, using the iterative software testing process for the Waterfall Project
2, initially, had the goal to ensure the test execution of at least the main features, but
the automated tests execution allowed that all system requirements with tests be
covered in four weeks. That was a very positive result as in a traditional test process,
the execution of all test activities and its documentation would take more time and
resources.

In four iterations, 77 defects were registered in Mantis, where 30% were interface
defects and 70% were functional defects. The majority of the defects were found in
regression tests because the code changes affected other features. The Project 2 had
good acceptance from the client who decided to continue with the same team in the
new project version.
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5 Conclusion

Throughout the experiment, we observed some peculiarities in the different process
methodologies that we take as lessons learned. In Project 1 the automated test scripts
had to be reworked and updated with every backlog changes for each sprint. The
automated test scripts code were reused, so the creation of the new test scripts has
became faster. The scrum developer team has learned to estimate more time to defects
fixing due to the large amount of problems found during the regression tests.

In the Project 2, the developer team took as lesson learned that they had to engage
the test team from the inception of the project, because a lot of functional defects
could have been found before the project implementation of the project. The test
scripts creation has become faster because of the reuse of codes, which made it
possible to do exploratory tests, where the usability problems were found. The test
activities broken into iterations made it possible to stress the most important features,
making the system attend to what was requested by the client.

From the projects presented we can conclude that the experience has shown good
results allowing us to acquire knowledge in testing tools and testing processes,
leading us to search for new automation tools for other development platforms for
further projects in the company.
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