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The framework developed by the Autorité des marchés financiers (AMF) for the management of information security
incidents (Incidents) stems from the legal obligation financial institutions® (Fls) and credit assessment agents
(CAAs) are under to follow sound and prudent management practices.?

The Regulation respecting the management and reporting of information security incidents by certain financial
institutions and by credit assessment agents® (Regulation), made on the basis of this obligation, defines what
constitutes an Incident. It also sets out the obligations of organizations subject to the Regulation with respect to the
reporting of incidents to the AMF. The obligations under the Regulation are based on the definition of Incident.

An Incident means an attack* on the availability, integrity or confidentiality of information
systems or the information they contain.®

The AMF has developed guidelines to inform Fls and CAAs of the actions that, in its opinion, may be taken to meet
their obligations under the laws that apply to them. The Incident management framework is composed of regulatory
obligations and expectations formulated in the various guidelines.

For a reminder of the AMF’s Incident management expectations, see the following guidelines:
For the foundations:

e Governance Guideline

e Integrated Risk Management Guideline

e Compliance Guideline

For more specific expectations:

e Guideline on Information and Communications Technology Risk Management

e Operational Risk Management Guideline

e Business Continuity Management Guideline

e Guideline applicable to credit assessment agents

! Section 485 of the Insurers Act, CQLR, A-32.1, section 601.1 of the Act respecting financial services cooperatives, CQLR c. C-67.3,
paragraph (u) of section 43 of the Deposit Institutions and Deposit Protection Act, CQLR, c.-I-13.2.2, section 277 of the Trust Companies and
Savings Companies Act, CQLR, c.-S-29.02.

2 Sections 47 and 66 of the Credit Assessment Agents Act, CQLR, c. A-8.2. In the case of credit assessment agents, the obligation is to
adhere to appropriate management practices ensuring that the rights conferred by this Act are respected.

3 M.O. 2024-13, G.O. Il, 6381. Regulation respecting the management and reporting of information security incidents by certain financial
institutions and by credit assessment agents

4 Attack includes any event that has the potential to compromise or compromises the confidentiality, integrity, or availability of information.

5 Section 2 of the Regulation.
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https://lautorite.qc.ca/en/professionals/deposit-institutions-and-trust-companies/guidelines/foundations-of-prudential-oversight/governance-guideline
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https://lautorite.qc.ca/en/professionals/deposit-institutions-and-trust-companies/guidelines/operational-risk/operational-risk-management
https://lautorite.qc.ca/en/other-amf-mandates/credit-assessment-agents/guideline
https://lautorite.qc.ca/en/other-amf-mandates/credit-assessment-agents/guideline
https://lautorite.qc.ca/fileadmin/lautorite/reglementation/assurances-inst-depot/R-incidents-securite-information/2024-10-24/2024oct24-regl-gestion-signalement-incidents-final-en.pdf
https://lautorite.qc.ca/fileadmin/lautorite/reglementation/assurances-inst-depot/R-incidents-securite-information/2024-10-24/2024oct24-regl-gestion-signalement-incidents-final-en.pdf

The AMF has prepared this guide to assist organizations subject to the Regulation in implementing and applying
the Regulation. The guide provides, among other things, clarifications regarding the Incident management policy to
be developed, including the elements to be incorporated into the policy; the procedures and mechanisms to put in
place to detect, assess and respond to Incidents; the contents of the Incident register, and the process for reporting
Incidents to the AMF.

The guide will continually evolve to reflect good incident reporting practices, experience gained and stakeholder
needs.

Organizations subject to the Regulation include authorized insurers, federations of mutual companies, federations
of credit unions and credit unions not members of a federation,® authorized deposit institutions, authorized trust
companies and credit assessment agents designated by the AMF (Organizations).

Federations of credit unions are responsible for ensuring compliance with their obligations under the Regulation,
including the obligation to develop and implement an Incident management policy in respect of its member credit
unions, and for notifying the AMF if there is an Incident.

In the case of mutual companies, each company is responsible for developing and implementing an Incident
management policy and notifying the AMF if there is an Incident. Federations of mutual companies, like mutual
companies, must also comply with the regulatory obligations.

An authorized self-regulatory organizations and an authorized reciprocal unions are not subject to the Regulation.

The Regulation requires Organizations to develop and implement an Incident management policy. As with other
policies, the Incident management policy can take different forms: it can be a separate specific policy or incorporated
into another policy, such as an information security policy.

The policy should include all the attributes of a policy and provide a clear description of roles and responsibilities.
In this regard, good practice calls for the development and periodic review of a policy by senior management and
approval of the policy by the board of directors.

The Incident management policy must, at a minimum, make reference to the official documents describing the
Organization’s procedures and mechanisms for detecting, assessing and responding to Incidents. If practices for
detecting, assessing and responding to Incidents are based on standards and other technical documents from
recognized sources, the sources should be mentioned in the policy.

As the Regulation is principles-based, Organizations have flexibility to determine the content of the policy and how
it is to be implemented.

8 Act respecting financial services cooperatives, CQLR, ¢.-67.2
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The AMF encourages Organizations to draw from publications by national and international bodies such as the
International Organization for Standardization (ISO),” the Information Systems Audit and Control Association
(ISACA), the National Institute of Standards and Technology (NIST) or Control Objectives for Information and related
Technology (COBIT) when developing their mechanisms and procedures. These bodies recommend implementing
a number of good practices that contribute to sound Incident management.

In order to ensure consistency and objectivity in detecting, assessing and responding to incidents, the bodies
mentioned above have identified good practices that the Organizations could adopt, including:

Categorizing Incidents based on criteria such as type of event and causes
Classifying Incidents to determine how they are to be treated and the required level of internal escalation
Using pre-defined ratings to determine an Incident’s severity and classification

Ensuring that all implemented processes, procedures and mechanisms are part of a broader Incident
management process

Developing incident documentation standards to ensure consistency in assessing Incidents

Putting in place control and supervision measures to ensure that Incidents are managed to achieve the following
objectives:

- Minimize injury
- Reduce the risk of Incident recurrence

- Report their occurrence

Annually updating and testing all Incident detection and response mechanisms

Continually collecting information in the information system logs in order to record user activities, exceptions,
system failures and other information security-related events

Checking and updating the information system logs

Obtaining information on information systems’ technical vulnerabilities on a timely basis

An Organization’s exposure to such vulnerabilities should be assessed, and appropriate
measures should be taken to address all the associated risks.

Asking employees and third parties who use the Organization’s information systems and information and
communications technology services to report any observed or suspected information security weaknesses in
systems or services

Obtaining reasonable assurance before entering into a business relationship with a third party that the latter
has procedures and controls in place to ensure sound management of its Incidents

27 035
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Reporting to officers and managers

The Organization’s policy must include criteria for internal reporting (escalation) to the different levels of the
Organization, including officers or managers.2

The Organization’s policy should also cover, based on the various obligations applicable to it, reporting to the AMF
and to any stakeholders, such as clients, third parties, consumers and other regulatory bodies®.

The reporting timeframe and method should be indicated in the policy. When developing the various reporting types,
the Organization should also consider Incidents that occur at a third party to which it has entrusted the performance
of any part of an activity if the Incident affects the activity entrusted to the third party.

Good practices recommend that the following be considered when determining Incident reporting criteria:

e categorization
e severity
o classification

Categorization allows Incidents to be grouped to facilitate incident management. It is based on the nature of the
Incident, including:

e the incident type, meaning the event (data theft, outage, etc.); or

o the causes (cyber attack, human error, etc.).

The severity of an Incident indicates the importance and sense of urgency that the Organization gives to bringing
the Incident under control and closing (resolving) it. The criteria used to determine severity should consider factors
such as:

o the amount of time it is expected to take for operations to return to normal;
o the impact on clients;

o the extent of confirmed or anticipated financial, reputational, regulatory and/or other impacts of the Incident on
the Organization’s operations;

The extent of the impacts may be assessed taking into account the following data: personal
information, information assets or users affected by the Incident.

o the time the Incident occurred and the estimated time for closure (resolution) of the Incident.

8 The terms “officers” and “managers” reflect the terminology used in the laws underpinning the Regulation. In the case of credit unions or a

federation of credit unions, the term “managers” is used; the more commonly used term in other Organizations is “officers”. In both cases, the
term refers to an Organization’s senior management.

9 For example, the Office of the Superintendent of Financial Institutions.
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Classification serves to qualify the Incident so as to confirm its status and prioritize its management. It should take
into account all the information obtained, including:

e categorization (type, cause)
e severity of the Incident
o severity of the impacts for the Organization, its clients and the financial system

e any other relevant factors

Person responsible for Incident management

In its policy, the Organization must provide for the appointment of a person responsible for Incident management
and reporting. This person should be responsible for ensuring that the policy is developed and implemented in the
Organization.

A space to designate the person responsible for Incident management is provided
in E-Services.

Reporting Incidents to the AMF is the responsibility of the person responsible for Incident management and
reporting, but that person may delegate this responsibility to another party.

If the Organization has any doubts about the materiality of an event or an Incident, it can consult its person in charge
of relations with the institution or contact the AMFE directly.

Reporting Incidents to the AMF by Organization belonging to the same financial group

Each Organization subject to the Regulation is responsible for reporting Incidents in E-Services. If an Incident
affects more than one Organization belonging to the same financial group, a single report may be submitted to the
AMF for all the affected Organizations belonging to the group.

In such an event, the reporting Organization will need to specify in question 3, on page 6 of the form, that the report
is being submitted for all the Organizations belonging to the financial group and indicate the names of all the
Organizations belonging to the financial group that are affected by the Incident. Despite the foregoing, each
Organization remains responsible for the reporting obligation and may be held liable for any failure where an
Incident is not reported in accordance with the Regulation, even if one Organization belonging to the financial group
is entrusted with reporting the Incident on behalf of the entire group.

Each Organization should maintain an up-to-date Incident register. The information recorded in the register should
be kept in a secure and confidential manner for a period of five years from the date of the end-of-Incident report.

All information relating to the Incident management lifecycle should be recorded in the register. The information
should be as complete as possible and support the assessments, decisions and actions to be taken. The register
should provide an accurate historical record of all the information collected and actions taken throughout the Incident
management lifecycle.

In addition to being used for analytical purposes, the information recorded in the register may make it possible to
see Incident trends, contributing to the sound management of all of an Organization’s risks.
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At a minimum, the following information should be recorded in the register.

Date and time
of the Incident

Means the date and time the Incident was detected
and occurred.

“Detected” means when the Incident was reported
within the Organization for the first time; “occurred”
means when the Incident happened (if known).

When the incident
was reported

Page 3, question 7

When the incident occurred
Page 3, question 8

Location of
the Incident

Means where the Incident originated, i.e., from an
internal party (employee) or an external party
(consultant, third party or recognized malicious
organization).

If it originates from an external party, the country
should be specified.

Page 3, question 12

Nature of the Incident

The nature of the Incident may be determined
by the type of Incident (data theft) or by the
causes of the Incident (cyber attack).

Main type of Incident
Page 3, question 5

Cause(s) of the incident
Page 5, question 5

Detailed description
of the Incident

The description should be exhaustive and include,
without being limited to, the following information:

e categorization
e severity rating

o classification for the purposes of Incident
handling and reporting

o identified vulnerabilities
¢ availability, integrity and confidentiality impacts
e nature of the data involved

The following information may also be included:

e assessment regarding a potential recurrence of
an Incident of a similar nature

e actions taken to address identified vulnerabilities

e conclusions upon closing the Incident

Page 3, question 4
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Injury caused by
the Incident

The criteria to determine injury should consider the
services and resources affected and an assessment
of the Incident’s impacts.

Third parties involved
in the Incident

All third parties involved in the Incident.
Includes the recipients of the Incident report,
in accordance with the provisions of the
Organization’s policy.

A good practice is to identify

the type of client affected by the
Incident and provide an estimate
of the volume of clients affected.

Internal and external
parties involved

Page 3, question 12

Clients affected
Page 4, question 3

Financial or non-financial
organizations informed

Page 3, question 15

Actions taken

The actions taken include:

o strategies, procedures or mitigating measures
put in place to bring the Incident under control
and prevent a recurrence

e communications issued under the
Organization’s policy

e date(s) and time(s) of report(s)

Stakeholders involved
Page 3, questions 13

Date and time of reports
Page 3, question 14

Action taken
Page 5, questions 1 to 4

Organization’s
assessment regarding
a potential recurrence
of the Incident

Assessment of the likelihood of the Incident
occurring again.

This assessment may be reviewed based on new
information about the Incident.

A good practice is to document any changes in the
Organization’s assessment.

Page 6, question 2

Actions planned

Actions may include steps to reduce the likelihood of
new Incidents of a similar nature occurring in the
future (if such steps have not yet been taken).

Page 6, question 1

© For more information, see page 59 of Format for Incident Reporting Exchange (FIRE): Final report, 15 April 2025, Financial Stability Board.
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Date Incident brought | Date the Organization has brought the Incident Page 3, question 10
under control under control and operations have been returned to
normal.

When Incidents involve personal information,
operations are not necessarily disrupted. If such an
Incident does not disrupt operations, it is considered
to have been brought under control when the
practice or process that is at the origin of the
Incident has ceased or been corrected.

Incident close date Date the Incident is closed, i.e., when all action Page 3, question 11
plans have been executed.

In addition to the above information, the register should contain all the information about the Incident that the
Organization requires in order to make a complete report to the AMF.

An Organization must notify the AMF when an Incident is reported to its officers, or, where applicable, its managers,
in accordance with its criteria for escalating Incidents to the various levels of the Organization. The Organization
must notify the AMF of these Incidents via E-Services no later than 24 hours from the time an officer, or, where
applicable, a manager, is informed of the situation.

The Organization must, to the best of its knowledge, provide the AMF with all the required information specified in
the reporting form until such time as the reported Incident has been brought under control and the end-of-Incident
report has been submitted.

When referring to an Incident, “has been brought under control” generally means that operations have resumed
without management of the Incident necessarily being totally over.

After an Incident is originally reported to the AMF, the Organization must use E-Services to submit any corrections
or new information regarding the Incident. Subsequent reports must be made to the AMF, for every Incident, within
no more than three (3) calendar days, even if there are no new developments to report or information to add.

Throughout the time that an Incident is being handled and reports are being submitted via E-Services, the AMF may
require clarifications regarding information that is reported. The Organization will be able to attach additional
documents to the AMF reporting form for this purpose.

All information stemming from the report must be provided using the appropriate fields on the form. The information,
together with a report confirming that the Incident has been brought under control and normal operations have
resumed, must be submitted no later than 30 days after the Incident has been brought under control. Also, a report
containing additional relevant and previously undisclosed information may be submitted in E-Services in the
“Additional documents” section.
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9. Assistance

Organizations requiring assistance in using E-Services are invited to refer to the How to register for AMF E-Services
- Representatives and future professionals | AMF web page or contact the AMF at 1-877-525-0337.

AUTORITE

DES MARCHES SERVICES EN LIGNE DE L'AUTORITE
FINANCIERS

Dossier client . Qualification - Certification . Divulgations . Institutions financiéres et agents de crédit -

CULEERLE Accéder en tant gue client

Coordonnées individu

Coordonnées entreprise

Bien
I'Aut

Suivi des demandes

‘ 3 Bonjour

Etat de compte
Cetenvirg Rapports W i
électroniq|  Gestion des liens daffaires

nousden Inspection

pouvezm - Signalement des incidents de sécurité
eSS & TUBIETIOT, a0%

ou au maintien de votre droit d'exercice

If an Organization has any doubts concerning the materiality of a reportable Incident, it can consult the person
responsible for its file at the AMF or contact the AMF.
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Appendix Electronic services and form

Autorité
gesmarchés  |ntroduction page on the E-Services

Home
B Other a

Qualifications Certification Disclosures L004424 - Institutions financiéres et agents de crédit .-
Sign in as client
Contact details »
Wel Contact details 4
Follow up on applications/requests

Throughf Reports

Manage business relationships

4@ Welcome Ariane Proulx

obligations in this regard

Need Help? Contact Us

Further informatien about our on-line services ks
available from our Infarmation Centre.

. 1 877 525-0337 from 9:00 a.m. to 4:30 p.m.
[] Request for information

® 2013 Autorité des marchés financiers | Terms of use | Privacy policy

Autorité
gesmarchés  |Introduction page on the E-Services

Home m Insurer - Complaint Management Other

Reporting of information security incidents ?
Oyttt (16 ) T

Applicationrequeit  Incident No_© ol Status * Created on Last update Due date
2530148353 123458 Raccoon invasion in the server room Open 2025-05-06 16:25 2025-06-07 1514  2025-05-09
2530147732 Open 2025-01-09 11:30  2025-01-09 11:30 ‘

lfj. M4 E] - Displayingwems1-20f2|

[ oty scion oo i)

| | | d
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“ desmarchés Incident

financiers

Insurer - int Management - Other -

Reporting of information security incidents ?
1 3 4 5 6 T B 9 Step2ofd:Identification of the contact person making the report

/_j This person will be the main point of contact for all specific information requests from the AMF in connection with the incident. The AMF will communicate with this
= person until the incident is closed in its systems.

* Mandatory field

Identification of the contact person making the report i
B 9
1. * Name of the person making the incident report

T —r)

2, * Title (or role) of the person making the report and the depariment or area of the organization the person is
attached to

®
3. " Buginess a-mall address 1o use to contact the person making the report

pbastien@abccal ] 49
4. Additional e-mail address (as needed) L 9

4188332245 e

5. * Telephone number o use to contact the person making the report

S T ——

“ i Incident

financiers

Reporting of information security incidents 2

1 2B+ 5 ¢ 7 8 0 Step3olf:Information about the security incident

* Mandatory fiald

ormation about the sec

123456
1. * Unique number assigned 1o the incident by your organization in it internal incident management T
2. Unigquae numis (assigned by your s0ganizatien) of olhar incidents in your organization, past or prasent, hat may
b related o the incidant that i the subject of this report
256369 - Physical s each
321569 - ’%
[Raccaon invasion in the serv
3. * Tille of the inckdent, as defined in your ncident system : —— .

4. * Please describe the incident in as much detadl as possible at this time (ncludng mpacts in lerms of mformation's
availabity, integrity and ennmnllllm ‘and the nature of the affected datm) and the way it was reported of
gantified within your organization

W that cama in tha servar room and ats the cablas and
servers are down. We to replace all the mﬁ’ﬁ?’
W f the

d|°ﬂWg ng‘:‘:m It &_am%&r mﬁi

5. * Main type of incident your are reporing

. Sysrem or Failure Any type of aperational incident that cisrugds the
funclions or services

- cmmmvﬁjmwmmmummmﬂmm
oF uniawiul tosa, aife

;
i
:
§

= Financial Theft/ Frawd A deiberate sct fo obtain unauthornsed
. apread of false or reaily-Dased (nformation, whether mancous or nof
= Other (please describe the lype of incident based on the used by your
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“ desmaschés Incident

financiers
No -

05/05/2025 20:00

6. 1z Mere a possibility hat the af infarmation has been by the incident?

7. Please specify when the incidant was detected or reported for the first time within your organization
(MM/DENYYYY HHMM)

—

8. Please specily when the incident securrad, if known (MMDDAYYYY HHMM).

9.~ Please specify the cument status of the incident within your organization:

The incident may be “Open” (3t sctive within the organization), “Linder control” (opevations have retumed fo
marmal ar “Clesed.

ow must codect and submil ail the required information and close the incident within 30 calendar days of
nolifing the AMF that fthe incident is under confrol

I ordar to be b to close an incidant, all mandatary information Helds required by reguistion, inciiaing the
post-morfem repart, MUS! have been compieled and submiffed Lsing this form. Closing the incident does nal
signify tha! ail fufure achions described in the posi-morfem report have been mplemented. The AMF may require

an updiale on progress in implementing such measunes

10. Flaase indicate the date and time the incident was deemed to be undar control (MMDDNYYYY HHMM).
Indicate when operalions refumed fo nomal within the organizalion.

1. Please indicate thi date and time the incdent was dased (MMDDAYYY HHMM).

Clasing an inciderd impies that all the wformalion required by this repering form has been properly
aowmwm rnaawmywmmruwmwmwwvmmmmmwﬂ
i tobe wsing the “Addiftanal information” or “Additional

mh‘m of the form

12. Plaase identify all known intemal and external parties involved in the incident (e.g., employes or consullant within
the organization, recognized malicious organization), including their location, if known, and specity their actions
leading up 1o e incident.

mrswwrsrxl’m srate specitcally whether & third pary doing DUSINESS WIth your argamnizZalion may be voived i
he inchgen

Parties involved:

“ des marchés Incident

financiers 3 Pigase Indicate the top levels and other stakehalders in your erganization that have been informed of the incident
in accordance with the reporting criteria set out in your incident management policy (e.g., senior management,
board of directors, CISO).

Level of infernal escalation invohved in the incident response:
Senior Director, Security and Building Management

VP - Security and Building Management

Senior Director - IT management
VP - IT

14. Please specity the date and time you reported the incident to any of the following parties:

« Officers or, where applicable, managers.

= Third paries to which your organization has entrusted the performance of any part of an activity

« Regulatory bodies

« Person or body responsible under Iaw for the prevention, detection or repression of crime or statutory
offences of D for injury that may have been caused by
the incident

. C ission d'accés A I

Clients or consumers (the time is ophonal in this case)

Dates and times the incident was reported 1o the by ion (MMDDNYYY HHMM):

Senior Dir . Security and Building Management: 05/05/2025, 20:30
VP - Security and Bullding Management: 05/05/2025, 22:10

Senior Director - IT management: 05/05/2025, 20:30

VP - IT 0B/052025, 08:15 y

15. Flease name any other financial or non-financial bodies that were informed of the incident (e.q_, service
providers, investigation specialists, media).

Informed financial or non-financial bodies or authorities:

(Gestion de la Faune
SPCA
MF|

T —— |
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11 desmarches Incident’s |mpacts

financiers

Client File Qualiticy

Reporting of information security incidents. b d

1 2 35 6 7 8 9 Swepdolo: the impacts of issues caused by the incident

() - manaatory few

Information describing the estimated or anticipated impacts or issues caused by the incident

1. * Flease indicate e severity of the reporied incident based on the crteria sel out in your s palicy.

The sevenly indicales the importance and Urpency You attach o rsalving the: incidant. You can also include
Wmmmmmmmmﬁmﬂmmm‘w‘!mmmm«m

2. Please ndicate the senaoes or areas of sctivity of your organization that are affected by the repared incident.
The hype of senice ww.wnmamwmvmmw and the fpe of dsrupion
expanenced may all be detailed in this Sechon.

Fmslnunmlmal , the website is down 50 we can

that al the antities are aflécted. We do ot have the whe
present’ More information 1o ba provided at a later stage. uhele Bl

3. Piease describe the nature and volume of cients affecied (particularty in Québec), if known, and the Bansactons
involved in the incident 83 well &5 thew geographical dstibuton

INot definitive at present Meeds to be assessed

4. P LE e severity of
M. -

Financial impacts [Moderate |
Maj -

Operational impacts [Major |

ik
Reputational impacts | e vl

Maderate )

Legal of regutatory impacts

||| desmarcnes  Actions taken to bring the incident under control

financiers

Home Client File Qualifications Certification Disclosures L004424 - Institutions financiéres et agents de crédit

Other applicationirequest

Reporting of information security incidents ?

1121212 BG 7 8 9 Step5of9: Actions taken (ongoing or up to the close of the incident) to bring the incident under control

" Mandatory field

Actions taken (ongoing or up to the close of the incident) to bring the incident under control

3-4 days
1. Please indicale the estimated time it will take, from the time the form is submitted, 1o bring the incident under
control

2. Mature and origin of the reactions of the various extemal stakeholders known to date
Wndefined at presgny.

3. Mature and time of dissemination of all external communications issued to date (e.g., notices to persons affected)

Emails to IT, VP, DP and Security sent on 05/05/2025 at 20:30
Phone calls 1o Gestion de la Faune on 05/05/2025 at 22:45
Pmss release to be mﬂ to nfurm the clients (on L]m

4. Actions taken 1o confrol the incident
For gxampie, indenm and solutions T bring the incident under confrol.

ers from another Center to be used to have the website restored,
ging|
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||| dsmanes  Actions taken to bring the incident under control (causes)

financiers
. Operational failure (third part |
5. Cause of thi incident
Although several cause may be asseciated o an incident, please indicats the main cause of ihe incdent. The
‘cause is whal aliowed the incident o happen (vector or lechrique used o altack for exampie).
= Process design and Failurg design or
» Human rror Failure in execution

Design, development, and mmmmmwammmmw
requirements, failure fo adhere fo

or afypical testing.

+ Change control (systems) Changes made 1o their by & process
lacking appropriste FEVIEW,

. and,

[, &nd ngour.
Capacity ‘performance Inabiily to handle 8 gven load or volume of information o inabilty fo complete
instructions or process infarmalion within accepfabie paramelers.

. Faiiure resulting from inadequale o insuicient mainfenance

of i , ar. beyond suppored service ife

. Fadlure to mest inpations for provision of
mwm

. failure (third party) Compromise or dafa bregch at third party of within supply chain which
mmmmumnmmmw

« Naruval hazard Natursi process or phenomenon thal may CaUsSe Vanous impacts such as propery damage,

mﬁmaﬂm

« Denial of service inabity iine g fo & spike (n the number of requests
mmmmmmm

« identiy theft Wrongfully cbfaining and Lsing another person’s personal dafa in some way thal imvoives
friwwd o decepbion, oty

« Insider threat A deberafe act from an insider threal o damage, dSupt or gain wnauthonsed access fo
assets

= Malware Software designed with maiicious indert thad can poenbially cause harm directly or ndirectly lo
entities o their informalion

= Physical manipulation, damage, theft and loss Actions which sdversely affect an entty's assefs in the
physical enviranment

« Ransomware Maiware that 15 Lsed fo commi exfarbon by impainng the use of an mformabon system or &5
infprmation.

« Resource hijacking Leveraging the resources of st fenaive fasks,
which may impact systema andior hosted senvice avadabiity.

« Soctal angineering | wmm.ms.nm,u general term far frying fo deceive peaple into revealing
information or performing certarn

. SMMHSOO(MMMMWMMM sand

+ Web appli rFRELing i of & web-hased
servics (6.9, watering hoia aitack, of websites, Infamet- or ramate

BOCBSE SENICES WOIGIONS).
» Other (pfease add the information beiow).

- NG

Autorité
‘l des marchés Lessons learned

financiers

Cartification D LOD4424 - Inntitutic ras ol agants de créddit

Reporting of information security incidents v
1 2 3 4 5@ 7 ¢ o Sepsolo Oter information

i) mandatory held

| ower itormation K|

1. Pleasa indicate 1he lessons learmed from analyzing tha incident after A was brought under contrel and other Riture
conactve BClions of mensuioes, B8 applicable, You can slso use tha "Addibonal infermaton” of “Additional
documents” flakds of this form o provide more details

Thit 5003 I Id COMBCIVe Actviling provide af il and the actions 1o
btk 10 ddress them Contemplaled COMBCvE SCHONS 10 DO kKN N the BStMaed date of completan for
WACH ACHON Wil B LSRG 1D MONROF DIOGNBSS Grd (KN 55058 WHEMBr he FO0! CAUSES Nave DON AnEIopratey
addressed. The AMF may nequine an updale of Brogress i IMpMmenting IHese achons.

To by pravided s

2. Ploase provide, after the incident has beon brought under Contral within your organization, your ostimate of the
rasidupl sk and the likelihood of thes incident occurming again, considenng the lssons learned and the planned
coMmoctive BClions to addross it

To by provided ot & laigs stagd

3. Piease use this fiekd 1o provide addtional information or respond fo requests for clarification from the AMF.

T IS T T—
I
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::stonrlllt:chés Documents

financiers

Home Client File - Insurer . Complaint Management - Other -
Reporting of information security incidents ?
12 3 4 5 6|ffe o steproro: d 1 ired
_“ Credit Card - For security reasons, do not indicate credit card in ic d nts you submit to the AMF.

/* You can use this page to send the supporting documents associated with this report.

1
WL

Supporting documents required

Documents - Security incident notification
[C) Documents supporting the application/request

Autorité . . . .
?’igi.’.‘:‘:i’.'fi‘“ Final page with application number
Home Client File Insurer Complaint Management Other
Reporting of information security incidents i

12 3 4 5 & 7 8 [[Jstepdof:Confirmation of delivery

Confirmation of delivery

‘We have received your information security incident nofification. An acknowledgment of receipt will be sent to your Secure Message Inbox.
If the status of your incident notification is:

« Open » : You must notity the AMF of developments within three calendar days by updating and resending this notice;
« Under control » : You must complete all the fields of the incident nolification and close it within thirty calendar days from the time you netified the AMF that the incident
wias under control,

‘When reporting any changes 1o the AMF, preference should be given to updating your incident report. However, if at any time you must communicate with the AMF, you
may do 50 using the reference numbers below.

Client No.: 2700011947
Application/request No.: 2530148353

| ——
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Autorité
" des marchés
financiers

Home

Updates every 72h

Insurer Complaint Management

Other

* Display appli

Reporting of information security incidents

quests | Active

Incident No.

Apphicationrequest

Created on .

Last update Due date

2025.05.0616:25 2025.05.0616:25  2025.05.00
2530147732

I{‘,!udE]»n

2025-01-09 11:30  2025-01-09 11:30

Displaying items 1-20f2

Applicationrequest No. [2530148353

| Title [Raccoon invasion in the serverro-|

Modify selection Report a new incident

Autorité
des marchés
financiers

Submission

Home  ClientFile . Insurer -

Complaint Management . Other -

Reporting of information security incidents i

122 45 6 1) 2 stpsofs: Transmission

:’ i/\ Use this page of the form to send your application to the AMF. Please read the statemnent, then tick the box to confirm that the information you provided is accurate.
o
Before submilting your application, print out a copy and review it. Keep the printed copy for your files.

When you have completed your application and reviewed it to ensure that all information iz accurate, click on Submit.
* Mandatory fiekd

Declaration on information provided

® | declare that the information provided herein is accurate.

Please check your application carefully. Once it is submitted, you will not be able to cancel or modify it.

Print your application Submit
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